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Information Security Incident Response, from
the perspective of society, law and policy

TOMOHIKO YAMAKAWA 1

It is quite effective and beneficial for organizations, such as business cor-
porations, governments, and educational institute, to take advantage of the
method of security incident management of Computer Security Incident Man-
agement Team, CSIRT. The core of the security incident management is “De-
tect, Triage, and Response” and all legal issues are listed in the sub-process of
“Legal Response,” which is a part of Response process. To deal with major
security events, such as terrorist attacks, natural disasters, and other emergen-
cies, requires “national preparedness system” to all kinds of stakeholders. In the
United States, Department of Homeland Security clearly requires preparedness
and response systems to incidents by appropriate guidelines and effective tools.

CSIRTS works well as a community of system developers. To make information
sharing of incidents on grass roots more effective, it is necessary to set up an
institute or organization which would activate an incident management system
as management level.
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e National Strategy for Homeland Security
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