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Hardware Implementation and Evaluation of
Queueing Spin Lock with Preemption

TosHrYUKI IcHIBA,T YUTAKA MATSUBARA, 2
SHINYA HoNDA'? and HIROAKI TAKADA 112

An exclusive access method for sharing data among cores is needed in multi-
core processor systems. Spin lock algorithms are often used.In real-time embed-
ded systems, a spin lock algorithm need to satisfy both of predictable worst-case
execution time and fast interrupt response. Queueing spin lock algorithms that
satisfy both requirements have been proposed. However, these algorithms can-
not be implemented on processors without CAS or LL/SC instructions. More-
over, in the algorithms, execution overhead of acquiring and releasing a lock is
large because of software implementation. This paper proposes a new queueing
spin lock algorithm with hardware support. The result of evaluation shows the
proposed method satisfies real-time requirements and generates low overhead
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compared by queueing spin lock algorithms implemented in software.
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Fig.2 Lock wait queue of QLPD
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Fig.1 Lock wait queue of MCS lock
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Fig.4 An example system with proposed hardware
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Fig.5 Priority ordering spin lock unit
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Fig.6 State transition diagram of the priority ordering spin lock unit
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Table 1 Lower-level functions of driver

B%4 W% GlE:S
BRERITE=y PAOEEEZRGTS | AL
BREL VA (BLEERET D
vy IRG7 7 5k F 2y T D
release_spinlock() BESERE L Y R 2 IR E A EIA T
suspend_spinlockO*! | #JGH L VR & ICEER 4 At

get_priority()
enter_spinlock() qlpid, prcid, priority
try_spinlock() qlpid, prcid

qlpid, prcid

qlpid, prcid

OT NIV XATIHHIRT 2EOEL P/2 R ChHLENRD 5. REBFIEL, HHALIZ
LA R T IZBREOFE N AT ALIEICr vy 7 REINDS. POREIITH LD
FHAZNZ L DRI T 52 L2k, BREDOZEN P/2 22 5 AlRErEX RV & b
n5.

33 F3 4N

QLP-HW ZFIAT 2 KT A SICoN TRk 5.

7 7 B - fEBLERIC DWW TR B EIC, 2 S OB BSFIAT 5 %ER 1 ICRT.
BEO5HE LT, preid ida 7 O T4, qlpid IMEELEEIEAE 1y 7 2=y O
BlF%, priority IMEEEZNENET.

3.3.1 AvYRE-#K

QLP-HW %%Uﬁﬁ Lizm v 7 Bt - fifsor—Fo 2K 7, K8 I(TRT.

0y 7 ZBAST DB1C1E, priority BLFNCIZIESE (INVALID) 23S TWA 720,
BRERITI= ]\73‘5 get_priority() BIMUIC L VB E A FiA 3. Fid i Lio®ok
JE1 enter_spinlock () BIEUIC K VBB L VA X ICHRET DH. BREIEAY 2y 72
= M, AEOELEALEL, KEELEOaTIHETory 7 G T F 72ty
F5. vy 7 PEHETETNE 0% try_spinlock () BAEIZ LV F=v 7 217\, BUG
TETWIUL, 2V T4kt v arOFTICED. B TETWRNE XL, BHAZLL
EATH T & CEEARSBEM 2R X5, FEAASEMHIZE L Cidgik 3 5.

vy 7 O, BREIEAY ey 2=y M UEMEERE L, RSN ENEE
BETD.

3.3.2 Ay I REFLOHE

vy 7 WS H R OEIAREEEZ W ESE L0, vy 2 BISFTE b2 BAE

*1 release_spinlock() B4 L suspend_spinlock() BAMILIF CBEINA TH 573, BIEE MESEED 72 5
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10 /% BHALEEIL +/

2 disable_interrupt();

3: retry:

4: /x YIEORBERELZTIGT D */

5: 1if( priorityl[prcid] == INVALID ) {

6 priority[prcid] = get_priority();

7: }

8: spinning[prcid] = true;

9: /+ EBIREEARIET D */

10: enter_spinlock(qlpid, prcid, priorityl[prcid]);
11: while( try_spinlock(qlpid, prcid) ) {

12: enable_interrupt();

13: /¥ ZZTERABMEICKE D *

14: disable_interrupt();

15: /x FHABAHEZ L TWeb ) F T 14795 x/
16: if (spinning[prcid] == false) {

17: goto retry;

18: }

19: }

7T my 7 RfL—F
Fig.7 Routine of acquiring a lock

FRAZMILAAT 5. BARRIZIE, try_spinlock() B Cr v 7 BB T T Z &A%
otedpt, —HEALZT T 5. BIARIRN B H5EIXZ 2 CE K&k@ﬁ)%ﬁéﬂ
5. El 7\2%/\/ K7 OFETFICBLEIO, EHALZEILXECE 9 #9179 5. X9 O
K0, BEREL AKX ICHEHENTAEN D DELREIEA Y gy 7 a=y MI X é@:f‘ﬁ
FELCRIZ Ko C, EEAARMBLZFATT Ha7ica vy 7 BEIND Z LR, ELAZLELD
FATH#IL, get_priority () BIA PRI, BHALERETL F UL AELE L V2 X
ICRET 5.

BEREEZBELIGT 5 Z W0, SIALNEEIHR TIER v 7 f5HF 2 —OALENE
fEL722v. ZORHIZTHZ LT, FIARREIC L > Tr v 7 FFHF 2 —OREZRICT O
BT Z e, 2y 7fFHF a2 =0 0EA RV IE QLPR ERILTHL, =y
I RAFR[EEZ a2 T BRD D DI N— KT =27 TIToTW5729, QLPR THELEAALEF D
AT H Ay T DB LEETR N,
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/* BIMEEBOET D */
release_spinlock( gqlpid, prcid );
spinning[prcid] = false;
priority[prcid] = INVALID;
enable_interrupt();

g W N -

8 vy U —F
Fig.8 Routine of releasing a lock

10 /x EMEZEET D «/
: suspend_spinlock( qlpid, prcid );
3: spinning[prcid] = false;

9 HIAZMBEA D N—F
Fig.9 Interrupt service routine
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QLP-HW % Altera t:0 FPGA ETHEEL, ZofthoA rmy 773 A AEDM
BaAT 9.

4.1 T i IR %

#ENN—Fv =7 % VHDL Tilik L, Altera #1:0 Quartusll version 8.1 % H\W\TH K
EATof-. BEREIZ16 By NT, BEERITa=y FOI U2 LEREL R 2% 16
vy M L7z, FPGA & LT Stratix 1540 %, =27 & L C/AEEE 50MHz @ Niosll 7' &
oV E A4 OHWTEHMEZIT 72, Niosll 7 ut v HOMaF vy =213 4KB T, 7—%
Fry vald. T r s T AMERE K0T — 2 EE T R TA Ty A D ICEE L
=231 Z1% GNU gcee version 3.4.6 %, RTOS (& TOPPERS/FMP # —x/L Release
1.1.0% % Mz

a7 RS DV AT LTI, NAERIZEL Y FATRHNARE LB 5. HIEIOFHAR
Rl maE AT Y D DHAALBRINAEENIEAET 50, 2EELURIIOSF vy v 2l
by TS 7OMBICBT 2 N AMEOEENEL 72D, T D7, HIEIORITRERH 2 3
IZE O,

Niosll 7—%7 7 F % CTiX, IERFEDOFa—A( TR R Yy V%Y T Ny o7 THE
T DD E M B ERF > TR, BETFIELIERFIEL O %E4T 5 72, LL/SC
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&2 vy 7S - LB GEa7a L)
Table 2 Execution time of acquiring and releasing a lock without lock contention
I 2=D NN TAS MCS QLPD QLPR QLP-HW
FEATWER] [ps] 1.86 1.46 1.38 1.34 1.02

MEEFEHT LD AL Maf B LT,

4.2 FHEER LFHESE

DTFOEBIZ DWW T 21T~ 7=,

o Ty DT - fRHULIRI

— By 7 BEOBRANIRWEE
- By JBROBRERH D56

o FLAZ LA R H

e N—Ry=TH AR

a7 OEAG « RELERRS T ORI, vy 7B, 2 VT o ks vay, ay IR
B, LS LERE 100 TRV R LTV, 7y 7 BUSHIN D 1 v 7 ffiktk £ TORFE D4y
HzEFHllT 52 & TITo72. a7, 1ms A TY A < EIALBZBAEL, EHAARIZLD
By 7 B LOPERREAET S LIS Lz, ZA ~DEAL ANV BT OMERERIEA 13us
THDH. ZUVT 4 ks aryOUEL, Sa—SVERDA L7 YA R ELEL—TT
HY, aTHOBERHEE LRV TOFEITRHIIN 65us TH L. vy Zfifitay s
BUGOMNBIER B 2 AT D Z & T, A LW —AbNMICED TS, BIEE 4
DANE S T BN LB 2BV —7"C, FATIRERIZ 2us 75 162us TH D

et g L Uiz 7 L= Y R A0E, TAS @I FY 4% Mutex B2 V72 TAS A&
oy 7 (TAS), ¥a—AY 7 A By 7 THLMCSrYZ (MCS), Y7 hU=THE
EOHFWARER X 2 — A V7 Ay ey 7 T3 Y XA (QLPD, QLPR) Th 5.

4.3 Oy OG- B

4.3.1 AOYvIBMBEORENGEGES

a7 1 OHRP Y 7 Bl & BB EIT), o7 ida 7 1icx L TREER 5220
BT, 27 1 ory 7 TG BOEEOFATRIF 2500 Lz, FHEl L7z REe R 2 1R
7. QLP-HW (X, o7 ATV XA XD by 7 G & MAGLERRFR N < 7o o 72,
4.3.2 OYvIMBOHRELHIHE
doparprhEney 7B, 70T 4 ks vay, vy I RLEREAT 5 4R
T, a7 1oy 7 B - FEBUCH DB R & EHADIGE R ICOW T T 72, vy

(© 2010 Information Processing Society of Japan



1 LB R T
IPSJ SIG Technical Report

\100 200 300 400 ~—TAS 600
\ —Mcs
0.1 ~+-QLPD
QLPR
- QLP-HW
p= 1
2 oot
3 ]
o B
& \
o ‘\\\\\u
0.0001

time [micro sec]

10 AErm v 7 O - EBOLERERI O 5 AR H 558)
Fig. 10 Execution time of acquiring and releasing a spin lock
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Fig.11 Execution time of acquiring and releasing a spin lock with interrupt service routine
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Table 3 Hardware size
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