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Implementation and Evaluation of Internet Observation
Sensor System Using Unusable IP Address inside a Subnet

HipEO MASUDAT! and TETSUYA TAKEUCHIT2*1

Recently, many projects that concern the Internet observation and analyze
the incident of the Internet have been managed to Internet attacks. In such
observation projects, to obtain more accurate analysis is required many obser-
vation sensor box as possible. Therefore, the observation sensor boxes require
many IPv4 addresses, but the IPv4 addresses are costly due to shortage. In
this paper, we propose that observation sensor box integrates into Linux router.
Our sensor box for WCLSCAN acts as a router and watches packets to network
address and/or broadcast address of inner LAN. As a result, performance is
almost same as normal router.
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Fig.1 Framework of WCLSCAN.
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Fig.2 Example of subnetted network.
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Fig.4 Configuration of evaluation network.
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Table 1 Specifications of Router hardware.

(O}] Debian GNU/Linux 4.0 r0
CPU Intel PentiumIII 933 MHz
ooo 512 MB SD-RAM PC13
HDD 40 GB IDE 100 ATA
NIC Intel Pro/100 NIC x 2
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Table 2 Specifications of Evaluation service.

gooooood Intel PentiumlIIl 866 MHz x 2
512MB RAM

250 GBHDD x 4 RAID10

Intel Pro/100 NIC
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SD-RAM PC133

E-IDE HDD (UltraATA-33)
Vine Linux 3.2

Intel Pro/100 NIC

Intel PentiumIII 1333 MHz
384 MB SD-RAM PC133
IDE 37 GB (ST340810A))
Debian GNU/Linux 4.0 r0
Intel Pro/100 NIC
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Table 3 Mean time of send/receive transfer against attack or not.
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