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A Proposal and Evaluation of an Improvement
Method of Hash-based IP Traceback System

TosuiruMt Kar, ! Akira Hasnicucur'!
and HIROSHIGE NAKATANI!

The amount of damage caused by illegal access to networks is increasing with
the spread of the Internet. In particular, DoS (Denial of Service) and DDoS
(Distributed DoS) attacks with falsified sender addresses can cause systems
to stop and this may have a serious impact on society. Various types of IP
traceback techniques have been developed and proposed as ways for detecting
attackers. We have researched and developed effective IP traceback system for
practical use building on existing systems. In this paper, we propose an im-
proved type of the hash-based IP traceback method. We clarify the relationship
between the amount of memory and false detection rate and show that the false
detection rate is decreased in our hash traceback method. We also test it in
a real network environment.
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Fig.1 Hash-based IP traceback system.
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Fig.2 Packet hash recording method of SPIE using Bloom Filter.
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Fig.3 The fields of an IP packet using by SPIE.
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Fig.4 The fields of an IP packet using by our method.
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