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Content-based phishing detection methods

improvements tested against actual phishing incidents

Kei Kato! Koichiro Komiyama'™  Toshinori Seko'"
Yusuke Ichinose’™ Kohei Kawano™ Hiroshi Yoshiura'

Abstract Phishing attacks steal personal information by impersonating legitimate sites
and convincing users to send personal information. The Content-Based (CB) phishing
detection method extracts keywords from text of a suspect site and uses these keywords
to determine the legitimate sites that the suspect site may impersonate. The CB method
does not require the lists of sites that are necessary in conventional methods such as
black-lists. However, the CB method has never been evaluated against a significant
number of real phishing sites; therefore, its performance in real situations has not been
proven. It has previously been used only for English sites, so its performance for
non-English sites has been untested. We have developed a CB system that can be used
for both English and Japanese sites and have evaluated it using 843 real phishing sites
that have been captured by JPCERT/CC.
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Hiv7z. Bz, TBank of America] CK[E) 1%, {3472 Bank] [America] &V o
RN — RN R BEEEN D> TWD . 207D, TRLNEMNRHEEL L TORE
Ennz T, ERYA MREHES -7, ROy —ACS T s8%E0
7= 7Y A ~& LT, lAlliance & Leicester] (FE[E) Zndh 5.

FOMIZEH, V2T X—=UTHOONTWE Y AT LD T 77— g U F5DRIDRO,
IDRNRAT— ROASHIE UL THET 23055050, AN TROVHEGENGHBEES L
TREINDTF—ARHo=. ZHICEY, KERESNDZ ENEE LWVHEGENR
KX —U— RIGREINR. Z) LIEME~ORISE, SH%OBETHD.
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7. #ER

AT Y R=AGRIE, T H R ARRET, 2OMEEEOENT 4y S
BaAFRELTHERESNRTWS. L, ZFORMEREIZ W TIR/ B 2300 L2
fToNTE LT, KEERERT —& ZF A LN TThbh Cniedotz. £
ABAGEICKIE LIV AT AOEEMTORTE LT, MEETORMENFIM SN T
WRDr o T, 2 CARMZETIE, AAREICHIET D VAT AE2FEEL, KEOAED
T4 TERF=FIC LD EHEREIT oI

a T YR=2FRE, XEERBID RN T 2 T R=VOBRENMTZ ARV, T
BHRN DI T =T _X=T L, (DURL XD HDO T =7 X—, (2)frame ¥ 71
KDT7V—LEREITHI VT N—, QEBNLL XFHRODRNT =T =
RENRHD. 22T, (1), QIZ2O2NTIE, BEEZEERTZ L—LRIZERRINLTND
URL % HTML Y —AHNLEDFHL, TR0 7 = 7 R—VICARNEAZEH T 5
ZETHIE L. GO ONWTIE, =YX A PLERBEF—T—RETHILT
ABEITH FRERE L., iy, XIFBERODRNT = T _X—= T ~DOX RN
HNCHEREL TWD Z L 2R LT-.

F72, HTML /S— R ks X OVRRER SCE O NI BIRREITEREIZ 5- 2 2 B BIZ D\ T
FET D01, (DIEERHICLY HTML # 7 & Y A— X CEBRT 5 515, (2)
TEANT IO Lynx ICkBLZ Y I E2RAT DAL, #FEEMILEZ. 2R
£V, TERALTITUY Lynx ICE B AR FEEBEICTH LT, KR HE
HHORENm ETE 5 /s L2157,

EEFER NS, WEE, HERBOWVWTIRO T 4 v A MTHOWTY, &V
PREN RSN, Zhic Xy, ars oYy R—2FRoFEME2RELTZ. £/, IE
YA SREHS N2 ZRRO G 2To728 25, (D74 v 7% A MRE
YA FERDZIFEERALTCVD T —R, QMBI VUCHBEINRZNAA—D,
QYRGB BB X — T — RICREINRNT — X, THDHZ ENFroT. (3)
WCHOWTHE, ERYA b2 T4 v 70 A N THD EHETARKEKRY 55, %
D=, MERNBR—T L Z I EBRICRESNZHEL LR L OT52 LT
HIEOMHEEZmD 5 FEERATIILERD D .

BB AT, 7y v SRS (FER
Ty =) BHOZFHFRICLVITPNELDOTHS.

JPCERT =2—F 4 X —3 3~
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