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Consideration of IP Address Usage in Malware
Sandbox Analysis with Internet Connection
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We carry out an experiment to investigate an access control capability of C&C servers
and download servers with which malware communicate. In the experiment using 441
malware samples captured in the wild, we found two servers that indeed have a
capability to block accesses from a client with a frequently used IP address.
Consequently, we conclude that it is preferable to change an IP address of a sandbox
when analyzing malware that communicate with such servers.
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