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Security Evaluation Method using the System
Model

Sayaka Izukura’ Hiroshi Sakaki’ Kazuo Yanoo'

With the developments in Information Technology, there happen many security accidents
such as information leak. To prevent such cases, it is necessary to verify the security
level of the systems at the design phase. However, since IT systems are becoming larger
scale and getting complex, efficient validation methods are demanded. To solve this
problem, it is effective to model the systems and evaluate the model in advance. We
propose a security evaluation method by annotating security semantics to the "System
Model" written in Unified Modeling Language (UML). By applying this method, it
becomes possible to estimate security level of systems at the design phase.
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