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Efficient Group Key Agreement Robust against Some Node Faults

TETSUYA HAaTANOT! and ATsuko MivaJift

Group key exchange (GKE) allows a large group of n parties to share a com-
mon secret key over insecure channels. We was is to extend the well-known
Burmester-Desmedt GKE with communicational complexity O(logn) (BDII)
to have robustness, i.e. with resistance to party failures resulting from party
crashes, run-down batteries of parties, and network failures. BD II also satisfies
scalability: each party does not need to have the same environment such as com-
putational resources, batteries, etc. The previous schemes in this area focus on
Burmester-Desmedt GKE with communicational complexity O(n) (BDI), where
BDI does not satisfy scalability. As a result, the previous robust GKEs need
communicational complexity larger than O(n) and do not satisfy scalability.
We proposed robust GKE with scalability, called CH-GKE.

In this paper, When the failure rate of each player is changed, we compare
CH-GKE to previous GKE schemes.
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