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Consideration of a Group Key Distribution Protocol
in Wireless Sensor Networks

DAIKI MURAKAMIT! and MASAKAZU SosHIT!

The power saving technique is critical for group communication in wireless sensor net-
works. However, it is not efficient to use the technique for general computer networks and
to distribute the group key. In this paper, we propose the group key distribution scheme
based on a key pre-distribution scheme used in wireless sensor networks. We show that the
proposed group key distribution is efficient and robust against node capture attacks.
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T/ — REBSHTHEOARTa har~DF @@uyﬂﬁé’é'ﬁﬁ

541 EBRF &

ERTFIE TR OB L7225, FINE 1) /— K% NumberOfNodes fEERK L, #%
KeyPoolSize 84T 5. FlE2) EG v ha v L FRERICHEES A/ — NicEAfAT5. T
JI§ 3) NumberO fTargetNodes {HD /7 — R ZROMEMET 5 7= OICHLEREOKZRD, =

N%& Before DfELT 5. FlH4) 27— KON, EEZIZ NumberO f RevocationN odes
EEE, ThbD /) — RN 1 HU EE# 22 CoO /) — Kb HIRTS. FIE S5)
NumberO fTargetNodes D / — Rz R OMEMET D 12 OICBEREORERD, vk
After DfEL T 5. FlH6) FINH 1~5 % Repeat ElIFEVIEL, EDOYHEHIT 5.

INTGRA=HFFRK 4 LR 5T
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B 3-1 DNT A —
NumberO f Nodes 1000
KeyPoolSize KeyRingSize \Zxtid 2
KeyRingSize 25~500
Repeat 2000
NumberO fTargetNodes 100
NumberO f RevocationN odes 100

EER 32 DT A—

NumberO f Nodes 1000
KeyPoolSize KeyRingSize \ZHRHET B fE
KeyRingSize 125
Repeat 2000
NumberO fTargetNodes 100
NumberO f RevocationNodes 20~400

542 EBRHER

EEE2-1 DV 2b—T g VOREEK 2 ITRT. EBR22DVIaL—va iRy
X 3 (2R

543 EEB20DEE

- EER2-1 DEE

EBRERERD L, #) I PPN ESWGEE ) — N BROEENIEFICRKE S HTWY
L. ZLTC, #Y TP RESBRDICONTEEN/ NS hoTWD. 2, /— FR+E
DYERREEN —E THIUL, BT —NAIVNENE ELREE 1T ) — RS X > T —
NEHERILRLTWI AR LTWA. 2L, @7 —AWNNESEWIFEART T FaLohi
VBELRoTWD. Zib iy, /— Fl#REEZRET 2R TIE, HIBREOHT—L
DORESPETNIART 2 b aLORITELS 2> TLES. LLET—LERELLT
b, XL TIEHDLINART 7 I VOPRNE o TWDE. BbVIZ, /— Rl
DRBPRLNNEL 2o TND. fEn T, EORED / — FHifmRE2EEST LML -
T, K7 ha LV TCEOBREODHNREEDL LN TELIDPNRRELL Lo TLEY. £DT
W, /— NHEEIER EORETON L 0E2BUIHET 2 0REETHLI EEZLND.
FRER 22 DEE

FERFER LY, ) — FREOBERHERNBEWVIEEY ) — PRSI O ZENE H TS,
LinL, /— RELOEREEEZHIBEETTIFTD L, /— FEBREOBEN DL
o TWh, ZNb XD, /— FEEBEERDIRNEEZ DNDEAE, / — FELOHR

average number of covered keys

average of number of cover keys
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T T T T T
BeforeRevocation
AfterRevocation -------
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key ring size

2 DPeonncet = 0.69 DEFEITHIF 5 ERR 3-1 OFER

After‘Revocation(‘O.SO) _
AfterRevocation(0.69) -------
AfterRevocation(0.90) --------
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EEELSTIIEERTr baroPpRERENEEZ DD, £/ — Nl ER L &
B2 ONDGEY, /— FALOERMBERPMRWVIZERWEZEZ NS, LaL, /— R
T OHEEEZ T DL EG 7'r b a/L TRIEGNRTERI RDARBEREL 8D, 207k
W, J— R BEOL S EZHUNCTHT A ENEBETHL LB LS.

6. Lt 8]

ZITHE, A7 a ba EhEORISERE AW S —T SR T e k3L ofilkE
TVWELET .

PEORATEHEZ AWV —7@5 70 har b, £/ —RFNeAEL TV siE%s
B AL, PEOFSEH (Chinese remainder theorem) & W9 M E % 5 5
T, 1 EORETHEOHFL 7 V—T@IEEETR O LW FIETHD. 2o r bar
ORI, ZN—T7HEEEEITOTCDICEETOIER I EHTINVENS JATHD. KA,
EETHHEOE Y NED, &/ — NOMEHOE Yy NEORANICIZIFFELL 2D L NH AT
HDH Bz, 100/ —Fé&—EIZHFLEWEAE, oy NERZRZENOR 10
fF272 %) .

AV Ea—% FCRERMEEHET D56, HOE Yy FENRELLDIILEFHFE X IR
WRT 5. £, HEORREHEE AWV EH A LORIRERD D ULEND H720, i
DEy MENRELRDEHE X MPEFIIKRE LS. ZD7H, WSNs O/ — RTi
HBETODIIRETH D EEZEZHND. ZHUIK L, A7 v Fa/ L TIHEOHBZ W D
D, ENENOMOE Y NRIIMBRLFEETHD. A UNA—PHEINLESGAICBNTY,
KEESNDEOEBEKT T THY, ThThoty MREICEIZEN. #-oT, A
2 RaDIEd BERIAA RBDRNEZZbNDS.

7. F & &

EG v bk a/uic ko CHEEEAE N2 ST D WSNs & W\ ) [RESRSEHEICE L L, 7
N—TRS T T F A VOREE{To-. EG 70 Fa L TIIBOEENLZ D oF e n
IMEEFIAL, T2 OREEEFRIBICMZ D Z LIl Uiz, F72, /— RilifigEs
WEUNARET D Z EMTENURE, BT —F DEGEEENZA T E I N—T RS EF T D
TEMTEB D LEMERLI.

BETLETHET 2HERKRT G, TEUIED R E 5 03 5lifg 2 ko 5 OIXREg T
HD. ZOED, LORMCEREEITI OIS, METIHEDRICRET D Z NS

Vol.2010-DPS-142 No.27
Vol.2010-CSEC-48 No.27
2010/3/5

BOBELILD.
Acknowledgment
AWFFRILRHFE (21240001, 20500075, 20300003) OBk% % 7-bDTH 5.

Z & X m

1) D.Chaum and H.VanAntwerpen. Undeniable signatures. In Crypto, Vol.89, pp. 286-299.
Springer, 1989.

2) W.Diffie and M.Hellman. New directions in cryptography. IEEE Transactions on informa-
tion Theory, Vol.22, No.6, pp. 644-654, 1976.

3) L.Eschenauer and V.D. Gligor. A key-management scheme for distributed sensor networks.
Proceedings of the 9th ACM conference on Computer and communications security, pp. 41—
47, 2002.

4) Joachim VonZur Gathen and Jurgen Gerhard. Modern Computer Algebra. Cambridge Uni-
versity Press, New York, NY, USA, 2003.

5) A.S. Wander, N.Gura, H.Eberle, V.Gupta, and S.C. Shantz. Energy analysis of public-key
cryptography for wireless sensor networks. In Proceedings of the Third IEEE International
Conference on Pervasive Computing and Communications, pp. 324-328. Citeseer, 2005.

6) K.P. Wu, S.J. Ruan, F.Lai, and C.K. Tseng. On key distribution in secure multicasting. In
Proceedings of the 25th Annual IEEE Conference on Local Computer Networks, p. 208. IEEE
Computer Society, 2000.

7) X.Zheng, C.T. Huang, and M.Matthews. Chinese remainder theorem based group key man-
agement. In Proceedings of the 45th annual southeast regional conference, pp. 266-271.
ACM New York, NY, USA, 2007.

8) W.T. Zhu. Cryptanalysis of two group key management protocols for secure multicast. Lec-
ture notes in computer science, Vol. 3810, p.35, 2005.

(©2010 Information Processing Society of Japan



