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Building and Evaluation by Operation for File Sharing
Detection System based on TCP and UDP Traffic

NoBUHIRO MoTokI™! and YuTaka Izumit?

While file sharing by some users is present at companies and educational in-
stitutions, the serious problems such as the infringements of the copyright has
come to the front. Generally, there is no effective means to detect file sharing
software, except checking payload data.

In this paper, we suggest the versatile method to detect the software by TCP
and UDP flows on the network. In addition, this paper describes building sys-
tems based on this method and an experimental result in Wakayama University.
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Table 1 File sharing software used in this paper
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Fig.1 A current operational framework
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Fig.2 Traffic pattern
in Wakayama University
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Table 3 TCP traffic
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Table 2 UDP traffic
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BitComet 4643.4 Share(TCP) 193.2
Azureus 996.4 Perfectdark 173.4
LimeWire 49.8 Winny 168.8
eMule 47.6 LimeWire 12.6
Share(UDP) 42.8 Cabos 6.8
Cabos 17.2 WinMX 5.6
WinMX 10.8 eMule 4
Skype 9 Skype 2.2
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Fig.3 The evaluation index 1 for UDP traffic
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Fig.4 The evaluation index 1 for TCP traffic
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04 Winny 00000000000
Table 4 Winny sample traffic

SrcAddr SrcPort DstAddr DstPort
133.42.xxx.XXX 1100 — 59.xxx.99.47 32367
133.42.xxxX.XXX 1102 — 117.xxx.40.249 1921
133.42.xxX.XXX 1104 — 123.xxx.223.123 3009
133.42.xxx.XXX 1105 — 222.xxx.176.238 27399
133.42.xXxX.XXX 1107 — 124.xxx.211.13 8950
133.42.xxX. XXX 1108 — 219.xxx.41.28 14201
133.42.xxx.XXX 1110 — 118.xxx.114.168 4000
133.42.xXxX.XXX 1111 — 211.xxx.169.209 11230
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Fig.5 Relation between the section size and the evaluation index 2
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Table 5 Specification of experimental equipment

e 2=y~
CPU Intel Pentium 4 2.40GHz muae
Memory 1536MB 77 R
Storage HDD 500GB % - EmE
NIC  Intel 82550EY 10/100Mbps ] (o @m&
R AVB—DT—RER 4
OS FreeBSD 6.2-RELEASE

WebT 54
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Fig.6 System configuration diagram
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Table 6 An experimental result
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