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Proposal and Evaluation of Video-based Privacy Assuring System
Based on the Relationship between Observers and Subjects

TAKAAKI SEKIGUCHI' and HIROMITSU KATOt

In this paper, we propose a system implementing a method that filters sensitive informa-
tion in videos on the basis of data identifying the observers and the subjects observed by
the cameras. Recently many techniques have been proposed to hide sensitive information in
videos. While these techniques are useful for protecting privacy, there is some possibility to
hide crimes that should be monitored. We propose a system that protect privacy at a different
level from one subject to another based on the relationship between observers and subjects
for balancing privacy and awareness. In this paper, we describe the design and development
of a prototype system to evaluate latency time of information from a subject which affects
subject identification. Then we describe the feasibility in case of some applications.
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Table 1 Assumed system requirements.
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<rule subject="000 s" browser="000 b">
<param key="0O0O 00" value="0O0O"/>
<filter name="000 00" />

</rule>
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Fig.4 Example of a control rule.
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for each r in Ry do
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Fig.6 Sample output images based on control rules.
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Table 2 Privacy control rules for the sample outputs.
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Table 3 Envisioned environments.
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o

O00ooO0o0ooooooooooooopCcOOO
goooboooooooooooooooooooon
gooobooooooooooobooooooooon
dooooooooobobboooooooon 150msec
000000000000000000 1m/s000
gooooboo0 15em 000000000000
g3bobooooooboboboooooooooooon
gooobooooooooobooobooooooooon
goooooo
ODORFIDOOOOOOOOOOOODODOOOOO
gobobooooooobos2oobooonoooooon
00000000000 20msec000000O0OPing
00000000000 LANOODOODOOoOOoOoo
gobooooooobooonon 150msec0 0000
goooboooooooboooooooboobobooDo
goooboboooooooboboooooobooobo
gobodooboooobooooooobooooooa
44 0OO0OO0O0OOOOOOOCOOOOOOO
gobooboooooooooooocooooooo
gooobooooooooooooboooboooooo
gooooloooooooooooooooooo
OOD0O0OMurakami OO0OO0O0OO0O0O0O0OCOOOOO
goooobooooooboooooboooooooon
0000000000000000000%0000
goboooooooooooooboobooooooo
gobooooooooboobooooooooboooon
goobooooooooboooooobooooon
goooooooooooooooobooooooon
ooobboooboooooooooooooooaa
goooobobooooooooobooocoooooooo
goooooboooooooooooboooooooo
gooooooooobooooooooooo
oobooobooooooooooooooooooon
gooooboooooboobooboooooooDo
goooboooooooboooooooooooo

oobooooooooboooooooooooOobooooOoooooooOboon 2667

gboboooooooboobooooooooooboooo
gobooooooooobooocbooooooobooo
goooooooo
gobooooooooooooobooooooooo
gobooobooooooooobooooooooboooo
goooooooooboooooooooDbbooonoo
gobooooooooooooboooooooooboo
gobooooooooooobooooooooooa
gboboooooooooooooo

5. 0 0O O

goooooboooooooobooooooooo
goooobooooooooooooooooboooo
gobooooobooOooooooobooooooboooo
gobooooooobooooobooooooooboo
gooooooooooobooboboooooboooo
gooooooooobooooooooboono
gobooooooooooooboooooooooa
goboooooooooooooooooooood
gbooooooooooooooboooooog

jdddddddooooooooooooooooao
gbooooooooooooooocooooobooboo
gboooooooobooobooboobo44000
goboooooooobooooooooooobooonoo
gboooooooooooboooon

gooobooooooobooboobooooooo
gobooooooooobooobo0ooooobooDoboo
goooooooooboogoo

Ut bOoboooooooooboooooooobo
gobooooooooooooboooOouooooboooo
goboooooooooooocbOooooooboooo
ooo

g o0 0 0O

1) Boyle, M., Edwards, C. and Greenberg, S.:
The Effects of Filtered Video on Awareness
and Privacy, Proc. 2000 ACM Conference on
Computer Supported Cooperative Work, pp.1—
10 (2000).

2) Fukuju, Y., Minami, M., Morikawa, H. and
Aoyama, T.: DOLPHIN: An Autonomous In-
door Positioning System in Ubiquitous Com-
puting Environment, IEEE Workshop on Soft-
ware Technologies for Future Embedded Sys-
tems (WSTFES2003), pp.53-56 (2003).

3) Funabashi, M., Homma, K. and Sasaki, T.: In-
troduction to the Yaoyorozu Project, SICE An-
nual Conference 2008, pp.1332-1335 (2003).



2668 goooooooo

4) Hudson, S.E. and Smith, I.E.: Techniques for
Addressing Fundamental Privacy and Disrup-
tion Tradeoffs in Awareness Support Systems,
Proc. 1996 ACM Conference on Computer Sup-
ported Cooperative Work, pp.248-257 (1996).

5 0000000O00O0OUOOUOOOoOOO
00000000000000000O0o00o0g
OO0o0Oo (2004).

6) Jendricke, U. and tom Markotten, D.G.:
Usability Meets Security—The Identity—
Manager as Your Personal Security Assistant
for the Internet, Proc. 16th Annual Com-
puter Security Applications Conference, p.344
(2000).

7) Kawamichi, H., Sekiguchi, T., Sameshima, S.,
Morikawa, H. and Takashio, K.: Opportunities
and Issues Relating to Middleware Technolo-
gies for Context-aware Services (2), SICE An-
nual Conference 2004, pp.2704-2708 (2004).

8) Langheinrich, M.: A Privacy Awareness Sys-
tem for Ubiquitous Computing Environments,
Proc. 4th International Conference on Ubiqui-
tous Computing, pp.237-245 (2002).

9) Murakami, Y.: Privacy Issues in the Ubiqui-
tous Information Society and Law in Japan,
2004 IEEE International Conference on Sys-
tems, Man and Cybernetics (2004).

10) Neustaedter, C. and Greenberg, S.: The De-
sign of a Context-Aware Home Media Space
for Balancing Privacy and Awareness, Proc. 5th
International Conference on Ubiquitous Com-
puting, pp.297-314 (2003).

11) OECD: OECD Recommendation Concerning
Guidelines Governing the Protection of Pri-
vacy and Transborder Flows of Personal Data,
adopted by the Council of the OECD of 23
September 1980 (OECD Privacy Guidelines).

12) OOOOORFIDOOOOOOOOOOOOOO
000000000 00ooooooo (2005).

13) Pfitzmann, A. and Kohntopp, M.: Anonymity,
Unobservability, and Pseudonymity—A Pro-
posal for Terminology, Workshop on Design Is-
sues in Anonymity and Unobservability, pp.1-9
(2000).

14) O0OOOOALTAIRODOOOOO IROOOOO
000O00oU0ooooooooooooooog
O0ooOoooooooo (2003).

15) Sameshima, S., Kawamichi, H., Kato, H.,
Sekiguchi, T., Morikawa, H., Takashio, K. and
Tokuda, H.: Opportunities and Issues Relating
to Middleware Technologies for Context-aware

a?n

Aug. 2006

Services, 2004 IEEE International Conference
on Systems, Man and Cybernetics, pp.5667—
5672 (2004).

16) Sekiguchi, T. and Kato, H.: Privacy Assuring
Video-Based Monitoring System Considering
Browsing Purposes, IEEE/IPSJ International
Symposium on Applications and the Internet
Workshops, pp.464—467 (2005).

17) 00O0U00ooO0o0oOoOooooOoooooooo
O0000D0Do0oooooooooooood
00000000000 0ooooooooog

0 MIRU20000 0 O O 110 pp.391-396 (2000).

18) Yasuda, K., Naemura, T. and Harashima,
H.: Thermo-Key: Human Region Segmentation
from Video, IEEE Computer Graphics and Ap-
plications, Vol.24, No.1, pp.26-30 (2004).

19) Zhao, Q.A. and Stasko, J.T.: Evaluating Im-
age Filtering Based Techniques in Media Space
Applications, Proc. 1998 ACM Conference on
Computer Supported Cooperative Work, pp.11—
18 (1998).

2000000000 0OUO0 DooOoOoOooo
O00O0O0OHeadFinderDOOOOOOOOOOO
000000000000 000o0oo0oooog
20010 pp.363-368 (2001).

21) O0OOoO0oUOOUOOOUOOOOOOOOO
0ooog (2001).

(0D 17080 3000)
(0D 180 509000)

oo oo

19740002001 0000000
goooobooooooooooo
oooooooooooooooo
gooooooooobobbbooo
goboooooooboooooooo
oobooobooooooboooooog

o ooooooo

19700001995 0000000
gooooooooooooooon
goooooooocoobocooooo
gooooooocoooooooo
goooooocoooooooon
ooooobooooooobooooocoooooooon
ooboog




