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Voice Stream Authentication Method for IP Telephony

RyuyvA UDpAt and YUTAKA MATSUSHITA*®

A voice stream authentication method for IP telephony is described in this paper. The aim
of the study is not communication confidentiality such as provided by IPSec, but authentica-
tion of voice data. With the method proposed in this paper, we have realized non-repudiation
by a sender and non-falsification by a receiver. A document with a digital signature has
become as legally valid as a document with physical sign and seal under the laws of digital
signature and authentication technology, therefore recorded voice that is digitally authenti-
cated might be adopted as evidence in court in the future. In our proposed method, validity
of a digital signature is maintained by hash digests which are distributed into plural packets
that have verbosity, so that the signature can be reconstructed even when some packets are
lost or delayed. IP phones implemented with our method can authenticate voice data in P2P
communication. Furthermore, for constant and unstable delay, our method adjusts total delay
time to a constant length by dynamically changing an interval between signatures in order
to decrease the calculation load on a phone device. In summary, we propose a method which
integrally handles authentication of voice data both for sending and receiving applications in
IP telephony.
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Fig.1 Signing on streaming media.
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Fig.2 Hash chain method.
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Fig.3 Construction of RTVS auth. method.
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Fig.4 Signing example of RTVS auth. method.
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Fig.5 One side verification method for signatures.
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Fig.6 Mutual verification method for signatures.
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Fig.7 Example of making signatures.
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01 0000
Table 1 Evaluation in comparison.

Method Type Signature  Hash OH ave. OH max. Wait(s)  Wait(r)

[number] [number]  [bytes] [bytes] [packet]  [packet]
Hash Chain 1 16 43 100 16 0
W & L tree 1 21 160 160 16 0
KDDI chain 1 16 39 280 16 0
Voice stream (D=1) 16 16 20(+4) 20(+4) 1 0
Voice stream (D=4) 32 140(+4) 140(+4) 4 3
Voice stream (D=8) 2 32 300(+4) 300(+4) 8 7
Proposed (Ds=1) 16 16(32 20(+8) 20(+8) 1 0
Proposed (Ds=4) 16(32 20(+8) 20(+38) 4 0
Proposed (Ds=8) 2 16(32 20(+8) 20(+38) 8 0
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Fig.8 Groups of signatures.
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Fig.9 Implementation of voice I/O part.
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