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XFW: A System Implementation against Address Spoofing
for Open Network Access Service

HIirROAKI FUKUDA® and YOSHIKAZU YAMAMOTO*!

Personal computers are getting much smaller and easier to carry about in these days. LAN
sockets and Access Points of wireless network are being installed in public areas like hotels,
airports and universities to provide network access methods for these computers. Howver it
is easy to imagine that if everyone can access network without any authentications, there
will be a lot of illegal accesses from these places. Therefore, we need a system that provides
network connections for only computers that are used by authorized users and prevents ma-
licious computers that spoof IP and/or MAC addresses. On the other hand, it is desirable
that authorized users can access network with any computers they like.

In this paper, we propose a system called XFW (Extensive Firewall) that can distinguish
authorized users and prevent illegal accesses from malicious computers by using only simple
web browsers that are preinstalled in about all computers today. In addition, we report the
implementation and result of XFW.
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<form action="/auth.html" method="post">

<input type="password’ name="passwd" value=""/>
<input type="submit"/ name="Send">

</form>
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Fig.6 Necessary part of contents for authentication.

public interface Authenticator {
public boolean authenticate(String loginld, String passwd);

}
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Fig. 7 Authenticator interface.
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<HTML>

<FRAMESET ROW S="0%.0%, *">

<FRAME SRC=""NAME="$§SECRET">
<FRAME SRC="script.html" NA ript">
<FRAME SRC="success.htm|" NAME="success">
</FRAMESET>

</HTML>

0 8 Top.html
Fig.8 Top.html.

<HTML>
<HEAD><TITLE>Authenticate Success/TITLE></HEAD>
<BODY>
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</BODY>
</HTML>
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Fig.9 Success.html.

<HTML>

<HEAD><SCRIPT type="text/javascript'>
var secret, sessionld
var url = “http://nat.foo.com:8000/success.html?sessionld=";
function keepalive() {
setTimeout("keepalive()",5000);
secret= parent{0].name; (1)
var currentKey = secret+ document.forms[0].sessionld.value;
sessionld= MD5_hexhash(currentKey): (2)
documentforms[0].sessionld.value = sessionld. (3)
var sendUrl= url + sessionld;

parentsuccesslocationhref=sendUrl (4)
)

function MD5_hash (data) {
// encrypt data

return crypted data

}

</SCRIPT></HEAD>

<BODY onload="keepalive()">

<FORM NAME="form">

<INPUT TYPE="hidden" name="sessionld' value=""/>
</FORM>

</BODY>

</HTML>
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Fig.10 Script.html.
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<HTML>
<HEAD>
<TITLE>Javascript Check</TITLE>
<meta http-equiv="Refresh"content="10 ;
URL=http://nat.foo.com:8000/nojsauth html?sessionld=xxxx"/>
<SCRIPT type="text/javascript">
function checkjs() {
locationhref="top.html?sessionld=xxxx";
}
</SCRIPT>
</HEAD>
<BODY bgcolor="#FFFFCC" text="#000000" onload="checkjs)">

</BODY>
</HTML>
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Table 1 Configurable parameters for administrator.
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Table 2 Test environment.

CPU Pentium4 2.8 (GHz)
0ooo 1 (Gbyte)
00000000 | 1,000 (Mbps)

Java VM J2SDK-1.4.2_04

1400

P ——

1200
e, . . -
/m

—+redirect

-=- dynamic

—&ssl|

—=- static sessionld

2y
g

g

&

1BHEYDYITAME
8

8
g

e,
20 60
R B FE AR
012 100000000000D00
Fig.12 The number of processed requests for 1 second.

o

°

80 100 120

00o0o0o0oO0o0o0oooooolgooooo XFwW
ooooO0oOo0oOoooopooooDOoooooood
O000OO0O0OD0CO0D HttpRedirector DO O OO
oodooooooUouooooooooooooog
ooo0oooo SSsLogopoooooooooo
O00000000ooooooooooooooog
000000000000 000OoOD 298 (Byte)dO
0000 242(KByte) 00000 20000000
0000 12000000000

0 1200000000000 30010000000
oooOooooopooooOoooooooooood
goooobooOoboOoooDoooboOoOo XkFWo 10
o0o0o0O0oUoooooooooooooooooodg
1260000000000 JavascrippOO OO ODOO
000 IbO0DOO0O0OoOoOoo ,leo0DDO0ODOOO
oo oro0ooooOooobo Ibogoooooo
O00oO0oooooooooo 10%ooo0oooo
O0o00ooooo 1%0000000000000
0000000000 IbO0DO0O0O0O0ODODDOOODOO
o0 00000 00fooooooooooood
00oooo0oooooooooooo 400000gd
g2000000000000000O050000D0A0O
oooooooboooooooobooo woeo0obDbDDOO
040000000000000O00ODOOO0OO0
O00000000oooooooooooooood
oo SSLodooodoooooobooooooo
000000000000 0000oo0 1000000
0000000000000 000ooooooog

Aug. 2006

03 OD0ooooooo
Table 3 Specification of the working server.

CPU Pentium4 2.8 (GHz)
ooo 1 (Gbyte)
00000000 Oglobald | 1,000 (Mbps)
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Table 4 Softwares for XFW.
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Table 5 Working result in University.
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