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Proposal of Detection Method Using Search Engine

against Manipulation Attack Targeted at Common Users

YUsUuKE TAMURA, ! TosHirumr Kart?
and RyorcHr SAsakif!

Recently, the manipulation attack to website embedding malicious script us-
ing SQL injection vulnerability is increasing. Purpose of this attack is to infect
users PC which browse the site with the malware. It is difficult for users to pro-
tect this attack because source of infection is website that gets high evaluation.
We discovered automatic process of detect unknown malicious script, based on
characteristics from an investigation. In this paper, we propose a method to
detect in manipulation website and malicious script using the process.
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Fig.1 Process of manipulation attack targeted at common users.
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Fig.2 Example of malicious script.
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Fig.3 Collection method of manipulated website information.
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Fig.4 Collection method of malicious script.
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Fig.5 Example of keywords for searching.
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Table 2 Result of 2nd investigation.
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Fig.6 Statistics of script names.
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Fig. 7 Statistics of top level domain.
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Fig.8 System configuration for proposed method.
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Fig.9 Algorithm of detection method.
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Table 3 Comparison of collection methods against malicious script.
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Table 4 Comparison result of proposed method and Safe Browsing method.
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