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Quantitative Risk Evaluation of Role-Based Access

Control for Heterogeneous Distributed Environment
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Sercur Konno, ™12 Mizuno IwatHARA,
MASATOSHI YOSHIKAWAT2 and MasasHI ToraTO'!

Total and centralized security management of large enterprises has been in
focus, due to the increasing demands on corporate governance. Systems and
security products based on the RBAC model have been widely introduced to
enterprises. Especially, the demands on enforcement of enterprise-level secu-
rity policies and total identity management are rapidly growing. The RBAC
model needs to be extended to deal with various circumstances of large en-
terprises, such as geographical distribution and heterogeneous environments

including physical securities. In this paper we propose quantitative risk eval-
uation method for their RBAC extension models. In order to select most
cost-effective RBAC extensions for enterprise-wide requirements, we propose
a quantitative risk evaluation method based on fault trees. We construct fault
trees having security violation, productivity loss, and system management const
as top events, and RBAC standard functions and security incidents as inter-
mediate and basic events. Probabilities of top events are computed for given
RBAC models and operation environments. We apply this method to two new
RBAC extensions and confirm that these two extensions are more safer and
cost effective than the base RBAC model.
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Fig.2 Enterprise RBAC Model.
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e DeassignUser(user, role: NAME)
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(2)00 RBACODOOOOODO

o CreateSession(user: NAME; ars: 2V*MPS: session: NAME)
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:- evaluate_provisioning(U_ID, U_Attr, APP_ID, add_user, Max_time,

Total_time).

evaluate_provisioning(U_ID, U_Attr, APP_ID, FuncName, Max_time,
Total_time) : -
calculate_UA(U_ID, U_Attr, UA_List, UA_calculation_time),
calculate_PA(UA_List, APP_ID, PA_List, UP_List, PA_calculation_time),

provision_U(APPID,FuncName,U_time), % (1)
provision_R(APPID,FuncName,R_time), % (2)
provision_P(APPID,FuncName,P_time), % (4)

provision_UA(APPID,FuncName,UA_List,UA_time), % (3)
provision_PA(APPID,FuncName,PA_List,PA_time), % (5)
provision_UP(APPID,FuncName,UP_List,UP_time), % (2)(3)(5)
max([U_time,R_time,P_time,UA_time,PA_time,UP_time], Max_time),

sum([U_time,R_time,P_time,UA_time,PA_time,UP_time], Total_time).

% provision_U(in,in,in,out).

provision_U(tsl,add_user, (measured_users_provisioning_time)).
provision_R(tsl,add_user,0).

provision_P(tsl,add_user, 0).

provision_UA(tsl,add_user,UA_List, (measured_ua_provisioning_time)).
provision_PA(tsl,add_user,_,0).

provision_UP(tsl,add_user,_,0).

provision_U(ts2,add_user, (measured_users_provisioning_ time)).
provision_R(ts2,add_user, 0).

provision_P(ts2,add_user,0).

provision_UA(ts2,add_user,_,0).
provision_PA(tsQ,add_user,_,0).

provision_UP(ts2,add_user,UP_List, (measured_up_provisioning_time)).
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Time_of_Add_user_to_tsl1). % A1111 and A2111 for tsi
e evaluate_user_provisioning(user2, Attributes_list, ts3, add_user,
Time_of_Add_user_to_ts3). % A1111 and A2111 for ts3
:— check_authentication(tsl, check_on_demand_authorization,
% A213 for tsil
:— check_authentication(ts3, check_on_demand_authorization,
% A213 for ts3
:— check_authentication(tsl, check_authorization_on_authentication,
% A213 for tsi
:— check_authentication(ts3, check_authorization_on_authentication,

% A213 for ts3
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02 000000

provision_UA(ts3, add_user,_, 0).
Table 2 Measurement results.
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Fig.8 Virtual user RBAC.

000000D0DO change_user
ICO0000000000000000000000000000oo0oooooouoon
00000oooooooooooooooog
OERBACOODOODODOOODO A111120 A1111120 A2111120 A2112000
:- evaluate_user_provisioning(userl, card_id(new_card_id), ts2,
change_user_attributes, ERBAC_time).
% 000 ID000000000DO 1IDO0OOOO
If ERBAC_time > O then
All1l1l2: O000OOCOOOOOOOO
A211112: OO00O0O0O0O0OOOCOO
else A2112: OO0O0O0O0O0OOCOOO
All1l12: JO0O00OOOOOOOOOO
000000 RBACODOODODOOMmMOODDODO A1111120A111120 A211110A2112000
:- evaluate_user_provisioning(userl, card_id(new_card_id),

ts2, add_virtual_user, VURBAC_time_1),

evaluate_user_provisioning(userl, [], ts2, del_virtual_user,

VURBAC_time_2).
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If VURBAC_time_1 > O then
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provision_P(ts2,add_virtual_user,0).
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provision_UP(ts2,add_virtual_user,_,-12).
provision_U(ts2,del_virtual_user, 12).

provision_R(ts2,del_virtual_user, 0).
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Fig.9 Top events of virtual user RBAC.
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