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Faster Implementation of ny Pairing Using
Minimum Number of Logical Instructions
for GF(3)-addition

YuTo KAwWAHARA,! KAZUMARO AOKI'?
and TsuyosHr TakaGi'!

Recently, pairing-based cryptosystems have attracted much attention in cryp-
tography, since pairing-based cryptosystems can provide many novel applica-
tions such as ID-based cryptosystems. Then pairing-based cryptosystems are
required to efficiently compute. The np pairing in characteristic three is im-
plemented by arithmetic in GF(3) = {0,1,2}. Harrison, et al. reported an
efficient implementation of the GF(3)-addition by using seven logical instruc-
tions (consisting of OR and XOR) with the two-bit encoding. It has not yet

been proven whether seven is the minimum number of logical instructions for
the GF(3)-addition. In this paper, we search the instruction sequences exhaus-
tively for constructing the GF(3)-addition with the minimum number of logical
instructions. In our experiment, we construct many implementations of the
GF(3)-addition using only six logical instructions with different encodings. We
then prove that there is no implementation of the GF(3)-addition using five log-
ical instructions with any encoding of GF(3) by two bits. Moreover, we apply
the new GF(3)-additions to an efficient software implementation of the n pair-
ing. The running time of the nr pairing over GF(3%99), that is considered to
be realized as 128-bit security, using the new GF(3)-addition with the encoding
which is different from Harrison, et al. is 16.3 milliseconds on an AMD Opteron
(2.2-GHz) processor. This is approximately 7% faster than the implementation
using the previous GF(3)-addition with seven logical instructions.
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Table 2 Search results for computing the GF(3)-addition.

#R, #Ry #R. | Assignment set | LISet | OO0 oo
3 3 3 1-iii 8 500 oo
3 3 3 1-i 3 600 oo
3 3 3 1-ii 3 6 oo
3 3 4 2-ii 8 500 oo
3 3 4 2-i 3 6 oo
3 4 3 3-ii 8 500 oo
3 4 3 3-ii 3 600 oo
3 4 3 3-i 3 7 oo
3 4 4 4-ii 8 500 oo
3 4 4 4-i 3 6 oo
4 4 3 5-ii 8 500 oo
4 4 3 5-ii 3 600 oo
4 4 3 5-1 3 7 oo
4 4 4 6-ii 8 500 oo
4 4 4 6-1 3 6 oo

LISet. LISet 3 = {AND, OR, XOR}O
LISet 8 = {AND, OR, XOR, ANDN, ORN, XORN, NAND, NOR}
Assignment set. Assignment set R,0 R0 R. 0 3.1 00000
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03 GF@B°) 000000000000000Time: psecd Clock: cyclesD

Table 3 Running time comparison for addition and subtraction in GF(3°%%) (Time: usec, Clock:

cycles).

Natural Type 1 Type 2

oo Time 0.0197 0.0166 0.0175
Clock 44 37 39
oo Time 0.0199 0.0166 0.0176
Clock 44 37 39
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0000000 f(z)00000 300 flx)=2+2"4+20000000000000
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000000 GFE™ 000000000000 A2°0seNOOOOOOOOOOOO
000 Az° 000 s0A=3""ax’ 00 Y e 00000000000000
0000000000000000 Shift-and-add O '* 0 0 O O Shift-and-add 00 0 04
0000m—-100C" «C' +Axyz' 00000000 CombOO0OD0+0 000 WO
00C « C'+Abz' 00000 C' « C' + Abjw:a’V 00 < j < [m/W]O0OOODO
0DA0D00000000000000D00000 A" 000000000000
000000Comb 00 Shift-and-add 000000000000000

000 Shift-and-add 00 Comb0000000000000000000000 Win-
dow 0 000000OWindow 00DOOODOODODOOODDOODDODD GF(3™)0O
00000000000000000000000000000Window wO0000
00000 GFE™O0D00 3¥—-2w—1)/20000000 w—-1000000000
000000000000 Windew0OOODOODODOOOO0OO /w0000
00000Window 0 w = 4 0 Shift-and-add 0000 Comb 00000 DOOO
040 GF@E™)000000000000000000GFB®) 000000000
flz)=2""+2%® 1 2000000000000001,000,00000000000000
oooooooo

0000000000 A2°0002°00000000000000000 0¢€ GF(2)
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04 GFB°9)0000000000Time: psecd Clock: cyclesD
Table 4 Running time comparison for multiplication in GF(3°°?) (Time: usec, Clock: cycles).

Natural Type 1 Type 2
Shift-and-add | Time 7.09 6.91 6.62
(w = 4) Clock | 15.7x10% | 15.2 x 10% | 14.7 x 103
Comb Time 4.98 4.74 4.59
(w = 4) Clock | 11.0 x 10% | 10.5 x 10 | 10.1 x 10®

0000000000 Type 1 assignment 0000 € GF(3) 0 (1,1) € GF(2)?00000
00000000000000000000 000 10000000000000 Type 2
assignment 000000000 A, «— Ay, A A D [m/W]O0O0DO0ODO0O00OO000
GF(3*) 000000000 0000000000000000000000GF(3%)0
0000000000000 Type 2 assignment 0000000 Type 1 assignment O O
O0000000D0% 000000000 Type 2 assignment O Natural assignment 0 0
OO000 Type 2 assignment 000000000 Window 0 w =4 O Shift-and-add 0 O
0000 7%0Window 0 w=40 CombO 00000 80000000000 Type 2
assignment 1000 Window D w=40 CombI000000000000000
44 GF(3™)O0Onr00000

GF(3™) 00 nr 000000 Barreto 000000000 Y000 pr 000000
O000000000000000000000000000000000000000
O0Beuchat 000000000000Y0Gorla00000 GFE*™)000000YWO
Shirase 000000 30000000 5, 000002 000 GFE™) 000000 Ty
0000000000002 0Takahashi 000000 Window 00000 GF(3™) 00
0000000000000000% 0000 9 00000000000

GF3™) D000D0000D00000 Window w =40 Comb00300000
St an0oo Y @2 00000 11-bit 000000000 30000000
0000000000 300000000000000000000Y 00000300
0000 11-bit0 00000000 32x2M bit =8KByte 0O OOL1 00000000
000000000000

050 GF(3°) 00 00000000000000000000000100,0000
000000000000000000

npr 00000000000000000 GFE™) 000000000000 Type 2 as-
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05 GFB°) 00 9 00000000000 Time: psecd Clock: cyclesD
Table 5 Running time comparison for nr pairing over GF(3°°?) (Time: usec, Clock: cycles).

Natural Type 1 Type 2
nr 00000 | Time 17,525 17,238 16,295
Clock | 38.7 x 10° | 37.6 x 10% | 36.1 x 10°

signment 0000 np OOO0ODO0O Natural assignment 00000000 OO0 Window
Ow=40 CombI0O0000000000 7% 0000000000 Type 1 assignment
U000 00000003000000000000000000000O0ODOO0O
Natural assignment 000000000 2%0000000000000

000000 Type 2 assignment 0000 GF(3°°) 00 pr 000000 DOOOOODO
0000000 16.3msec10000

000000000000 Type 2 assignment 0000000000000 GF(3™)DO
000000 0000000000000000000000 300 f(z) =a™+z"4+2
00000 (m, k) = {(97,12), (167,96), (193,12), (239, 24), (353, 142), (509,358)} O O
O0Page 02V 000 m = 9701630 19302390353 0000 GF(3*™) 0000000
00000 RSA 8450912010800 13380 1976-bit 0 000 OO0 O D000 OO0OOODN
0 60 Type 2 assignment 0000 GF(3™) 0000000 pr, 00000000000
ooog

0000000000000 GF3™ OOy 00000000000000 70000
Ahmadi 0" 0 GF(3°°°) 00000 0.09 psecd Window 0 w =30 Comb 000000
00 155usec0000000000000000 f(z) = 2% —2* +2° +232 1000
00 GCC3.3000000000Pentium 40 2.4 GHzM Linux/x86 10000000000
Hankerson 0¥ 0000000000000 0O0DODODO6E4-bit Opteron 2.8 GHzO
OO0 SSE0 MMXUODOOOOOOOOOOOOGR3) 00000 10.6 x 10 cyclesd O
3.79 usec@2.8 GHz nr DO DO OO 46 x 10° cyclesd O 16.4 msec@2.8 GHzO O O OO
000000000000 f(z) =2 —2*® -2 122" 110000000 GCC 4.10
0000000000 0Beuchat 19 0 SSEOODONONONONOOOOOOOOOONOOOO
U0D000OO0OOGF(3™™) 00 »nr 000000 7.96msed] 1 00 04.53 msed] 2 0 O (1
3.28msed1400000000000000000000 f(z) = 2% —2®8 -2 4212741
000000000000 Visual Studio 2008 SP1 0000 00 00O OCore 20 2.4 GHz[
Windows XP 64-bit SP2 0000000000000 GF3) 000000000000
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0 6 Type 2 assignment 0000 GF(3™) 0000000 nyr 000000000 0OO Time: psecO Clock:
cyclesd
Table 6 Running times for arithmetic in GF(3™) and the np pairing with the Type 2 assignment
(Time: psec, Clock: cycles).

00 m 97 167 193 239 353 509
0o Time 0.0057| 0.0075| 0.0098| 0.0098 0.0137 0.0175
Clock 13 17 22 22 30 39
0o Time 0.0057| 0.0075| 0.0098| 0.0098 0.0135 0.0176
Clock 13 17 22 22 30 39
oot Time 0.77 1.37 1.82 1.82 3.31 4.59
Clock |1.7x10%|3.0x10%|4.0x10%|4.0x10%| 7.2%x10%|10.1x10°
300 Time 0.073 0.096 0.122 0.130 0.182 0.282
ooo Time 6.9 13.7 19.2 23.8 49.4 94.3
nr 00000 2 | Time 615 1,688 2,611 3,157 8,299 16,295
Clock [1.4x10°%|3.7x10%|5.7%x10°%|7.0x10%|17.9%10° | 36.1x 10°

! Window 0 w =4 0 Comb 0140
2ponoooo®oGRE®™) oooooo'o30000000 g 00000290
0000 T, 0ooooooo2®pgooooooooooooooo??o

07 GF3°%) 0000000 9 000000000000000000O0Time: psecd Clock: cyclesO
Table 7 Recently reported running times for multiplication and the nr pairing over GF(SSOQ)
(Time: psec, Clock: cycles).

oo CPU 00 0000
Ahmadi 0 Pentium 4 (2.4 GHz, 32-bit) oo Time 15.5
Hankerson O 3) Opteron (2.8 GHz, 64-bit) oo Clock | 10.6x103
nr 00000 | Clock 46 x 10°
Beuchat 0% Core 2 (2.4 GHz, 64-bit, SSE) oo Time 1.8

nr 00000 | Time | 7.96x10%

000 17moo0o0oU0oeb00U000OUOODOOTO0OOOOD (2)UOODDOOO
goooobooooooooooooboOoboOobOboOo00oOoooooobooocboooooboo
goboooobobooooboboo

5. 0 0O O

00D00O0GF(3)00000000000000000000000000000000
D0DO0O0GF(3) 000000000000 GF(3)xGF(3) — GF(3)00 GF(3)000
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googo GF(2)2I][IDI]DDDDDDDDDDDDDDDDDDDDDDDD cpuOO

00000000 {AND, OR, XOR} 0O OOSPARCO Alpha 00000000 MMXO

SSE0000DDDO0000000O0O0OO0 {ANDN, ORN, XORN, NAND, NOR} OO
ooo

0000000000000000 GFB)000 GF(2)?00000000000000
00500000 GF3)ooooooooooooo {(0,0) —0,(0,1) —1,(1,1) — 2}
000000o0000000000000 {AND,OR,XOR}OOO0O0OO0O0OO00DOO0OO
000000006000 GF3)OD0OO0OO0OO0OO0OO0OO00DO0OOOO0OOOO0OO

00000000000 60000 GFB)UOOLDOOODOOOGF@B™)OOOOOOO
nr 0000000000000000000GF(3*) 00 »r 00000000000
AMD Opteron model 2750 2.2 GHzO O OO 16.3msec 0000000 70000 GF(3)
ooooooooooooooo %Ooooooo

o o 0O o
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