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Transparent approaches for fault recovery in VPNs

using a virtual machine monitor

YonEr MATSUHASHI, T TAKAHIRO SHINAGAWAT!
and KAazuniko Karof!

Cloud and SaaS are widely used in the Internet and, as a consequence, the
growing demands to achieve high dependability in there services. Under these
circumstances, VPN is attracting attention as a flexible and safely connect to
the Cloud. However, increased availability of VPN is a challenge. In this paper,
we propose transparent approaches for fault recovery in VPNs to realizing the
VPN communication continue without interruption even if the result of failure.
By using a virtual machine monitor for foundation failure, to provide failure
detection and rangin to switch transparently. In addition, the packets to re-
solve the inconsistencies in the before and after switching, packet relay system
to provide consistent communication at the network layer. And evaluate these
implementation, VPN confirmed that failure to provide transparent support for
disabilities.
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Table 1 Evaluation environment
7547k
CPU Intel Core 2 Duo E6400 2.13GHz
A€V DDR2 667TMHz 2GB
NIC Intel Pro 1000
A<y VEZH BitVisor 1.0
AEY 128MB
FA R OS Windows XP Home Edition SP3
AEY 1920MB

VPN 75— kY A

VPN Router ‘ NetScreen 5GT
I3 ST =
CPU Intel Core 2 Duo E6300 1.86GHz
AEY DDR2 667MHz 1GB
oS Ubuntu 9.10 kernel 2.6.31
H—
CPU Intel Core i7 965 3.2GHz
XEY DDR3 6GB
oS Ubuntu 9.10 kernel 2.6.31

£ 2 IPsec YD &2 RHI D B WD NGR

Table 2 IPsec breakdown of the time required when switching

SRR FEARFHITIE [ms]
TJr—X 1 181
Tr—X2 137
At 318
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(b) ISMZ T8y ks 2

£ 3 TCP NV RIig
Table 3 TCP bandwidth

Composition ‘ Bandwidth [Mbit/s]

(a) 91.44
(b) 4.00
() 1.76

&£4 TCP/UDP LATV¥
Table 4 TCP/UDP latency

Composition Latency [us]
TCP UDP
(a) 154.76 153.72
(b) 4926.57 | 4915.49
() 11844.09 | 11808.51
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% ipqueue I/ &ICKD, /87y MO —FX)VEMM S I—YEFIca—3N, X
T A—YZER T/ FOHRILEEIT > T A, THICK D ENA =23\ RAETTWH
5TEMNEZLNS.

6. BIEMRE

Peer-to-peer A —/3L A 3y b T = WRET B —T 4 VT ANZALICE ST, 2
kT — 7RO AR SR BTN T 0B s TRESNT VS
fEE & LT, BGP(Border Gateway Protocol) I 351F % NAMRRNE I AT K B REE
AS(Autonomous System) DEATEEZ ZEENHITENED, TNEEFHEBITEICHT:
D, KIS LSO/ — FRARETHS. —7T, AREREARY FT—F7 LA VO
FITHIET 572 DITHEED VPN 77— b 2 A ICENENEL B9y b T —JEFHCD
T TAY P — IR ZLRILERE TR LS. ARMTEETS, VST FETOD
WERERZTER T 57200, RNROMIS TRE G RETH %,

V—EZDZE#TS 710 k2L THS VRRP(Virtual Router Redundancy Protocol)®
F, =22 AX—EAL—TRICZELTHEL, SAX—RICEENE U
ICEHBIICAL—TRRICYID B A 22 & T, )V—2JE0 Tl & 2 RO S
MARECH . L L, b—ZELTEE 3 RFNEEEMISZS TR, ®hoxy FU—
T REBRIC BT B FEFICIIMIS T E R, — T TAERIE, VPN 7' — b o1 TOREFIC
Z, BHORIROEEICISAHETH 5.

IP /— ROBEEENZ BT 270 kU THS Mobile IPY &, /— RHEL2
IP hFRZFDxy P —ZICHE) LBRIC LS 2 BRIk T 2 2 &N TES. L
L, ENXAIURZERFICREI SN0 b )V TH BT, WROWA &% HA(Home
Agent) ®UGRDIEFED Ry b T —7ICE < FA(Foreign Agent) HFOEHOIT—I =V ML
KBV R— DR ETHSD. —HTARREL, 75947V FORESRI VEZZDLAYIC
BTy M S AT e, 750 FRICE LS YTy Y — O DD AT I
THERPTRE T H 5. BEFEFRAEREDOMISE, 747 FD OSR7 SV r—y 3 vyhbHiE#
IKiThh, WEEZ L CEEZERMNCHET 5 EAFIRETH 5.

7. B YIC

ARITIE, VPN EEANOBEGENZMISE LT, RIEYT VEZ2ZAWEFiEE Ty
MRS AT L2V FEEZREL, ThH0FEEE T A YV EZX2ZHAN
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TETHETE, KBSV EZZDOLAY T VPN [BEERTE VPN YD EZ ZREL, ch
ZOSRT TV r—arhoBESBMcEZE] Uz, /87y ks X7 L2V S TET
i, VPNYIOBZIZESTIZIAT7 Vb « =N BDOEENRYINTUE S REE L,
VPN B x Fl2 0 TelEZRo85 ek Lz. ThbDfHiZITY, VPN
R0 LB abE S i 2 R % < L 2R LTz,

SEOMEIE, BT T4 7 2 bANOHIE, 787y MHETET 54— 3\ FOHIE,
BitVisor ICHBiF %%y hT—VHEEY 2 —)LDOA—)\\w FHIRTH 5. Fiz, EHY
FAT Y MIHIET % T I K> TKRT %737y Mk —Ncx g 2 Bfih 5.2 %78
TF—<VADFHLIETH 5.

E i 3

AWFFEO— IR < SIS HREE 2B FEHEAER S (SCOPE) DXZIRIC K D11
nrz.
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