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A Design of Privacy-aware Middleware for
Leveraging Usage History of Mobile Handset
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DOI" Ken OHTA " Chie NODA* and Hiroshi INAMURA
il

Recently usage history data have been utilized by various functions to support mobile
handset usage such as personalized menu, usage prediction, timeline indication, and so
on. This paper presents a design of usage history platform which enables various
applications to utilize usage history data securely and reliably. After setting security
requirements of usage history, we propose privacy-aware middleware for the usage
history platform, which provides security functions such as PIN protection of setting and
operation, UIM-based management of history data, data abstraction and access control
for Java applications. We implemented an application that enhances children’s cell phone
literacy by feed-back of their daily usage, on top of the privacy-aware middleware and
usage history platform on the cell phone for feasibility study.
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