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when an arbitrary amount is paid from an electronic cash, the amount remain-

oo ; : : -
ing after payment is the difference between the original value and the payment
value. In the proof, we use a bit sequence as an intermediate data structure
to successfully apply induction on the lemma on a natural number and a tree

D D D D D D D D D D D D D D D D D D D D D D which have the different induction schemes. We also discuss the treatment of a

bit sequence in Isabelle/HOL that is used in our approach.
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Formalization of Divisibility of an Electronic Cash
Sheme and Its Inductive Proof

SHIZUO YOSHIMARU'! and KAZUKO TAKAHASHIT!

We formalize an electronic cash scheme that uses a binary tree structure as
an inductive model, and prove its divisibility using Isabelle/HOL. An electornic
cash sheme that satisfies the following six properties is called an ideal e-cash
protocols: independence, security, untraceability, offline operation, transferabil-
ity, and divisibility. Divisibility means that a user can spend an electronic cash
in several separate transactions by dividing its value without over-spending. In
the target sheme, a coin of some monetary value is encoded as a kind of binary
tree, and a payment function is defined as an operation on it. In the formaliza-
tion, we give an inductive definition to the data structure and functions based t100000oDooooooDoo
on the binary tree. The correctness of the divisibility is interpreted as follows: School of Science and Technology, Kwansei Gakuin University
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