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Cloud Computing has much attention recent years. This report describes Recent
Research and Trend on Security Research of Cloud Computing. We discuss security on
various cloud service models and deployment models.
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IRy NU—27 OEfE a2 A MO Lz L6 L, TN EAA LS —F
ADREFOEMR L7280, 7F U FarvEa—T 4 7 3AAFICH L THEA
MEREOR A a A & KIEZ2HIEEZ fTHEIC L, I X A2 EREFAO L5725
WZEEAE DIZIEF e — E20AIEAfF S TWb, Wk, FIAFIEL, ¥ —
NEHEBOA ML —U LW WEIN A HERERARE L, 0S 7 7 r—va v
V7 Ny 2T OFAEEZESELECORET A2 NN~ Ry =27 O ETENLLEZEITT S
LLBlZ, ENOLOFHEH U AT LAEEHENTILERH -T2, LNLAERL, 7
TR a—T 4V TRETE, "~ Rz RV 7 AT TS H%
WWHEP L THEIIL, TOWROLN Xy NU—7 20 LTHAZICREIS Z &
W27 s, SEIERBUEENEESINLDIN, AIAZHL XTI ICHATES
“Pay-as-you-go” JEHESC, PEEMIFRAIC L0 | FIHE T L E A EIRIZ O Bk %
DT ENAERIZAR D, LIER-T, 77U RavCa—T 4 R3 bbb RE
REBIIRFE L VWO ZENTE D,

CTOEIRBRFEDRILIL, 7T R a—T 4 S OEARTIYE L, BHIRE
RN RD LN DAY — R H 2D, SEIERFHTHBEEAMEE S
HERAEND, HAEICBW TS, Amazon EC2? D RBR A hF LY —E 22,
Amazone S3b) DA L —VBE LY —E X T, BEICZ < OBEEESELTEY, 75
U NP2 MR ITBE IR OB ORNCFTEL TWD, %O KB LT,
BRETIEHDIN, ERILIZZ T T Farsta—T 4 70 ) H-REmick
W, HieRKBEEET AL, TR ETHHEHHICEL T, FxITRRBRTHD &
WHZETHD Y,

AT, FEDO7 77 RarvCa—7 0 JIClT 58X 207 4 0FOHRIC
DUV T USENIX HotCloud’09, ACM CCS 2009, ACM CCSW2009 (Cloud Computing
Security Worksho)IZ B 1 2 B EHRLEP LI, 77V Rarvta—T 4 7T 5
X VT 0 IR EORERERIZON TR, ZOEBEIZ OV THEREIT D,

AKREOF2HTIE. 77U Rarva—T 407X T 4 IZO0THEHRT S,
EIHITIE, 79U Farvtta—T 4708 T 58X T 2 HHZEBREEmIZON
Tak~%, % 4 #iTiX, USENIX HotCloud’09 (2351 % B 9E 2 it 45, #H 5 & T
IX. ACM CCS2009 |Z331F % Bh&#EFFE 27 9%, 2 6 fiTlL. ACM Cloud Computing
Security Workshop (CCSW2009)\Z 3517 % B st 23 4%, & 7 #iClL. £ & O &1T
9,

a) Amazon Elastic Compute Cloud (Amazon EC2), http://aws.amazon.com/ec2/
b) Amazon Simple Storage Service (Amazon S3), http://aws.amazon.com/s3/
C) The first workshop on Cloud Computing Security Workshop (CCSW2009) CFP  J
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7T Rara—F 4 I F—F L HIT CPUKIRERLT — 4 2 L — VKR
HEOHEWN— R 2T EFEZLRNIY 7 b =T EREER IS, LB TR
FHITHREE L L9 LT 25 EMERMNHAONRNTEAL LT R THY, £ Z—Fy 2
H72b Lt LD REENIRRAE b T AREA A LTS, 77y Rarta—7
AT TN R 2T R 5NN Y 7 by = TEFRITHMS L S A AH ICRIE S 5,
KIE NIST @ PMIll, T.Grance i, 7 77 K2 Ea—7F 4 v 7 OH%—E R 5NNIE
BRIZOWT, 3 2OY—ERETARLWNNC 4 DOBBET VEEHRL TVH[L], 3
DOY—ERET /LI, SaaS (Cloud Software as a Service), PaaS (Cloud Platform as a
Service), laaS (Cloud Infrastructure as a Service) TdH 0, 4 DOREHET VL, 774~
— k7 Z 7 R(Private cloud), = X = =7 ¢~ 7 v K(Community cloud), X7V > 2 7
Z v R(Public cloud), =L T, A7 VU v K2 Z v K(Hybrid cloud) T» 5,

SaaS (X, 7 Z v FEMRTHBM@ I 2y — e 2gFEOT 7Y r— a v oties . Fl
MFERET D — AR TH D, FIHETRY FV—0 X —FT 4 7
VAT A(OS), V—NEOsTU REEREAERLEVEELIZY $5 2 LT TET,
TV =y a BT ARMERBOBENTEDLHETTH D,

PaaS %, 7S HIZ L - T/ 50 FEBE ECTRIt N T 07 F IV 7 FREeY
—NERWTT 7Y r—va CEER LB S 2 RELMAF ICRET 2 —1v 2
BRTHD, FIHEIZ, *xy hT—27 =3 0S, A bL—V%DI T U FERE
BEHLEVHI L2022 L1 XTERW L. TV r—a BB ZHIEE L,
ELTTV =2 a COBBERREERET S LITTE S,

laaS IZ, 7 m A ZPRFAFICH LT, CPULEE, A ML —Y, Xy hT—F /¥
LRV ERY Y — A%t 22T FIABELRHET DY 7 b= 7T 2B &
BOREZRET IV —EARETHD, 22 TOY 7 by =T LiE 0S BLUT
TV r—varEGEi TS, AfEZ. ZNO0FEE) Y- ARt LTy
F REBAEEHLZVHE LD T LIXTEROS, 0S, A hL—y 77U
r—var, RAMDTZ 7 AT U+—NVEO—HMORy N7 — s HREHETLZ L
NTED,

TIANR— 7 Z0 ML, B—oOMHICERTEN SN 777 FEETH D,
UM E I TE = Lo CEMN SN D, YZMBENICME T2 HabHD L, £
ITRVWEELH D,

A 2= 4770 FE WS OPOMBIC Lo TIFE S, BEOI vy a R
WHOEX 2 )T 4 BERRLBORY S ELFFOMMDT-DD 7 70 FEETH D,
VM E I = I Lo TEA SN D, YEMEBNIMETLIHEGbHD L, £
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FTRVEELH D,

NIV w7770 Rk, —RFICERESRHELPFIARER 7 70 FEBETH D,
U TV NP —EREWHRT DML > TSNS,

NATIV Y RITURE, T7I9A4AR—= I TR a3a=T47F7TFK-
v I 7T RDIBEENRE LT 7Y REETH D,

22 959 FaVYEa—TFT4o7éEFXa )T+ ER

77 Rarva—7 4 I THOLBNDEN—RU T, V7 MU TIEEROF
BRI Ab b, Lo T, EAMICIE, kEAVWLNTEERES =
U7 4@ 3EH, OF Y EFHRE EOEE M (Confidentiality), 522 (Integrity), w1 Fi%
(Availability)\ b5 CIA 2R LET 2 2 3 EREX 2V 7 4 BEHTHD LW
25D, LIZLARBS, $ERAWVONTE L LZEMMHAEDOTFIETH D EWREE LWL
WCIEEEL CERET 2 & W) FIEEEWREFEORAENEREE D22 N TERWVTZDIT,
TNICRDDEF2 YT 4 HIFICE Y CIA Z#F LAETILERD D,

23 59 RaAVELA—TF 4TI BWTTFAREEREEL XY T«

77 RavEa—T 47BN CEFa ) T4 BHEITOICHTZ- L, 5F5
NEEREEEZHMEICL, TNETFHEDOHNZMHLT20ERNH D, 22T,
7T RAVEa—T 4 UV TIZEBNTOFLRERNRTH D IEREFEL Jlcdk <7 3
DOOP—ERETIVEBEBEIETHEHT S,

231 F—4 X Fq

7T RAVEa—T 47BN, TV = a VBB T —F i3 T
v REE BICE I, IR IIE R LD T 7 B AN L o TTF — % O
BEERERETAZENTERY, LR T, F—F OB EET L2007 7
T A E EDO LD ICHETLZOPNELEL D2, HICHELREHAERT LT
—HIZONWTHX, V=W L DT 7B AT TR, BEEiTEHWET 7' X
I ZPERAT 22 L TV HEICHREEL R T A N TE S, BEHEIFO®EAD
RIEEIZOWTIX, 77 A VBN L a— FEMEIFTIERRERZ N5,

T—HO—BMEIZOWTIX, FIABEXENEZEEEETHZENTE R, L)
ST, AL —UH—bEREOT —FKH— b AEEFIIH LT, —EBERHERT
X TCVDIDERT DT DOREZ TR L, EBHMICT — X 0—BHERREZNTNDE Z
LEERTHHRNEZONS, —BENERbhige, B L W7 —% %M
WCEET2MNERD B,

F=HOAAMEICONWTIE, Ny 7T v T L TOT—XOBEMEHEST L LT
ST DIUERDH D, THIZOWTIERERER UL IIZEZXDIENTE D,

2327 FUr—vavexal)Tqa

SaaS I[C KAV —E AT a XL ENLDT TV r—varY 7 b7 OBEER TR
ENTBE, ZZTOMEME - —BHEEZT IV r—2a VT N =T R RICT

RTY
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— Z O - — B AR SNIZRETEB L CTOE0ITKET S, LER- T,
FRAFIZM OO TT 7Y r—> a VEEREOKREN - —BHoRMTE2EL 2
LEFERTIMLERD D, —FH, P—ERABBEEFITFHENS OFERISZOND &

AT TV —a VOFEITHEEN - —BHEAZHEEINTTOILE Z & 2R T HER
D, bL, 77V r—va VITRBEERWEIREN R oo 2B IZiE, Fhic kb
Bk o B~ OEEENEALLL2NE D R GRERY . BB - — B & R
TORERD D,

AL T, 7Y r—v g v ERREN TR T B Hik e FIAE
MTHETIBHENEZLND, WTRICLTS, HDHH—EZNBEAREEICKH - 72
e, REV—ERCUV B AL THEDT SV r—ra b P—EARHD 7 <
SN HLERH 5, FIHAEMTOMLEE LTI, RFICHHARRINELZ 5] X
LEIRVEBOT T r—va VEBREERIATE S LI LTELZET, O EON
FATERWEE, oV —v 2ZRA+T52 L CalAMZMHETIZENTE D,
2335w b IA—LEFXFaUTa

PaaS Ik B —E AT u oA Zinb o 0S, BSE,. 77V r—3 3 VEMERE
EHEET DY T by T OMEARILSHZSEA. T2 ToOMEN - BTN R
BRI T — 2 OB - — B E MR SNIOREETEH L T2 000&FT 5,
L7z o T, FIAEIEIM O NOFE TUMEBREOKREN - —BHOEMTEZEL L%
BRI HZENMEZR D, Fl 2T, 0S 2BV T, Trusted 0S #F|HT 5 = &L T—
EDEMTEHZDZENTED, —F., P—ERRMEETRHEE DL OERITIE X
BNDEIT TV r—a v OFETHEEN - —HEZHEINTTITORLS Z L &R
THERDHD, b L, YEBREICREACHHMER R oo HE81iE, 2RIk 5
B - —EME~OERENEE (L LW E S TR AR | BN - B AR
TOMENRDD, 77V r—2a VEITREORERIL. 77V 7 — a U OMENE -
—BMEBIOMHEICEDS Z b, ZOMRIIEETH D,

AAMICE LT, 7Ty b7 A — R RME N AT S HkE . RIAE
fICHERTIHEENEZEZLND, WTHIZLTH, 5V —EARBEAREEICH -T2
e, RBEV—E ROV B2 L THEDT T v b7+ —L P —E AR 72 <
Ei SN D0ERH 5, FFAEMCTORLEE LTiE, REICHAAGERELZ ] i
ERVWEBOBEEZFIATESIIICLTELLZET.OEOBFIHATE RWVEA,
oYV —r2Z2RMATEZ L CAIAMERETDLI LN TE D,

234 RBARRTF oo TEF2T 4

laaS IC X B —ERAFua L ZNn5D CPU Ry hT—27 ZFNba v AT AMMEL
TARAEAR AT ¢ T ORMEZ T DIBE. T 2 COMEMSE - —EiE - THEVWDbY S
RN EDAL Ea—F VAT A0 FXa2 VT A HEEFRILEICEZDL I ENTE
5, RO Ea—F A7 AT, BENE - —BHEHRELZERE, WbW3
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Trusted Computing B4 EBL 5 EHR AT & L T TPM(Trusted Platform Module) & I
ENDMZ o M2 BT LT AL ARFHENTWD, HEFA N TH-TH, P
M2 A N ETEH L TCNDZ EICEEDY 2nidic, TPM 2 AW = EEMtE o %
AR A MIBIHAT T 5 2 & T, BEME - —EMORENEERV LN TE ZFED
RICE VAREE D &2 BND,

—WRIARAR AT 4 T ICB O TEBB S5~ oA, (R~ A A=Y
ELWVWIHIBTEHEN TS, LEN-T, ZE/EIB~Y Y 2ERTLH72010E, ]
Be v A A=V EREIER LIRTT 2R NEE 2D, S HICEEORE~
UNHTAL TCEIT AE. 2 DR~ o DREIIINA T, TS 2R
B T — 7 BT D REMEHRT HILERDH D,

A~ o OR AMEICBE LT, ERDOFB A ha v v a—Fon oG % M
TEDEEZRD, BEOFRBE~Y U ZE A N TBBSED LN TEHRBHRAT
4 VT BREENAT A E T VTR OEE~Y VU BB EZ T TIGE THo T,
TR ED Z LA DR~ > CHEREZ T 55 TR AN Z T 2 L8R
H5,

3. U359 FRaVYEaA—TF4 T8t EXa) T4 HAEEBRMEDS A

=74

AKETIE, 777 FarvEa—T 400785827 o HF3ERREEHIZOWN
T 5,

2008 4F 1 H 14-15 HIZKE TV > & K > K% Information Technology & Policy
v 4 —, Computing in the Cloud IZB§ 2V —27 > a v 7RI N 9, & Z T,
WD ADDNNINVT 4 AH vy a NI NER L G Thhiz, &2 T
T—HOFAELA—F VT, VTR a—T 4 T REICRBITS X2 T
4 VR T RIZBT 2 TROMMBIEE 5% ORI OV THERBITHONT,
RO Ea—T 4 VTBRE T, T2 ~OT7 7 AT, 2 Ea—F TR
TAZ N2 T 7 ANV AT ANHT DT 7 AGIEHBEREIC L Eii S Tniz,
—J5. VI RaryEa—F 4 22BN TIE, SHEIS U CEHEMER O ) 24T
EITO10, TR OT A HABEOTN LN, V- RRHfE OB
—T 4 Y TBREICBVTEBESNTEND, LER->T, kOa vy Ea—TF v
TR LB LU CHAZEDOT =27 7Y r—yaid, RAET 7 B AEOGRIE
L, 7= FDTFFANRNVICENTHRENLEL R D, LEB-T, T—XOFEE
ZHMEICL, TTEENEET LT — MR Y &2 ERL., IR YT —4
SNOT B AN EAT O IO OMA N ME L e D Z ERER SN, D ORER

d) Workshop: Computing in the Cloud (January 14-15, 2008), http://citp.princeton.edu/cloud-workshop/
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A T4 ETAHE L TARENTWD

2008 4 7 H1Zi%. Communications of the ACM FEIZ “Cloud Computing” & T 5
Brian Hayes KiZ & 5t st s [3]3 ik 41, ‘EﬂE:L VFa, 774NNV EBLOMEH
PRI T Rarta—7 4 7BV TRAICRY L REHETH D Z LAk~
LTV D

2008 4% 7 ﬂ 1. Gartner 73 “Seven cloud-computing security risk” & L 7= LA — b
ZRITL. ROTDODY X7 Zfgm Lz 9,

T AMEOER (Privileged User Access)
- a7 A7 A (Regulatory Compliance)
- 7 — & O (Data Location)
- T — X O4rHf (Data Segregation)
- [A1# (Recovery)
- A XZ4E (Investigative Support)

- RWIM O EITHES) (Long-term Viability)

2009 4 3 A1Z IBM £ 512X W Open Cloud Manifesto ? 233K E &1, F£72. 2009 4= 4
A 1Z Cloud Security Alliance (CSA)Y23##%k X 41 “Security Guidance for Critical Areas of
Focus Cloud Computing” [4]13CEAB S 57 & 2009 1272 - Tilgam N IE L L T
WD, SHIZ200946 AlC/ 7Y RarvCa—T7 4 v 7T —~< & LIZ[EHEEEH The
first USENIX Workshop on Hot Topics in Cloud Computing (HotCloud ’09), 2009 4% 11 A I
The first ACM Cloud Computing Security Workshop (CCSW’09) 23BRfE & h 54, Hfgt=
22T A RBEA TS, REITIE, Zh608HKICB T2 7Y Ra vy Ba—
TATOEF 2T ARBIEIC OV TERD,

4. USENIX HotCloud’09 IZ 8|+ B BEERFTE

The first USENIX Workshop on Hot Topics in Cloud Computing (HotCloud *09)" 1%
USENIX Security Symposium D ffkaxigk & LT, 2009 4F 6 A2 KEY 7 ¢ = 2 CTH
it &7z, HotCloud’09 TiX 41 HFDFEFEDHF NS 13D T )L~X— L 8D 3 —
FAR—=RBEIRE N, RIZ &7?]\:/t1~—7*4/7 BiIo2EXx=2UT7sBX
QT TANVICEET 2HBREBNT 5, ASHETIE. Wb laaS ([T 548
~ ¥ DASHEMERERIZ BT 2 AR5 7 & QNTRAR 74&‘— F7 T ROEEICET S
WEERRBN STz, SFSBLUOAT A ik, USENIX O% 4 MZBWTARST

€) Jon Brodkin, “Gartner: Seven cloud-computing security risks,” Network World , 07/02/2008,
http://www.networkworld.com/news/2008/070208-cloud.html

f) “Open Clould Manifesto,” http://www.opencloudmanifesto.org/Open%20Cloud%20Manifesto.pdf, March 30, 2009.
g) Cloud Security Alliance, http://www.cloudsecurityalliance.org/

h) USENIX HotCloud’09, http://www.usenix.org/event/hotcloud09/
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W5, EEE2EMA T USENIX (login; 78 (2009 € 12 A7) iIcB#ish T\ 3

+ Towards trusted cloud computing (Nuno Santos, Krishna P. Gummadi, and Rodrigo
Rodrigues, MPI-SWS)

ORI, KB~ /@(VM)%%.JE. B L O—BMWa iR 572D Trusted
Cloud Computing Platform (TCCP) D&% DNTTHhHD, BEXaUT 1 PR INZE
FLWIZ TC(Trusted Coordinator) & D%'H‘i‘zhé J — FNQ TVMM(Trusted Virtual Machine
Monitor) & E#HEET HIETH D, &/ — ROEEMEIL TPMICTHEESI NS,

+ The Case for Enterprise Ready Virtual Private Clouds (Tlmothy Wood, Alexandre
Gerber*, K.K. Ramakrishnan*, Jacobus van der Merwe*, and Prashant Shenoy, University of
Massachusetts Amherst, *AT&T Research)

o D|EIL, REFA M TU R — A4S 1 N2 LRRBERK THR L
A7 A4 ~X— k7 7 K(VPC: Virtual Private Cloud) Z %425 = & T, “T5 &3
ﬁ%ﬁé/ﬁ& Ty FU— BRESMET 52 L TRENRAHERLED LT HHDTH D,
THiZ 77U R RARBEDPEETDIEARAT 4 T E A B EEN
8= %ﬁ/vﬁiﬁ LRBRZRAR Y o CTEBER T 52 RMEL Tnd, BERLIMIT
VLAN #EEMTTH D, S HIZ, 20807 7 7 RY A ~ME OB #E) (migration)iZ 20T
HLEK LTS,

* Private Virtual Infrastructure for Cloud Computing (F. John Krautheim, University of
Maryland, Baltimore County)

Wik, BEHHEHERSL7 7V NREH CTEEH IRBNE T HLOERBEHEET
NEL, ZENHR, T—HERL, T2 O—BHEBROERIC/R D LR TND,
INBICHPTT B 72D Trusted 7oAz AR L LT, EXx =2 U 7 A RAEDTZHD
RS, (T A ADEE D 2B 2l T DL RIART S 2D v %
v M E D WREREAE 7°?4’/\— I AR FE AR DMk A 72 BE AL - BEATHEMS D L BT
ONTHRRTNE, TPM Z2EHEHOF == DORE LT, EFaT N—Ru =T ttF
2T NANR=ANAFEFER L EEEE AT 2V AT AR EFREL TV D,

5. ACM CCS 2009 &I+ 5HEHE

The 6th ACM Conference on Computer and Communications Security (ACM CCS 2009)"
142009 £ 11 HIZKE > B I TR S iz, 315 fED &b B8 fE 3 tRiR s iz, &
FlIX 22007 Lk y Ta »TfTb4L, Cloud Security Ot > 3 U3 WD TRIT B
M7z, Cloud Security & > ¥ a U ~OBLEEL, ZBMEOIFEA L FYEEYy v a v
WZREO T T2y RO 4 FORFFRREE DTz, A v g Tk, Web2.0 REEIZE

i) The 6th ACM Conference on Computer and Communications Security (ACM CCS 2009),
http://www.sigsac.org/ccs/CCS2009/

(©2009 Information Processing Society of Japan
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7‘57?4’7"/ MR D FEAT O — B MERGEICE T 20158, —BMEEM AR L —

IR 250, VM BRI T A VM MDY A RF ¥ RVIRIZEE 3 58158,
*%n’tl’\]éa”bf:T & O—EMFEINCE T 2 ARG S e, RS OSHKIT ACM
Digital Library TAB & T\ 2%

+ Ripley: Automatically Securing Web 2.0 Applications Through Replicated Execution (K.

Vikram, Cornell University; Abhishek Prateek, IIT Delhi; Benjamin Livshits, Microsoft
Research)

P— M SRS 72 JavaScript EDa— FE 7 T4 T2 M (T TY) RnE
TTDEIBRBEICBNT, 7747 MITOEITa— REMIET 5T AWz
D, TV r—a rOBEER IO BN AR T 212130 5 2 O R AERE ) 22
Wb, ik, 2747 MIT 7Y r—va vy O AJE#RE S — M@ 5
HWEEZHWD L LBz, ZOBEHREHNTIZ T4 7 MIZELEFITa— Re¥—
AT HAATLTETL, EITHREERTHZE T IA T MITO—BMEEHE
RO REENERINT D AT L Ripley ##% it LEEL WD,

+ HAIL: A High-Availability and Integrity Layer for Cloud Storage (Kevin D. Bowers,
RSA Laboratories; Ari Juels, RSA Laboratories; Alina Oprea, RSA Laboratories)

FEHGIT RAID DILET A A7 OWM&%E 7 77 RA ML —VBREICEMA L, &
FPEZR & NN T — & O— B OB LA = 0B A L T4 A L =YD
7 —%7 7 F % HAIL(High-Availability and Integrity layer) Z#£% L T\ 5,

+ Hey, You, Get Off of My Cloud: Exploring Information Leakage in Third-Party
Compute Clouds (Thomas Ristenpart, UCSD; Eran Tromer, MIT; Hovav Shacham, Stefan
Savage, UCSD)

[F UL~ o A B W TBEB T S (A8 A 2 N REE
HWO—MEMITO VM M HE=FAHETH D Z k(ﬁ%b??%»&%)
777 REREIZBIT HH I Mgt Ric > TEma LT 5D,

+ Dynamic Provable Data Possession (Chris Erway, Alptekin Kipci, Charalampos
Papamanthou, Roberto Tamassia, Brown University)

BHEMEPHER SN TRV L=V S e T — 212> T, T—4DO—H
P& ML 5 72 % O Tk Provable Data Possession (PDP)(Z -2 T D 4L, PDP 122\ T
IX.ACM CCS’07 T G. Ateniese H 23 ERA L7723 ZHUEFHFI b DO ThH 722 L2 b,
FhEY 7R A « TH - BRI xS LTS5 Dynamic Provable Data Possession (DPDP){Z -\
TRETHHLOTH S,

IZBWT, 5D VM ORI D
Bk 7z

Vol.2009-CSEC-47 No.4
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6. ACM CCSW 2009 281+ 2B EHE

2009 ACM Cloud Computing Security Workshop (CCSW2009)? (%, Hiiffi Tik~7z ACM
CCS2009 =D Pfx UV —2 v a v 7 & LT 2009 4E 11 HIZKRE T I CTHID TR S
Nz, 30 HEOEBERHY UL HEDOTN_N—REBLU3HEDY 3 — hA—REFREN
Too AEFEOSFHIT ACM Digital Library TABI STV 5

+ TrackBack Spam: Abuse and Prevention (Elie Bursztein,Peifung E. Lam, John C. Mitchell,
Stanford University)

T w7y 7 ZARBIZET HHF4E, Honeyblog @IS NT v 7 /Ry 7 AR
ZUAE L T2, 2007 4E722 5 2008 412 23F C 1000 D b T w7 3y 7 AN K EIEE L
I EAT 272, £ L TEDOHEIFIEIIONTELE LT,

+ Secure File System Services for Web 2.0 Applications (Francis Hsu, Hao Chen, UC
Davis)

DT T IV =g Wl L TR L= — 2R BT AT 2 T R— 2D
TrANVAT LEFRE L, TSR, A=V —EXE@FIOY =TT 7
Ur—varhbiplicx s,

- Browser Interfaces and Extended Validation SSL Certificates: An Empirical Study
(Robert Biddle, P. C. van Oorschot, Andrew S. Patrick, Jennifer Sobey, Tara Whalen, Carleton
University)

ik SSLAERIE S LV & FEHIE OMERIEH % B 12 L7z EV SSL #GE D
iR, BHO7 7 U TIERMMAEFICH LTEV SSLTHD Z L BICHIRT D%
BRRINTND, ENHIZEY | FIHEDERICZENEERMTELINET VT
— FMEIZLI-oTHEL,

+ Website Fingerprinting: Attacking Popular Privacy Enhancing Technologies with the
Multinomial Naive-Bayes Classifier (Dominik Herrmann, University of Regensburg; Rolf
Wendolsky, JonDos GmbH; Hannes Federrath, University of Regensburg)

OpenSSL, OpenVPN, Tor %D 7" A NUARERREICE VinESND T b v 7 IEHR
\Z Multinomial Naive-Bayes srfH#sz A L, IATIZBI L7 b7 & v 7 & OFR—MED
HRI—=ADT 7 EAZHREL LI LT Db D,

+ Proofs of Retrievability: Theory and Implementation (Kevin D. Bowers, Ari Juels, Alina
Oprea, RSA Laboratories)

AR —=UHh—EAREEICBSOT — X EH L TWAREET % POR (Proofs of
Retrievability) &% & © % @ i@ a7 L— AU — 7 O35, Juels-Kaliski and
Shacham-Waters 7" 7 k =1 /L2 & % BEAE POR iR Dt BIZ DWW T E i,

j) The 2009 ACM Cloud Computing Security Workshop (CCSW2009), http://crypto.cs.stonybrook.edu/ccsw09/
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+ Secure and Efficient Access to Outsourced Data (Weichao Wang Zhiwei Li, Rodney Owens,
University of North Carolina, Charlotte; Bharat Bhargava, Purdue University)

KIS T — X ~ DR EDOHNENIRT 72 ADOEE %, owner-write-users-read
ThHOHEITOWTIHRDOZ DA ZRER, BRSO T 7 Afli#la £BT 25
=ll, BEOXF—E2HNCT =% 7 ry 7 O S a4,

+ On Protecting Integrity and Confidentiality of Cryptographic File System for
Outsourced Storage (Aaram Yun, Chunhui Shi, Yongdae Kim, University of Minnesota)

Hash ~X— 2 ®> MAC (Message Authentication Code) % F]J19~5 MAC tree # i (2 F-5<
WEb7 7 A NV AT LRFHERET D,

+ Resource Management for Isolation Enhanced Cloud Services (Himanshu Raj, Ripal
Nathuji, Abhishek Singh Paul England, Microsoft)

IAFATTAT LB NT, B VM OWREOMIHICHE Xy v Va2 BN EX D
BIZONWTEE, FrvvaX—VoMFTIicid2F vy v vanBIFELRELED
REH ST D,

+ Controlling Data in the Cloud: Outsourcing Computation without Outsourcing Control
(Richard Chow, Philippe Golle, Markus Jakobsson, Elaine Shi, Jessica Staddon, PARC;
Ryusuke Masuoka, Jesus Molina, Fujitsu Laboratories of America)

777 Rara—T 4 7IIBTAMEREZHOITEESIH LY —A %297
O, BRFPLOEX 2V T 4, T—FOF—FIHBEILE L TT — ¥ OWRGEE ATREIC
SHLEBEOMLENE, B SHEIRE AW T T A N U RO LB DV TR,

+ Managing Security of Virtual Machine Images in a Cloud Environment (Jinpeng Wei,
Florida International University; Xiaolan Zhang, Glenn Ammons, Vasanth Bala, IBM T. J.
Watson Research Center; Peng Ning, North Carolina State University)

77U RRIECHEL SNDEE~YI A A=V ELERIZERT 5720 OF HH
HIZOWTORE, M~ A A=V OREMR, K~ A A—VREEER S
IR~ A A—=VHEHEICE R DB OWTER L, MEICHRIE S -
YUA A=V EEREFICEZ DD OEBEMEARE L TV D,

+ Cloud Security Is Not (Just) Virtualization Security (Mihai Christodorescu, Reiner Sailer,
Douglas Lee Schales, Daniele Sgandurra, Diego Zamboni,|IBM Zurich Research Laboratory)

LRI VM BREAET H720I121E, VM 1D 0S I —F % Z L ET5Y 7k
VT DREMEERIEL LD T HRE, EROa L EBa—F 27 ATIE, TPM %
A LT7— I kernel ORRFEEAIT > TV, RBREE CId~ 17 = 7 OIF#R %
EHLIT 77 VA NDBBIOERRT TV r—va ry OFREERB LAY A
FUZAKDBIZHS L TEDOLEMELRIET 5,

+ Patient Controlled Encryption: Ensuring Privacy of Electronic Medical Records (Josh
Benaloh, Melissa Chase, Eric Horvitz, Kristin Lauter, Microsoft Research)
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EFHINT VAT AIBWTEEBEOT T A NUIRELZ BN E Lo, BEDNFEEL
FoTHREHECTE 2L FRCET2RE, 77N VREOUEH LT —X
W7 7 B RGN A, B LIC LD 7 78 Al EZERT RETHD L FEELTY
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+ Secure Anonymous Database Search (Mariana Raykova, Binh Vo, Steven M. Bellovin, Tal
Malkin, Columbia University)

TR RRPOEATHRET HMEEZREL, MEtoNFLREL, WEEEH
EREANT DT —F X=X OB RGIECE T DTS,

+ Securing Elastic Applications on Mobile Devices for Cloud Computing (Xinwen
Zhang,Samsung Information Systems America; Joshua Schiffman, Pennsylvania State
University; Simon Gibbs, Anugeetha Kunjithapatham, Sangoh Jeong, Samsung Information
Systems America)

770 KD RWCHERETOHEERA LI D Z EITXL Y, FHERERICH
KDL T DR EFEEDO T T v PR —LICBWTERREDOH L7 7 ) r—3 a3 Ui
HEBETRE, Weblets DOHKENDT 7Y r—va v ET L0 & ERT,
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AT, BaED 7 77 Fara—7 4 Y 7ICHlT X2 7 4 5EFOWEIC
DUV T USENIX HotCloud’09, ACM CCS 2009, ACM CCSW2009 (Cloud Computing
Security Worksho)IZ B 1 2 B EHRLEPT LI, 77V Rarvta—T 4 7T 5
¥ 2T 4 B OFERERIZ OV TR, OB MIZ OV TR L7,
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DM W WD T ZIC#E LT,

SE XM

1) Peter Mell and Tim Grance, “The NIST Definition of Cloud Computing,” Version 15, 10-7-09,
http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc (retrieved on November 24, 2009)
2) John Harauz, Lori M. Kaufman, Bruce Potter, “Data Security in the World of Cloud Computing,” |IEEE
Security and Privacy, pp.61-64, July/August 2009.

3) Brian Hayes, “Cloud Computing,” Communications of the ACM, Volume 51, Number 7, pp.9-11, July
2008

4) Cloud Security Alliance, “Security Guidance for Critical Areas of Focus in Clound Computing,” April
2009, http://www.cloudsecurityalliance.org/guidance/csaguide.pdf (retrieved on November 24, 2009)

(©2009 Information Processing Society of Japan



