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Directed Multi-Layer Network Model
and its Application for Security

AKIRA KANAOKA, ! Tosuiki HARADA, !
MasaHIKO Katon™? and Eur Okamorof!

Networked systems formed by multiple network equipments are fundation
system for widespreading of the Internet, particulary cloud computing envi-
ronment. Thouhgh designing networked systems was simple in early days of
the Internet, it is growing complex by user population explosion, changes of
the user demands and platform, and increasing data to process. However, net-
worked system is still designed based on expert knowledge similar in early days
of the Internet.

To obtain measurement method of system characteristic for optimum design-
ing, We have proposed a multi-layerd network model which enables to express
logically without loss of characteristics for each network equipments.

However, this model is undirected network model, so that it is hard to mea-
sure availability and impact of vulnerabilities on a system.

In this paper, we propose new model including directed link, variaty of node
and link. Then we discuss about application for security.
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