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A Proposal of a Decision Method of Terminal
Setting to Satisfy User Requirements for
Security and Usability

Koicur Kato,™ HIROKI MATSUBAYASHIT!
and YOSHIMI TESHIGAWARA !

In various network environments, it is important to balance the security with
the usability that users desire at their terminals. Therefore, a proper terminal
configuration is required especially in an environment with no countermea-
sures. However, setting terminals appropriately is difficult for users because of
the large number of parameters to be set and the complex relationships among
these parameters. This paper proposes a method of determining optimal termi-
nal settings to achieve a desirable balance between security and usability. The
method objectifies users’ requirements and decides terminal configurations by
selecting and customizing the best combination from calculated setting com-
binations based on risk and usability quantification with Fault Tree Analysis.
Under the experimental deployment, it has been confirmed that this method can
decide effective and reasonable configuration that satisfy users’ requirements.
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Fig.1 Fault tree for leaking of web browsing history.
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Fig.2 Fault tree for the use of web browsing history.
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Fig.3 Relations between risks and terminal settings.
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Fig.4 Relations between usability and terminal settings.
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Table 2 Terminal settings and the value of usability.
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Table 3 Classifying risk levels.
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Fig. 5 Risk probability versus each setting combination.
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Table 5 Risk probability and usability of each level in classification by rank.
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Fig.7 Presentation format for setting parameters.
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Table 6 Levels of user’s requirements and obtained levels by manual/proposed methods in the
experiment No.1.
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Table 7 Risk probability and usability obtained in each selected terminal settings by
manual/proposed methods in the experiment No.1.
—HA
EL S0NES SCAES SEIES I
R1 | 4.50E-03]| 1.50E-03| 1.50E-03| 1.50E-03
R2 | 9.00E-01| 1.00E-01{ 5.00E-01| 1.00E-01
R3] 7.20E-01| 1.01E-02| 5.01E-02| 1.01E-02
R4 | 9.00E-01| 1.01E-01| 5.01E-01| 1.01E-01
Ul| 1.69E-04]| 1.13E-04| 1.13E-05| 1.13E-04
U2 | 1.52E-04| 1.13E-05| 5.63E-06| 1.13E-05
U3 | 8.00E-01| 8.00E-02{ 5.00E-02| 8.00E-02
U4 | 8.00E-01| 8.00E-02| 5.00E-02| 8.00E-03
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Table 8 Levels, risk probability, and usability obtained by manual/proposed methods in the
experiment No.2.
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R3 A 58 5.01E-02| {& 2.78E-03
R4 F— K h 5.01E-01| & 2.78E-03
Ul H 1K L.13E-05| " —{iX | 7.50E-02
U2 K 58 5.63E-06| K 2.81E-03
Ul| f—iK 1 —{& | 5.00E-02] (&% 1.00E-03
U4| HZ722 L | —1K] 5.00E-02] f& 1.00E-08
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Table 9 Differences of levels between users’ requirements and manual/proposed methods.
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U3 3 2 1 2 0 -1
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Y -9 2 -5 2 0 4
{5 1 3 1 -1 1 -3 -3
SN 14 5 8 5 7 7
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Table 10 Results of all users in each experiment.

i 11t % YR

— | FEB-1 | KSR -2 | FEB-3 | FEBR -4 | ER-1 | FEBro-2 — | FEB- | EBR-2 | FEB-3 | FEBr-4| FER-1 | FiBre-2
A 3 6 4 6 4 5 A 9| 2 -5 -2| 0| 4
B 3 5 3 5 6 B -11 1 2 1 2 2)
C 7 8, 7 8 8 C 3 4 3 4 4 4
D 5 6 5 6 6 6 D 1 2 1 2 2 2)
E 3 5 2| 6 3 4 E 2 3 -10 3 -1 2)
F 2| 6 3 4 4 2 F 3 3 2 3 3 0
G 1 5 2 5 4 4 G -13 0 -13 0 0) 0
H 2| 5 3 6 2| 4 H -12 1 -12 1 -3 1
1 4 3 4 3 6 4 1 -3 -4 -3 -4 0) -3
J 4 8, 7 8 7 7 J 0) 1 1 1 1 1
K 3 6 4 5 4 5 K -5 0 2 -1 2 -1
L 5 5 2 5 4 6 L 1 -5 -3 -4 4 -4
M 7 8 7 8 6 8 M 0) 0 2 0 4 2)
N 6 6 6 5 5 5 N -8 1 0) -2| 0) -2|
0 4 6 6| 6 5 6 o 2 0 0| 0 0| 0
P 7 7 6 7 7 7 P 0) 4 1 4 4 3
F32] 4.13 5.94 4.4 5.81 5.00 5.44 T -3.69 044 | 225 038 1.38 0.69

A i 3.36 1.68 3.25 1.90 2.38 2.50 A 26.46 6.25 25.19 5.98 411 5.09

L R
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G -5 -6) -2| -6) -14 -14 G 18 6 15 6 14] 14
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J 4| 2 1 2 -1 1 ] 6| 3 4 3 2 4
K 2| -1 -7 2 -7 -1 K 11 3 9) 9 9) 4
L -7 0 9| 0 -16 0 L 8 5 12 4 20) 0
M 2 4 0) 4 -4 4 M o) 4 10) 4 16) o
N 2] -1 -6| -2| -10 0 N 10| 2 o) 4 10) 4
o -4 -2| -4 -2| -6| -1 o o) 2 4 2 o) 5
P 8 6 6 6 3 4 P 10) 12 11 12 11 9)
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Table 11 Time for deciding terminal settings in each experiment.

oo— | EBR-1 | EBRL-2 | EBR-3 | ERR4 | EFR22
A 255 43F0 | 950680 553 53FP|  54r49FD| 1543 428D
B 4531980 | 11555080 | 245748F0| 5571480 | 5452680
C Vs a7’ | 6573080 2472080 302580 7404950
D 457 04F0 | 105724%0| 34703%0| S4r168b| 3433580
E 350980 | 13593680 3493280 | 44 16F0| 643 58FD
F 67 22F0 | 950680 4533280 |  643738F0| 84r41Fb
G 372080 84727F0| 3218|4033 7Fb|  54329%)
H 35703F0 | 8747Rb| 24353%b| 54y 02Fb| 443 54%0
I 2570580 | 9%24F0| 1472680 | 2432280 | 13433080
J 8572680 | 953 53F0| 10532280 | 10534780 | 1143 50%)
K 35350R0| 753 S3RP| 40339FP | 5Hy34RP| 34218
L 455080 | 933680 30030 54y26fb| 64y 118D
M 27 202F0| 657 44F| 1532480 | Shrdefb| 243 42Fb
N 251980 6932680 2430080 | 343 51FP| 245 048D
0 253 04F0 | 553 56RP| 15309F0| 643 18RS | 243368
p 3TAARD| 603 21F0| 20323F0| 603 2280|443 35F
SR | 35337RY | 84345FD | 34326FD | 55325FD|  64335F
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Table 12 Results of Wilcoxon’s signed rank sum test.

FEBR1-1L EBr-2

PHEFE| % | N | T | T, E | BRI
1 MR K| 13| 113|210 FkE | Hy
3 YRy 15| 19.5| 30| FflEE | Hy
3 FIEPE | 15] 70 30| A AIE | Ho
2 N 16| 28| 35| FrfkrE | Hy

FBr1-3E L4

MWEFE| % | N | T | T, BE | BRIR
1 s R 15| 22| 30| FIEE | Hy
3 VR 14| 46.5| 25| FIBE | Ho
3 FIGEME | 14 17] 25| IE | H)
2 XN 15| 24.5| 30| FIfE | H

FEBR1-1& EBR1-3

HEFHE| % | N | T | T, BE | BIR
4 i B %k 10[ 155 10| FMlBE | Ho
4 D 1 750 1B ffkE] H
4 FIEME | 13| 70[ 21| FlEE | Ho
4 YL 13| 42| 21) Ak E | Ho

Ehr12L E5ri-4

AEFE| M5 [ N | T | T, BE | R
5 e 5 7 — | WfEsRE | —
5 Y 3 2l — | WflgE | —
5 I8 M 6| 9.5 Of il E | Ho
5 XS 8| 10 3| MM E | Ho

FEBR2-1& L2

FAEEE | % | N | T | T, BE | BRIR
1 | 10 6| 10| FrfliRE | H
3 YR 10| 44.5| 10| FIBE | Ho
3 FMEME | 13] 7.5 21| FEBE | H
2 XL 10 8| 10| A {RE | Hy
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