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Proposal and Evaluation of Improvements
for Language-independent Tokenization
in Bayesian Spam E-mail Filters

TAKUYA Fugita, 1 Akryo MaTsuMoTof?
and MARTIN J. DURsT?

Recently, Bayesian filters have attracted attention as a means to combat
spam E-mail, which has become a social problem. However, not enough at-
tention has been given to Bayesian filters that do not use knowledge about
language or character encoding. This is an important requirement in today’s
multilingual society. This paper proposes and evaluates methods of language-
independent token extraction optimized for Bayesian filters. We use byte-level
N-gram tokens of appropriate length and assign attributes to these tokens based
on E-mail structure. This leads to a spam filter with a discrimination accuracy
high enough for use in practice. We also compare our proposed methods with

existing methods that use knowledge about the language or character encoding
using several E-mail corpora with different languages, and show the effective-
ness of the newly proposed methods.
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Fig.1 Bayesian filter processing flow.
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Table 2 Details of E-mail corpora.
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Fig.3 Accuracy of each tokenization method for TrecO6c header.
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Fig.6 Accuracy of each tokenization method for TrecO6c body.
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Fig.8 Accuracy of each tokenization method for all E-mail corpora.
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Table 3 Processing time per E-mail for TrecO6p (ms).

oooooo
gooooogoo ooo oag
Raw | Field | Raw | MIME
l-gram 13 24 22 22
2-gram 34 38 43 46
3-gram 43 43 78 92
4-gram 47 46 140 153
5-gram 53 47 239 209
6-gram 56 48 277 257

2-gram 4-gram 00000 Field - MIMEOOOOOOOOOOG6-gramOOO0O0O00O
00000000ooO00o0oo0o0ooo0ooo0o0oO0o0oo0oooooooooo
O000000o0o0oO0o00o0o0oo0oo0ooUOOo0ooU0ooUooooDooooO
000000000 0O000000o000O0o0oo0oOooOOo0oOOoUoOooooOoooo
Oo0O0O00000000000004gram0000 09900000000000000
O0000oo0o0o0ooooooooog

6.4 0 0OO0O

0000o00o000o00o00O000oU0oO00o0Oo000O0U0oO0OUOo0DUoOOoUoDoOO
0000000000000 0000000000000000000 TrecO6p 0000
00000 100000000000 300000000000 0000000O0O0OO
0000000000000 000000000000O0

O00O0FeldOOOMIMEOOOODOOOOOOOOOOOOOOOOOODOOOOO
D000 RewOUOOOODOOOOOOOODRawOOOOOOOOO0 1000000
gooooooooooooooooboobobobober0O062000000000000O
Oo0o00ooo00oo0o00oo0oo0o0oo0ooooooO0o0oO0o0oooooUooooog
oooooo

O0o00o0ooO0o0o0ooo0o0o 1o0ooooooooo 40000

O00O0OField-MIMEO OO String0 0000000000000 0O0O0O0OOOOO
String0 0000000000000 0O00O0O000O0O00O0O0DO0OO0O0OOO0OOOOO
0000000000000 0000000O000000000000000000Field -
MIMEOOOOO String0 0000000000 80002-gramO 4-gramOJ0000
00000 Field-MIMEOOOOOOOOOO6gramO000000O0O0O0O0O0OOOO

(© 2009 Information Processing Society of Japan



2191 0O000O0O0O0O0OOOO0OO0OO0O0O0O0OOOOCOOO0O0000O0O0OO0COO0O000

04 0O000O0DOOOOODOCO10000000000msO
Table 4 Processing time per E-mail for proposed methods (ms).
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