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investigation is necessary to settle on effective measures. In this paper, we in-

vestigate the actual condition of Active Attacks and Passive Attacks by two

D D |:| D |:| D |:| D |:| D |:| D |:| D |:| D |:| D |:| D |:| D types of HoneyPots and open/close types of dynamic analysis system. Our in-
vestigation shows that there are some biases on target vulnerabilities and new

types of Shellcode which stop Anti-Virus software were detected on Active At-

el ol ot tack survey. From Passive Attack survey, Attacking Web sites which contain

0 0 0 O ogoaog oo 0 0 0 0 iframe tags have intensive structures. And many IRC based C&C servers are
1.42 1 1 listening on general service port numbers, e.g., TCP Port 8080. In addition,

0 0 0 fuf O 0 O 0 f u 0 0 0 f we observed many Bot programs using HT'TP protocol for communication with
C&C servers. we suggest further issues for HoneyPots and analysis systems

and some countermeasures against Active/Passive attacks based on investiga-

000000000000D0000000000000000000000D0 OS tion results.
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Fig.1 Relationships between survey items and techniques.
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Table 1 List of detectable vulnerabilities on DDH.
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0 2 Marionette 000000000000
Table 2 List of detectable vulnerabilities on Marionette.
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03 DbHOOO
Table 3 Environments of DDH.
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Table 4 Environments of active attack survey.

oooOoooo DDH OO0
Aspo7 | 2007.7.202008.2.20 DDHso07
Agoos | 2006.6.90 2007.2.25 DD Hazo06
Age 2008.1.2102008.2.20 DD Ha2g07

05 0O00O000OO0OO0OO0COO0ODOO

Table 5 Environments of passive attack survey.

ooooooo 0000 URLO
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*2 Engine: ver-0.94.1, Virus Databases: main.cvd ver-49, daily.cvd ver-85960 2008.11.100
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Table 6 Environments of malware dynamic analysis by MD.
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Table 7 Environments of malware dynamic analysis by BW.
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08 DhHOOOOOOODOOOOOOOOO Aggord
Table 8 The number of attacks and malwares detected by DDH (A2007).

oooo oooo

ooo oooo ooo oooo
ISP-A 86,241 368.6 46,552 198.9
ISP-B 109,331 467.2 59,973 256.3
ISP-C 82,542 352.7 42,860 183.2
ISP-D 21,757 93.0 10,808 46.2
4ISP OO 299,871 1,281.5 160,193 684.6
1000 74,968 320.0 40,048 171

09 0000000000000 00 Azpor0
Table 9 The number of attacks and malwares detected by DDH with respected to each
vulnerability (Az007)-

000 ID | 00ooo O0oooo ooooobt
MS03-026 235,122 154,074 65.5%
MS03-049 28 0 0.0%
MS04-007 16,040 68 0.4%
MS04-011 29,564 82 0.2%
MS05-039 7,382 170 2.3%
MS06-040 11,735 5,799 49.4%

0l000o0oooo=0000000/0000000

010 O0O00OODOOopoOOobDOobDoboooo
Table 10 Vulnerabilities and sequence used for sequential attack.

3000 MS03-026 O MS04-011 O MS04-007
4000 MS05-039 O MS03-026 O MS04-011 ] MS04-007
5000 MS06-040 O MS05-039 O MS03-026 O MS04-011 O MS04-007

go400050000000000000OOOOO0DODOODODOOOOOOOOOOOOO
oo0 100000000000

4.1.2 Shellcode 0O OO0

A,.00000000000C000O0O0 ShellcodeDOOOOOO0O0O0OOO Shellcode
000o0oodo 11oo0o0ooogg

00000 Shellcode 0OO0OOOOOOODOOOOODO 20000000A4,.00
MS03-0490000000DOOO0O00O0ODOODOOOUO0ODODOOOOUODOOOOOg
00 Shellcode 0000000 OOO0ODOOOOOOODOOOODDOO
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0 11 Shellcode O OO
Table 11 Classification of shellcodes.

1D gooogo good god
SC-1 connect Stager - CP
SC-2 accept Stager - Ccp
SC-3 accept cmd tftp -
SC-4 accept cmd ftp -
SC-5 accept - WinExec
SC-6 accept cmd net cscript -
SC-7 accept cmd net ftp -
SC-8 accept cmd cscript -
SC-9 connect cmd tftp -
SC-10 | - tftp CP
SC-11 URLDownload - WinExec
SC-12 | - cmd Ftp -
CP: CreateProcess
100%
90% | msc1
80% |— [ osc-2
3 msc3
0% [ msc4
60% — T oscs
o | | mSC6
@sc7
40% 1] — mSC-8
00 | | osc-g
| 0Sc-10
20% — mSC-11
10% |—| 1 mSC-12
0% ! ! ! !

MS03-026  MS04-007 MS04-011  MS05-039  MS06-040
02 000000 Shellcode 0ODOO
Fig.2 The number of shellcodes with respected to vulnerabilities.
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20080217  CreateProcessW  -C:¥WINDOWS¥system32¥net exe

17:02:13 -net stop *Norton AntiVirus Auto Protect Service”
20080217  Ci -C¥WINDOV 2¥net.exe

17:02:13 -net stop Mcshield

20080217  CreateProcessW  -C:¥WINDOWS¥system32¥net exe

17:02:13 -net stop "Panda Antivirus"

20080217  CreateFileW *c¥1.vbs
17:02:13

20080217 CreateProcessW  -C:¥WINDOWS¥system32¥cscript.exe
17:02:13 -escript /Nologo /B ¢:¥1 vbs

0 3 Anti-Virus0OOOO0ODODDODO Shellcode 00 APIDDOO0OO0O
Fig.3 Shellcode example which stop Anti-Virus software programs.

0 12 Aspo7 O Agpee 00O
Table 12 Compare with Asgo7 and Asgoe attack detection results.

A2007 A2006
oooooo 299,871 0 51,792 O
goooog 160,193 00O 51,792 00O
oOooooood 16,476 0O 967 0 O

O SC-50000Mmm
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013 00 URLOOOOODOO
Table 13 Results of crawling malicious URL list by Marionette.

goooo oooo
ooo oooo ooo ooo
Py 3,408 10.9% 9,533 136
Py 3,324 10.6% 8,408 119

0 14 Marionette 00 0000000O00DOO
Table 14 The number of attacks with respected to each vulnerabilities on Marionette.

OO0 ID Py Py
MS06-014 3,351 3,281
MS07-017 396 487
MS06-001 94 120
MS06-057 46 25
MS06-055 39 42
MS07-004 4 3
CVE-2006-5198 0 7
CVE-2007-0015 0 0

015 P 0000 iframe 0000000
Table 15 Use of iframe tag in Pjink-

URL O

0000 URL 3,408
ooooo 2,642

iframe OO 2,466

iframe OO 176

oooooo 766
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O00P 0000 ifframe000000000 2466URLOOOOOiframe 0000
0000000000000 00b040000040000000 URLOURLOOOO
oooooomoooooooo0o0o0oooooooooDooObOD0O vRLOOOOO0000
000000000 88%0 URLOODOUDO URLOODOOUOODODOUODOUOOOOOO
00000000000001,899UVURLOOOOOOO0O0 URLOOOOOOODODO
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Q Q
>0 0000000000000 0000 00
¢ °¢ ¢ 6 o0do000000000000000

04 iframe 0000000000D0D0O0O0OOOOO
Fig.4 Structure of attacking web sites linked by iframe tags.
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Worm.Allaple ] 28.90% Trojan.Downloader T
W32.Bobax jussssm 6. 78% Trojan.Agent o 6 5%
Trojan.SdBot —6.33% Trojan.Peed T 6.05%
Trojan.Agent jmmm 3.6 Trojan.Small jmmm 5.77%
W32.5ality.Q Jmm 2.92% Trojan.Spy jmsm 4.81%
Trojan.IRCBot s 2.26% Trojan.Bzub s 3,850
W32.Virut s 2.23% Trojan.Dropper [mm 2.889
Trojan.Vanbot :- 1.93% Trojan.Downloader.Small :- 2.40%
Trojan.Poebot | 1.55% Trojan.Crypt |u 1.44%
Trojan.Mybot = 0.90% Trojan.WoW i 0.96%
Other s 5.95% Other | 10.58%
Unknown 36/42% Unknown 41.83%
0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 0.0% 10.0% 20.0% 30.0% 40.0% 50.0%

05 MDOOOOO ClamAV 000000000 MDg2007000 MD,0
Fig.5 ClamAV scan results (left: M Dg,2007 malwares, right: M D, malwares).

PORT 139 #2410

016 MDOUOOOOOOO MDg20070 IRC 1744
Table 16 Dynamic analysis result by MD (DDH malwares). HTTP

PORT 445
0oo PORT.25 [E
ooo 7.030 SMTP [ EEEEE T 933
> PORT 4444 |4
oooo 6,163 PORT 135 |2
TCP 6,120 IRG? |1
UDP 2,629 PORT 3001 |1
gooo 867 0 500 1000 1500 2000 2500 3000
gooo 7,030 06 TCPUOODOUOOODOODOODOOOOO

Fig.6 Distribution of TCP protocols (x-axis: malware counts).

017 MDOODBDODODDMarionette 0000 0000000 1000000000000 7000000000000O0TCP OO0 8080
Table 17 Dynamic analysis result by MD (Marionette malwares).
==5 OO HTTP Alternated 0 TCP OO0 5190 O 0O AOL Instant Messenger(11 TCP 0 0O O
0oo BTy 1863 00 MSN Messenger0 0 000000000000 00000000O000O00OO
nooo 73 O0000IRCOOOO0DOO0ODOO0ODOOOO0O0OO0OO TCPOOO 6667000000000
TCP 68
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Fig.7 Top 10 port number of IRC C&C servers (x-axis: malware count).
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Fig.8 Sequential Activity of some malware on Internet.
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Fig.9 Examples of crypted instruction on IRC Botnet.
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Fig.10 TCP destination hosts distribution compared BW result with MD (BW, malwares).
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Fig.11 TCP destination hosts distribution compared BW result with MD (BW,, malwares).
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