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Proposal of Malware Activity Control Method
Turning Anti-analysis Function to Advantage

TAKAHIRO MATSUKL ! Yuu ARrar, ! MasaTto TERADAT?
and NoRmHisa Dorf?

In recent years, the malware which hinder antivirus program and obstruct
analysis emerge in the wild. Particularly, BOTs make it hard to gather C&C
Server’s information and analyze their traffic. It is reported that many of them
have self-destruction feature against reverse engineering. To analyze these types
of malware is cumbersome and time consuming so it makes announcement delay
of antivirus vendor’s advisories. In this paper, proposes a malware interruption
system turning the characteristic to our advantage. First of all, a malware in-
terruption method that beneficially utilizes one of the anti-analysis functions,
debugger detection, as an actual example of the proposal. Then the system ben-

eficially utilizing debugger detection is implemented to show efficiency of the
proposed method through evaluations using samples collected with honeypot.
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Fig.2 Conception diagram of the system.
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