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Realization of Secure Real-time Communication
for Worldwide Mobile Environment

by Frequent Key Renewal Method

through Broadcast Data Distribution Systems

HirosaTO Tsuur, ™2 TakesHI YONEDA,
TADANORI Mi1zuNOT3 and MASAKATSU NISHIGAKITS

The evolution of mobile communication terminals and mobile networks en-
ables the real-time communication using these devices. To protect against the

unauthorized disclosure of the communication between these terminals, the
end-to-end encryption between mobiles is required. In addition, if the terminal
is lost or stolen, the unauthorized use of such terminals, the decryption of en-
crypted communications using the stolen key from such terminals, the leakage
of confidential information in such terminals should be also prevented. In this
paper, we propose the method of key/device management to realize the secure
real-time communication in worldwide mobile environment. In this method, the
end-to-end encryption keys are frequently generated on the system management
server and distributed to each terminal using one-way communication, such as
the digital broadcast data distribution systems. In case of the loss or robbery of
terminals, the encryption keys and the secret information will be erased and the
terminal will be initialized by the remote control from the system management
server. We design the protocol that realizes the management of encryption keys
as well as the management of mobile terminals. As a result, we confirmed that
the sharing/updating encryption keys are achieved without any operation of
the mobile terminal users. We also confirmed that the lost/stolen terminal is
excluded by the remote operation command of system management server and
the cooperative action of the other terminals.

1. O0O00an

000 PCOUMPCO Ultra-Mobile PCCO D OO OOOOPDAMOOOOOOOODO
goooobooooooooooooobooooooooooooooooooobooDo
goobooooobooooooooooobooooboooooooboboooboboooooo
goooooooooooooooooooooboooooooooboobooboUoooDoo
gooooooooooooobooooobobobo0ooooooboooboobooooDbbo
gooooboooooooboooooooobobooooooboboDboboooooOoDoo
0000000000000 000000000000Y000000000000000
goooboooooooobooooooboboobobooobooooooobooooooboo
OO0 End-to-End00000O0COO0OOOOCOODOOCOODOOOOOOOOODODOOO
ooooooboooooooooboooOoooobooboOooooooOoboobOoooooObooo
goboooooooobooooo

goooooooooooooOooooooboOoOobOOoOoOobooooooOoboOoOooooDon

flo0o0o0oO0o0oooooooo

Graduate School of Science and Engineering, Shizuoka University
f20000000000000000OO

Information Technology R&D Center, Mitsubishi Electric Corporation
t30oooooooooooo

Graduate School of Science and Technology, Shizuoka University

(© 2009 Information Processing Society of Japan



2104 0OOOOO0OOOOOOOOOOCOOOOOOOOOOOOOOOOOCOOOOOOCOOO

goooboooobooooooooboooboooooooooobobooboOoboboDo
goooooooooboooooobobooooooboooooboobooobooooDboo
goboboobooooooooooboooooooboooooooooobooooboooa
gobooooooobooooobood
gob200000000C000O0O00O0O0bOOO00ObOOOOObOOOOObOObOO
ocooooOO0osoboo0ooooooobo40000000D0OO0OO0OO0O0OOOOODODOOS
goboooooobodouoboboobebuboboOUObOUObOOOOOYOOLOOOODO

2. 0O0OoOOo

21 0000

gooooooooooooobooooooobooooooooooooooooooo

o 000000 DODOCOOOOODOOOOOODOOOOOOODOOOODOOODODOO
gbooobooooboooobooobOoooobobooobobooobooooon
goooooooooooooooooooooooboooOoooooboobooooooon
ooboooooooooboo

e 00000 ODDOOOUOODDDOOOOOLOODOOODODOOOODLODDOO
oobooooooooDo

e 0000 DOOUIODODOUDOUUDODOUODOOUOLDODOUOLODOOODOOOD?
gobooooboooooooooooboboooo

gooooboooooooooboooooooooboooooboobooooooboDboo

gobodooooobooobooooooooooooooooon

22 0O0OO0OoOOOOO0OO0O0O0d

2q00000000C000O0CCOOOOOCOODOOOOODOOOODOOOODOOO

goboodooobooo3booooooboooooboboooobooooooobbooooboooon

2.21 0OO0O0OO0OOOOOODOCOO

010000000000000000000000 End-to-End0O0O0OO000O0OO

goooobobooouooooooooooobooooooboboOooooobooboOoooooOboo

gobooooooobooooooobooboo

(1)) bO0oO0oooUoOooOoUoUoOo

goboooooooooooooooboOobooooobooooooobooooooooDobooo

gooooo

00o0oooooog Vol 50 No. 9 2103-2117 (Sep. 2009)

(2 00o00O0oO0ooOoOooOoooo
000o00?000000%Y 000000000000000000000000000
00000000000 00O000O0000000O000O0oNooY®000o00oon
gobodobooobooooooooooooooo
(3 booOoooUooooUoo
goboboooooooobooboOoooooOoooooooboooooobocooooooboo
oooobooooooooooobooooooobooOoboooobobooOobocOoOooboooobooboo
goooo
oobooooooooboooooooboooooon
obi1ooooooooooboooobooooooooboooooboooono
b 220000000o000oooc0ooooobboooooooon
00300000070000 12800000000000 256000000000000
oooooooon
ob0400000000C0000DCOOODOOOOOOOOODOCODOOOOODODO
000000000000 000000000000000000000% 00000
O0O0O0OO0seedddOOOOO
2.22 000O0D0O0OOOOO
g200goooooooooooooboboooooobobobobooooDobo
goooooboooooooobooooooobooboobobo0ooooboobooooDboObo
goooo
goboooooooooooooooooon
O0s00000000000000000000DO00O0DOO00ODO CPUODOOOODO
oooooobooooobod
ubebdubooUOboOoO0OobOOOOOOOOOOODOOOODOOObOOO
oovoOoooo0oooOooOoOoooOoboOo0oOooOoOoocOoOoOoOooooOoOooOooOb000n
ooo
gos8spgooouoooooooooooooooooooooboobooo 1boooooDooon
oobooooboooobooobooooboooon
223 0O000O0O0OOCO
g3toooooooooooooboooooooboooooooooooooooDooon
goobooooooobooooboooobooo

(© 2009 Information Processing Society of Japan



2105 O000O0O0O0O0OOOO0OO0OO0O0OO0O0OOOOCOOOO0O0OO0O0O0OOOO0OCOOOO0OO0O0O0O0

(1) 0000000000000
0000000000000000000000000000000000000000

00000D00000000000000000000

e 00D0ODDOODOOOD
000000000000D000000000000000000000000000
00000000000000000000

e 00D0O0DOOODDOODOODO
000030000000000000000000000000000000000
000000000000000000000000000000000000000
ooooooo

(2) 00000000000
0000000000000000000000000000000000000000

00000000000000000000000000000000000000000

(3) 000000000000
0000000000000000000000000000000000000000

0ooooo

0000000000000000000000

00 90000000000000000000000000000000000000
000000000000000000000000000000000000000
00 10000000000000000000000000000000000000
00000D00000000000000

00 11000000000000000000000000000000000000
afufsfalulufslaln

00 120000000000000000000000000

00 130000000000000000000000000

00 140 00000000000000000000000000000000000
00000000000000000000000000

00 15000000000000000000000000000000000000
0000000000000000000

00o0oooooog Vol 50 No. 9 2103-2117 (Sep. 2009)

3. O O0gno

3.1 00000000000
0000000000000000000000000000000000000000
0000000 End-to-End 0000000000000000000000000000
00000000000000000000000000000000000000000
000000000000000000000000000000000000000
(a) DOOoOg9
000000000000000000000000000000000000000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000
(b) 0DO0DOO0D0OO0O0OOOOOOOOODO0Y®
0000000000000000000000000000000000000000
0000000000 0Diffie-Hellman 0000000000 RSADOOOOOOOODO
00000000000000000000000000000000000000000
0000000000 0000000000000000000000000000000
00000000000 000CA: Certification AuthorityD 0000000000000
000000000000 000000000000000000000000
(c) DDOD0OO0OODOOOOOOOOOMW
0000000KDC: Key Distribution Center0 0000000000000 O00O00O0O
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000o00000oon
0000000000000000000000000000000000000000
00000000
oooooooooo
000000000000000000000000000000000000000
000000000000000000000000000000000000000

(© 2009 Information Processing Society of Japan



2106 O0O0O0O0OO0OO0OOOOOOOO0OOOOOOOOOO0OO0OO0OOOOOCOOOOOO0O00O0

000000000000000000000000KDCOOO00000 Kerberos '
00000000000000000000

0000000000
00000000000 0000000000000000000000000000
00000D0000000000000000000000000000000000
00000000000000000000000000000000000000
0000000000000 000000000000000000000000000

0000000000000000

oooooooo
000000000000000000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
0000000000000000000000000000000000 KbCcOO
000000000000

000oO0O0oo0o0
000000000000000000000000000000000000000
0000000000000000000000000®0000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
00000000000000000

3.2 00000000000000000

(1) 00000000000
2200000000000000000000000000000000000000

00000000000000000000000000000000000000000

0000000000000000

() 00D0O0D0O0ODOO0OOO0

PINOOOODOOOOOOOOOOOOOOOODODOOOOOOODOOOOOOOOODOO

00000000000000000000000000000000000000000
0000000000000 00000000000000000000000000
0000000000000000000

(b)) 0DOODOODOO0

00o0oooooog Vol 50 No. 9 2103-2117 (Sep. 2009)

0000000000000000000000000000000000000000
O0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000

(c) D0DOD0OOODOOOOOOOOOM
000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000

(2) 000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000

(a) PINOD
0000000000040000000000000000000000000000
0000000000000 0000000000000000000000000000
0000000000000 00000000000000000000000000
0000000000000000000

() 00DO0DO0OO0

000 PCOODDOODOOODODODODO0DDDDOOOODO00O000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000 14000000000000Y 000000000000
00000000000000000000000000000000000000*®0
(c)DOOO™

000000 PCOOODOODODOOOODOODOOOOOODODODO0O0O0
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000

(© 2009 Information Processing Society of Japan



2107 0OO0O0OO0O0OO0O0OOOOOO0O0OOCOOOOO0OOOOOOOOOOOOO0OCOOOOOOCOO

000000 00000000000000000000000000000002Y0
0000000000000 D0000000000000000000000000000
00000000000000000000000000000000000000000
oooo

0000000000000 000000000000000000000000000
000000000000000*000000000000000000000000
ooooooo

4. OO OO

4.1 O0OO0OOCO0OO

2000000000000 O00OOO0O0OOOOOOOOODOOODOOOOODOOOO
gboooooboooooboooboooooobooboboooooobooooboono
gooobooooooooboooooooboooooooboooboooooooooooonooboo
goboooooboooooboobooooooooboobooo1000000b00O00000000
goboboooooooboooooooobooooooobooooooobooooooDoboo
goooooooooooooooboooooooboobooobooooobooboob 1000
oobooooooo
goooobooooooooooobooooooboooooobobooooDboboDboo
goboobooobooooobooooooooobooboboobobOobo1000000DO

BXHES

0 WAEEA @)
B8RS  _ - - &p) -~
- S
4
4
' \

/

! '
VY w40 4&\ —_ H v

01 0O0000ooOobooOooooao

Fig.1 Proposed system architecture.
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Fig.2 Pre-sharing device key.
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Fig.6 Generation and distribution of terminal initialization command.
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Fig.8 Transfer of terminal initialization command.

0000000000 000oo0o00o0oooo00oooooo0oooooooooooon
O000000OD0ODO0O0000000000000000000000000000004
000o0o0oO0oOoOoO0oO0Oo0OO0OO0O0ODO0O0000000000000000000oooooOO
000000000000 oooooooooooo0o0o0o0oooooogg

54 0000OOOOO0OOOO

5.4.1 0000O0OOO

00005200000000000000000000000000O00O05.3000000
goododooooobbooooooooobooboddoooooooooooooog
doo0o0odboOol10000bOodbOo0ooooOOo0bOoooDobOOooboobooboooao
0000000000000 D0000D0D0O00DD000OoDoOoooooog SIp2”
O Session Initiation Protocol[l] RTPO Real-Time Transport Protocol1] SRTPO Secure
Real-time Transport Protocol O OO OOSRTP OO ODOOOOOODODOOOO
000 100000000000 MIKEYO Multimedia Internet KEYingD OO O GOQOO
0ooo0ooOoo0oooooooUooooooOoUoooooooooDoooooooo
000000000000 000000000000000000000SDP 290 Session
Description Protocol00 0000000000 OOOO SIPOODOOOOOOOOOOO
oooooo

00000000 KmOOOOOOO 0000000000000 0O0O0OOOOOOO
000000 9000000000000 UoOooooo0O0n0 Km0OO
0000000o0ooooooo0o000000ooooD KmOOOOOOOOOOOoO
000000000o0ooooo0o000000ooooooooooD0 KmOOOoGOooOoo

(© 2009 Information Processing Society of Japan



2113 O0000O0O0O0OOOO0O0O00O0O0O0OOCOCOOO000O0O0O0OOOO0OCOOO0OO0O0O0O00O0

Master Key Master Key
(Key ID=2&3) (Key ID=1)
SIP INVITE mecsmp: pki 2,3 )
I
SIP 488 | mecsmp: rsn noaki | @

Not Acceptable Here

d

SIP ACK

SIP INVITE K | mecsmp: tkm XXXX... |®

.

SIP 180 Ringing

==k

SIP ACK

)

@ KeyID=230TYREEEHF>TNET,
@ FLEEBE>TOVELDTEETEEE AL
@ <R%# (Key ID=3)%85%LET .

@ Key ID=3DTRAFHEHENELLD,

09 00o0o0o0oOoooooooDD 1
Fig.9 Sequence example 1 of transferring master key.

SIP 200 OK

d

000ooo0o0o0oo00oo0oo00oo0o0ooooooo sbpOoOOOOBODOOO
O00000000000000000000 Mkm<x,y>0000O

010000000 KmOODDOOOOOOOOOO1000000000000O0O
000000 KmODODOOOOOOOOOOOOOOOOOOODODOOOOOOOOOO
0000000000000 00O0O00000000000000 Mkm<x,y>00000
gooooooboooooooobooboooooboobooboOooooobooooboooboooobobo
goooooo

5.4.2 O00O0O0OOOOO

gooboooooooooooooooooboooooboOoooobOobob1100040o
OO00ooOooOoooocpUODOOOOOODO 400MHzOODO 528MHzOOOODOOO

00o0oooooog Vol 50 No. 9 2103-2117 (Sep. 2009)

Master Key Master Key
RBE (Key ID=182)
o o
SIP INVITE | mecsmp: pki NULL | )
I
SIP 488 mecsmp: rsn noaki | @
Not Acceptable Here
0= mecsmp: tkm XXXX... | ®
&
SIP ACK
SIP INVITE mecsmp: pki2 | @

I

SIP 180 Ringing

mecsmp: aki 2 ®

SIP ACK

)

YRABEEEFHE O TV ER A,
FILBZEFH->TLVEL O TEIETEE AL
YR58 (Key ID=3) #85%LET,

Key ID=20 Y RAHEH>TLET .

Key ID=20 Y RAHEHEELLS,

010 O00O0O0O0ooooooo 2
Fig. 10 Sequence example 2 of transferring master key.

OO0

OO000O0S O Microsoft Windows Mobile 00 000 O0O0O00OOOOOOOOOODODOO
goodooobbbdooooooobobbooooobobbobboooooUgoobobo
000O0OSRTPOO0OOOOOOOOODDODOOOOOOOOOODOOOOOOODODOO
O00000Camelia00 0000000000000 O0OOOOO0ODOOOOOOODOO
gobo0oboboboooobooboob0boooboUoboobobooboobooo
goo

6. O O

5400000000000000000000O0ODO0ODO0O0O 160000000 LAN

OIEEE 802.11b/g0 0000000000000 OOOW-CDMAOHSDPAO O OOOO

(© 2009 Information Processing Society of Japan



2114 0OOO0OO0OO0OO0O0OOOOOOOOCOOOOOOOOOOOOOOOOOCOOOOOOCOO

e N\

[ - RRAUT Va1 LREY TP

SRTP Camellia-CM
SIP I—I S | | sREIE
BRAE

4 based PRF
Client RTP HREE

128-bit Camellia
I UDP Counter Mode

[ TV RERA |

SIP : Session Initiation Protocol

SRTP : Secure Real-time Transport Protocol
RTP : Real-time Transport Protocol

UDP : User Datagram Protocol

CM : Counter Mode
PRF : Pseudo-Random Function

011 00000000000

Fig.11 Implementation example on mobile device.

gooooooooooooooboooooooooobooboooooboobooooooboo
gooobooooooooooobooooobooooobooboooooooooobo 10000
goboooooooooooooooboooon

6.1 OD00=1600000

160000000 KdAOOOOOOOOOOoooooooooooooooo 10O
000000d0do KdOoooooooooooooooooooleooogoooooo
goboooooooooooooobooooooooDoKmogooooooDOoOOOO
goooooooboobooboobooobooooobilobobo0b00D KmOOoooOo
oooo2000000000000000C0O0C0C0O000000KmOO000000O0O
ool1000b0boobooooobobo 1800000000 KmOOOOOOOOOOOOO
00000 Mk O 10000 1,05600000000000=16000000000 Km
0000 120000000000 64kbpsO00000010000000000000O
OKmOOOOOOO200000000000000000C0000000000 Km
0000000000000 000001.0x107°000000000000000000
gobooboooboooooooobooooooooooooobooobooboOooooboooboDbDbobo
goboocoooboooooooboooobobooo

0000 KmOOOODOODOOCOOOOOOOOOOOOOOOOOOO0O0O0O0O0O
Oo0o0ooooOOo0000000D0 KmOOOOODOOODOOOOODODODODOD KsOO
0o0o0o0o0o0ooooooooOOOoOo0o000ooooooooO0O00000000 KmOO

00o0oooooog Vol 50 No. 9 2103-2117 (Sep. 2009)

gooboooooooooboos4bobU0oboOOoOOoDbOOObODOOOODO
goboooboooboo0D Mk ODOOOOOOOOOOO0O0OD KmOOODOODO
goooooboooooooobooooooboobobooobooobooooooooooon
0000000000000 000000000000 Camellia0000 SRTPOOO
oooooooooooooooboobob4000000D0000COOOO0O0O0O0O0OOO
00 1.29x1072 00000000000 384MbpsD 0000000000000 DOO0O
goooooodooooootbooboooooooboOobOOOOoLObOObOoOoboboDbo
oooo0O000 KsOOOOOOOOOOOoOoooOoooooooooooDOOOOOO
goboooooboooobooooooooboooobobooooOoooboboOooboboOobobooooDooOoo
goboooooooboooboobooo
gbooobooooboooooooboooobOobooooboOoOoDOOobOoooOooDo
gbooobooooOoooooobooobooocobo100b0b001000b0000000
0O ML 0000000000000 M O00O00=1600000100000 3,139
goooooboooboooooooooooooooobooboooooboobooooooooDoboo
o0oobooooooooooooooono My 0000000000000000000
ooo0o0o0o0o0boooO0O0000000 M OOOOO0O0O0O0O0O0O0O0O0O0O00OO0
gooooooooooooooboooooboboooooooooDbobooooDboODbOo
goobooboooooooooooooobobooooobooooooboobooooDoo
gooooobooooooobobooooooobobooboooboooooDoobooooDboo
oooo
gboooboboobodb=1le0000000000000CO0O0C0OOOOOOOO0
goboodooood

6.2 0OO0O=10001,00000000
2100000000000O00000O00O00OO0O0OOOOO0ODOOOOOOOO0
ocoooOoooooooOOOO00oOoOODOO0O00000OOOO0O00b0 KdOoDOOOOoOo
boboooobcoboooooboooobooboooOobooboOobOoboboOoDbOoOooOoOoDOo
ooooooooooooooO0 KmOOOOOOOOOOOODOOOOOOOOOOO
gbobooooooooobooboooooooooob1ob00o0oO0o0b0boOobooOoDo
ooooOo0O0O0000000000000 M OOODOOODOOODOOOCOODODODOOO
gooooboobooo=1o00100000000000O0O0O00O0O0OOOOCOOOO 1,000
goooboooooooobooooooboooobooooOooooooocoOooooooDoon

(© 2009 Information Processing Society of Japan



2115 0O000O0O0O0O0OOCOOO0OO0OO00O0O0O0OOCOOOO000O0O0O0OOOO0COOOO0O0000O0

02 000000000O00O00000000
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Table 6 Number of terminals and length of remote terminal management command.
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