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Tracing Classified Information Diffusion
for Protecting Information Leakage

TOSHIHIRO TABATA,™ SATOSHI HAKOMORI, 2
Ker Onasni, ! SHINICHIRO UEMURA, !
KAzUuTOSHI YOKOYAMA? and HIDEO TANIGUCHI!!

In personal computer environment, it is important to protect the informa-
tion leakage. In this paper, a mechanism of protecting information leakage is
proposed. This mechanism has two functions. One function is the function of
tracing classified information. The other function is the function of controlling
the write function. The tracing function is deployed by hook the call of file
operations, interprocess communication, and process creation. This paper de-
scribes a method that improve the accuracy of tracing classified information and
reduce the labor of configuration. This paper shows the proposed mechanism
can trace all files and improve the the accuracy of tracing classified information
by using the user judgement.
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Fig.1 Overview of the protection mechanism of information leakage.
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Fig.2 Diffusion route of classified information.
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Fig.3 Basic mechanism of the diffusion tracing function of classified information.
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Fig.4 Workflow of the write control function.
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Fig.5 An example of an alert message.
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Fig.7 An example of a notice for wrong management target files.
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Fig.9 Example of pop-up message.
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Fig.10 Modules and management tables.
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Table 1 Results of case evaluation.
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1: Thu Mar 19 13:46:55 2009 253121976 PID: 3065 Process Marked PID:3065 PNM:/usr/bin/emacs FILE:secret.txt

2: Thu Mar 19 13:46:55 2009 1237438015 PID: 3065 SHM Marked PID:3065 PNM:/usr/bin/emacs INODE:753667

3: Thu Mar 19 13:47:39 2009 425406768 PID: 3078 Process Marked PID:3078 PNM:/ust/bin/emacs INODE:753667
(shared memory)

4: Thu Mar 19 13:48:14 2009 692045424 PID: 3087 Process Marked PID:3087 PNM:/usr/bin/emacs INODE:753667
(shared memory)

011 emacs 000000000O00D0O0O0O0O0DOOOOODOOOOOOOOOOOOOOO

Fig.11 An example of log in case of file operations by emacs including copy and paste.
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Table 2 The overhead of system-calls.
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read (file) 6.1 8.0 8.0 1.9
close (file) 3.4 4.5 4.7 1.3
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close (pipe) 5.8 6.5 7.1 1.3
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Table 3 The overhead of building Linux kernel.
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