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A Locked-data Generating Method
for Biometric Cryptosystem
Using Fuzzy Fingerprint Vault Scheme

TeTsusHl OHKI, T SEIRA HIDANO,™? Naonisa Komatsut?
and MASAO KASAHARAT?

Conventional biometric authentication systems simply store each user’s tem-
plate as is on the system. If registered templates are not properly protected,
the risk arises of template leakage to a third party and impersonation using bio-
metric data restored from a template. We propose a technique that encrypts
and stores the user template and uses a “fuzzy vault scheme” to generate secret
data from the user template and the query biometric data. It incorporates a
measure to prevent the secret data and the user template used to obtain the
secret data from being recovered from information stored in the system, and
it enables the secret data to be generated from the user’s biometric data. In
this paper, we describe an application of our technique to fingerprint matching.
We also describe simulations performed using this fingerprint matching system

to examine the probability of secret data recovery and the level of secret data
security.

1. Introduction
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Fig.1 Biometric Cryptosystem using Fuzzy Vault Scheme.
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Fig.2 Generating of circular areas.
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Fig.3 Minutiae of overlapped area.

goooooooooooooooboooooooobooboOooooooooOooooooboonoo
oooooooooooooooooboooooooooooooooooooDoOoboOoOoo
gooooooooooooooooobooooboooo200000000000000O0
0000000000000 0000O0000000O000O0000O00O00D A2000
gooooobooooooooboooooooboobooooooobbOoobOooDbo

goooooboooooooooooobooooooboobo0oooooDoooOooooooDoD
goooobooooooooooooooboboooooooooooboboooooooDobo
gooooboooooooooooboooooboooooboboobooOoboooooooDboo
0d00000o0oo0-0000d/r00000000000o0ooooooooooo
goboobooboooobooboodoooooooobooobo 3bouooboonooooono
gooobooooooooooooooooooooooobooooooboboogooooo
ooooOoooUdod/r0000D00OU0OO0O0O0O0OOOUOOODDOODOOODOODOO
gobobooooobooooooooooooobooooobooboooooooOooboooDooo
goboodooobooobooooboobooooobobooooo

goboobooooooboooooooobooOoooooOoOoOoOoOoboooOoDOOoOoOoOooon
gboooboooobooooobooooboobOooOoOoOoboOoobOoboboOobOoOobOOoDo
ooooUoood/r000000000O0OO0OULOOUOOODOOOOUDODDOOO
od0oo0oUo0oooU0oOoU0oOoUo0OUO0OUOO0DUOOLDDOOOOd/rooUOO
goboooooooo

(© 2009 Information Processing Society of Japan



2081 Fuzzy Fingerprint Vault Scheme 00 0000000000000 OOOOOOOO

4. J0oo0OobOoOO0obOOoO0bOo0obOooobon

oooo sSsooOo0oooO0o00obo0 M,000000000000DODOO00O0OD
gobooooooobooboboooooboobooooooooooooooobooooooa
gooobooboboodoooooobooooooooobobooooooobooooooooboooa
goooboooooooooooooboobobooboOoboOo0ooooooOoooooDoooo
goboooobooobooooobooooboooooboooboooobOoOooDOboOoboon
U0 1ooooooboooooooooooboooobooOoooboooooa
Oo02000000 voDooooOooOoooooboooooo

go3oooooooooobooooooobooobooooooooooOooboboOooono

00100000000 000000o0oooo sooooooOooOO0O0O0O00FRROO
gboooobooooooobooboooboooooooooooboooooboooooDo
0000000000000 D0000000000 0000000000000 000
gooooooO soopoooopooooooooOooOOoODODOOO0 20000000 VOO
ooooooooooOoOoo SooooocoooooOoOCcOoO0OoOoooOoOoooOoOoooo
goooooo Mm,0b0bo0ooO0obOo0obO0obooobooboboooobboooboobboDo
goooooooooooooooooooD M0000O0DOOOODOODOODDO
gobootoooooboooobobooooooobobooboooobooo

4.1 ODO00O0OO0OO0ODOOOOOOOOOOOD

gooooooooooobooboooooooooobooooooboboooooDoo
goboooboooooobooodoboooodooooooboooobooooooooog
goboooooooooobooooob 1000000

gobooobooodoooooooooooobooOoooboooobOooooooboOoo
oooobobooboodoooooooooobo2bc0o0ooooooobobob0obooooa
M,O0O0O0O0O0DOOOM,.OO0O0O0000O0O0D0O000 M, O M,,, 000000000
doooooooooooobooobobob1bo3iooooooooobobooooobooo
oo00ooooO0oO00bobOo0oobovooOoooOOoooOob0O0O0b00000 20x31 =620
ocoooOooooOooooOoOOobobovOoooooooOooOOoOooooODOOOb0DO00 M,
gboboooboooboooooobooooooooboooobooooOoOoOoooOoobOoOoooDo
gbobooobooooooooooboobooboobobouo4000D000DOObOOOOOO
gboooooobooooooooboooboOooobOooocOobOOoobOOobOOoOooOoDo

00o0oooooog Vol 50 No. 9 2077-2087 (Sep. 2009)

12

10 .

effects of attribute inversion

number of false matches

1
0 5 10 15 20 25 30
angular difference

04 O00O0OO0OODOODOODOODO
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Fig.7 Example of adding dummy data.
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