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Assured Resistance against SQL-injection Attacks:
A Whitelist-coding Approach and Implementation

YU WATANABE! and KANTA MATSUURAT!

Because importance of information managed by web applications increases,
it is very important to assure security of web applications without relying on
ability of programmers. In this paper, we propose a new approach to assure
that there are no SQL injection vulnerabilities in a web application and intro-
duce an implementation of our method implemented using PostgreSQL. The
concept of our approach is that we can assure security of web applications by al-
lowing programmers to write programs using only predetermined secure coding
methods.
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public bool Authenticate(string id, string password) public bool Authenticate(string id, string password)

string query = “select count(*) from users where id = 7 + id string query = “select count (¥) from users where ”

+ 7 and password = '” + password + 7" ”: + ”id = @id and password = @pass”:
using (SglConnection conn = new SqlConnection (connectionString)) using (SalConnection conn = new SqlConnection (connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn)) using (SqlCommand cmd = new SqlCommand (query, conn))
{ {
conn. Open() : cmd. Parameters. Add ("@id”, id):
int result = (int)cmd. ExecuteScalar () cmd. Parameters. Add (“@pass”, password) ;
return result 1= 0 conn. Open () :
} int result = (int)cmd ExecuteScalar ():
} return result I= 0:
1
]
01 SQLIA00O0000000000D000DO0O0o0ooooooooo
Fig.1 An examples of code vulnerable for SQLIA and secure code with bind variables.
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Fig.2 Structure of web applications in our proposal.
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Table 1 Relationships between data manipulation and SQL statements in web applications.
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select count(x) from users
where

id = @id and

pw = @pw

id : 'yunabe’
pw : 'pass’

FERO=H\Y
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e
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select
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Fig.3 Overview of query generation.
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Fig.4 Conversion of a parse tree that include optional conditions.
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CREATE PROCEDURE [EMPI. [RetrieveProfilel CREATE PROCEDURE [EMP]. [Retr ieveProfilel
@Name varchar (50), @Passwd varchar (50) WITH EXECUTE AS CALLER @Name varchar (50), @Passwd varchar (50) WITH EXECUTE AS CALLER
AS AS
BEGIN BEGIN
DECLARE @SQL var char (200) : DECLARE @n var char (50), @p varchar (50)
SET @SQL= "select PROFILE from EMPLOYEE where ' : IF LEN (@Name) > O AND LEN (@Passwd) > 0
IF LEN(@Name) > O AND LEN (@Passwd) > 0 BEGIN
BEGIN SET @n = @Name
SELECT @SQL = @SQL + 'NAME = ' + @Name + '** and " : SET @p = @Passwd:
SELECT @SQL = @SQL + "PASSWD = """ + @Passwd + """ END
END ELSE
ELSE BEGIN
BEGIN SET @n = " Guest’:
SELECT @SQL = @SQL + "NAME = '’ Guest’ "' : SET @p = NULL
END
EXECUTE (€SQL) SEXECUTE ("select PROFILE from EMPLOYEE where
END NAME = :name and PASSWD = :passwd OPTIONAL')
USING :name = @n, :passwd = @p:
END

05 00000000D000D000Y00000000000000000000
Fig.5 Stored procedure vulnerable to SQLIA and secure one written with SEXECUTE.
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// BEZFIALTEDXFIIMNODOSHER & LTHASh I EHT

[BuiltinSall

public const string query = “select count () from users where id = @id”
+ ” and password = @password”;

public bool Authenticate(string id, string password)
// RDBMSIZ #4559 B 1= O DIEFMERTE 7 7 1 L SEFHEARAL
// COBREERICMACAER SN I 7 LDIREEEFND
string connectionString = LoadConfiguration (“connection_string”);
// BEEERI KA T ) FEER
// MACOERMERA T ) BT 1T 52
using (SqlConnection conn = new SglConnection (connectionString))
// RDBMSA T DBAME
conn. Open () ;
/] BFEA T rHDaAR Y KA TS H FEER
// ARV KA Tz MSOLOBE %iET
using (SqlCommand cmd = new SalCommand (query, conn))
/] REMBED/INT A —F~EZEBM
cmd. Parameters. Add ("@id”, id):
cmd. Parameters. Add (“@password”, password) :
// SQLDFEST
/] A T ) MTHUM T SNENCAREBTHASI S
int result = (int)cmd. ExecuteScalar () ;
return result 1= 0;

06 00D0O0O0O0O0OO0OO0OOOOOODOO

Fig.6 Example of code developed in our proposal.
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Fig.7 Relationship between application development and countermeasures.
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Table 2 Comparison of performances.
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Table 3 Characteristics of SQL queries in web applications.

Total | Bind  Optional Repeat Order  Other
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Employee Directory 29 25 3 0 3 0
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Online Portal 87 67 16 0 11 0
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