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An Index Poisoning Method for
Controlling File Distribution in Winny Network

MASAHIRO YOSHIDA, ! SATOSHI OHZAHATA, 2
AKIHIRO NAKAOT? and KONOSUKE KAwASHIMA !

Peer-to-Peer (P2P) file sharing networks have been widely used by millions
of users all over the world. However, these networks do not have management

mechanisms for distributing files in general. Consequently, copyright infringe-
ments in P2P file sharing networks have become prevalent. In order to prevent
illegal file distribution, an index poisoning has attracted much attention re-
cently. Although index poisoning aims to obfuscate uses by diffusing a lot of
dummy metadata in P2P networks, its effects have not been well studied yet.
In this paper, we apply an index poisoning method to Winny network, one
of the most popular P2P file sharing networks in Japan, to control the file
distribution. Our evaluation includes index poisoning in live Winny network
composed of over 100,000 active peers. In our method, the file distribution
technology of the Winny network is not denied. Moreover, our method solves
only antisocial behavior, such as a copyright infringement problem. The result
shows that our proposed method can decrease the number of query hits to less
than 0.005% compared to the case without our control. The result also shows
that our proposed method does not exert a bad influence on Winny network,
even when 1,000 files are under our control simultaneously.
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Table 4 Total number of peers that hold a file or a key.
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Table 5 Total number of query hits in control period.
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