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Secure Password-verification Function
against the Exhaustive Attack

HipENORI KUWAKADO™! and MASAKATU MoRiIif?

A password scheme is a commonly-used identification protocol that allows a
verifier to gain assurances that the identity of a user is as declared, thereby pre-
venting impersonation. For an n-bit password scheme, it is desirable that the
complexity of a brute-force attack is 2*~! at the average case. In this paper,
we show that commonly-used password schemes cannot achieve this security
because of the defective design of their password-verification functions. Specif-
ically, the password-verification functions are defective in the injectivity or the
randomness. We introduce the concept of a random injective function. Since
the brute-force attack on this function requires the complexity of 271, it is
suitable for a password-verification function. We show a theoretical method for
constructing a function that is indifferentiable from the random injective func-
tion. Furthermore, this paper demonstrates a password-verification function
based on our construction.
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Algorithm 1 Random permutation in Py,

1: function P(x)

2 if Plz] =L then

3 Plz] & {0,1}" \ Rng(P)
4: end if
5
6:

return P[x]

end function
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Fig.1 Pseudocode of a random permutation.

Algorithm 2 Random function in F, ¢

1: function F(z)

2: if Flz] =1 then
3 Flz] < {0,1}*
4 end if

5: return Fx]
6

: end function
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Fig.2 Pseudocode of a random function.
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Algorithm 3 Random injective function in G, ¢

1: function G(z)

2 if Gz] =L then

3: G[z] < {0,1}\ Rng(G)
4 end if

5: return G[z]

6: end function
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Fig.3 Pseudocode of a random injective function.
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01 000O0OoO
Table 1 Comparison of password-verification functions.
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DES-crypt 56 14271144 ?
hash-crypt oo oo ?
berypt 448 2256 > q/2%8
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Table 2 Equivarent passwords in the LM hash.
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0 3 DES-crypt 00000000O0O0OOsalt: “00”0
Table 3 Equivalent password in the DES-crypt function (salt: “007).
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