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Formal Verification of Safety on
A Cross Network Storage
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Abstract: Model based development is increasingly and widely adopted to im-
prove design quality in embedded software developments. Volatility of require-
ments in early phases of software design, however, hampers to extend the ap-
plication of model based development, because such a uncertainty makes the
model treacherous. This paper reports on a case of model based development
method using a domain specific language (DSL) to a network storage system
in early phases. The DSL is corroborated by a functional formal method and
a behavioral formal method, and a strict description and verification method
is discussed. The important thing to assure is that descriptions in each formal
method is constraints to another, respectively.
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Fig.1 Direct Conversion by a progrmmer
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Fig.2 Mapping from formal method to natural language
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Fig.3 Mapping from natural language to formal method
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Fig.4 Distributed Storage
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Fig.5 Refinement of specifications on natural language
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Table 1 Commands for communication

ooo oooog 0o oo oo
connect oo oooooogIb C—S OO0
disconnect 0O 0O — S—C 00
accept oooOo oOooooo Cc—S oo
remove oo oo0oooon S—C 00
complete oo ooooogon S—C 00
read oooog oDoog S—C 00
write oooog oDooog S—C 00
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WRITE = connect — ack_connect — (accept_write — ack_accept_write)

— (write — ack_write) — (complete_write — ack_complete_write) — disconnect
CONNECT = connect — ack_connect M (reject — STOP) M (deny — STOP)

REQUEST_WRITE = accept_write — ack_accept_write
M (ack-accept_write_error — SKIP)

M (ack-accept-write_bound_error — SKIP)
ack_accept_write_align_error — SKIP)
ack_accept_write_type_error — SKIP)

ack_accept_error — STOP) 1 STOP

o~ o~ o~ —~

I
I
M
WRITE_DATA = write — ack_write M (ack_write_error — SKIP)

M (ack_write_fatal_error — STOP) M SKIP n STOP

REQUEST _WRITE_.COMPLETE = complete_write — ack_accept_write
M (ack_accept_write_error — SKIP) M (ack_accept_error — STOP) M STOP

REQUEST_READ = accept_read — ack_accept_read
M (ack-accept_read_error — SKIP) M (ack_accept_error — STOP) M STOP

READ_DATA = rad — ack.read M (ack_read_error — SKIP)
M (ack-_read_fatal_error — STOP) M SKIP M STOP

REQUEST_READ_COMPLETE = complete_read — ack_accept_read
M (ack_accept_read_error — SKIP) M (ack_accept_error — STOP) M STOP

DISCONNECT = disconnect — STOP M (reject — SKIP)
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Fig.6 CSP Model
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class DO OO0

types

0 client_id[d = natil;
Ubobogbgn = nat;

instance variables

connection_list : seq of client_id;
write_list : seq of client_id;
oooodo - gooboocooo

operations
public
connection : () ==> Ack_connection

post len connection_list = len connection_list™ + 1;

public

write : OO0O00O00O0 = 0000000 ==> Ack_write
write(OOODOOO, OO0O) == is not yet specified
pre client_id in elems write_list

post 00000 (DOOOOO) =000O0O0O0OO;

private

test_write : OUOODOOOOO ==> Block_State
test_write(UOOODODO) == is not yet specified
pre 0OO0O0O0O <len OOOODO;

end JOOOO
07 vDM OOOOOD
Fig.7 VDM server model
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class DOOOOOOO
types

O client_id[0 = nati;
00000000 = nat;

instance variables
client_id = Oclient_id0O ;
ooood - oooooog

operations

public

dicconnection : () ==> ()
dicconnection == is not yet specified;
public

write : 00000000 = 0000000 ==> Ack_write
write(OOOODOO, OO0O) == is not yet specified
pre client_id in elems write_list

post 00000 (OOODOOO) =0000000;

private

test_write : OO0 O0O0OO0OO ==> Block_State
test_write(OOOOOO) == is not yet specified
pre OOO0O00OO <len OOOOO;

end JODODOOOOO
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Fig.8 VDM client model
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