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Recently, source IP spoofing attacks are critical issues for the Internet. Theoretical
approaches into traceback systems have been actively researched. However, with no
instances of the actual application of traceback systems on the Internet, this is yet to
reach widespread adoption. This is because multiple autonomous systems (ASs) need to
be linked to carry out endto-end tracking, and this poses a number of issues. Given these
factors, with the aim of the widespread adoption of traceback systems on the Internet in
Japan, in this paper we introduce the challenges posed by installing equipment at
multiple ASs and conduct tracking experiments in response to simulated attacks.
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