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for Probe Vehicle Information System
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In the current Probe Vehicle Information system, collected information in-
cludes the position and the time when the vehicle obtained the information.

In order to protect the privacy, a vehicle should not be identified by the col-
lected information. For the information collector, it is better to eliminate the
possibility of the attacks to the system using the information such as identity

thief or fallaciousness by malicious third party. In order to generate high quality
service, continuous information such as the travel time on a road is required.

In this paper, we proposed the anonymous authentication system for develop-
ing the probe vehicle information system considering the privacy. By utilizing
the proposed system, probe information can be collected continuously while
keeping the anonymity of the information sender. The proposed system was
designed and developed in order to verify the feasibility of the proposed system
using probe vehicle simulator.
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Fig.1 Model of Probe Vehicle Information System
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Fig.3 Concept of Anonymous Authentication for Probe Vehicle Information System
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Fig.4 Model of Anonymous Authentication for Probe Vehicle Information System
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Fig.5 Acquisition Procedure of Vehicle Information
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Fig.7 Functional Composition of Anonymous Credential Server
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Fig.8 Functional Composition of Probe InformationServer
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Table 4 Benchmark of Anonymous Credential Server
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Table 5 Measurement Result of Anonymous Authentication
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