Vol.2009-10T-6 No.6
IPSJ SIG Technical Report 2009/6/27

1. Oo0o0On0

goooooboooooooooooboooobooooboooooboooooooDbOo
goboooooobooooooobooooooooooobooboobooobboooooboobooo

oooobon
Joboobotooboobuobobooboood

o o o ot o o o oft
ooo oOof? O o o ofs

goooooooOobOO0obOOoOobDOoO0obO0ooobOOoobOOobooOoooOobDoOoDDoD
goooooooooOoobo0o0oooooooooooooooooboobobooboOoOoo
00 (Information Security Management System, ISMS) 0000000000
googisMSOOoOoOoOoOoOoooOoO0oOoO0o0o0oOooooooooooooooog
goooooobO0oooOOooo0ooo0oboo0oOoOoboOoooooooooboOooog
goooooboooboooboobobobo0oooOooOoobo0ooboOobOooboOooDbo
ISMSOOOOO0O0O0OOOOO0O000oooooooooooooooooooo
oooooooobooo

A case study of supporting
information security management systems
at Yamaguchi University
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TAKAHIRO HAaSEGAWA 2 and HiDETOSHI MIIKET

Information security has become one the most important concerns for our
society. Information security management systems (ISMSs) are human- and
computer- systems to support required security levels. Since the main part of
ISMSs comprises human activities, reducing the overhead for supporting ISMSs
is a critical issue in order to support ISMSs effectively. This papaer describes
the ISMS support processes in our university, and also addresses our know-
hows concerned mainly with utilization of information processing systems and
methodologies

0000000000000 (Information Security Management System, ISMS) 0O 0 O
gooooooboboooboooboobOoboooOOoOobDoOoobOOoboobOooDbOoo
poooooobooboobobooooobbobbbbodUooLobLboooRbbLbDDbOD
oD ISMSOOO00OO0DO000000ODY?Y0000000000000000000
00000o00ooooooooooo200000 ISMSOOOO0OO0O0ODO0OOO2008
01000 ISMS 0000000 ISO/IEC 27001 (00D OO0 JIS Q 27001%) 000 O
ggooo
ISMSOO0DO0OO0O00000000O000000000000DO00000Oo00o0oon
goboooboobooboobbooboobbooboobooboobooobooo
00000o00oooooooooooooogIsMSOodooooooooooooog
gogbooboboooboobuooboobobboobooboobobobooobooo
gogobobooboooboobooboobooobobobobobbobbobOoobooo
gogboobobooboboobooboobobobobobobbobboboobooo
gooog

ooooU0oOooOoooU0o0ooOoUoU0o00O (boooooOooooo)oooo
ISMSOOoOOoOopooOoOoOoOoOoOOoOoOoOoOoOoUUOOoOoQoOoOoOoOODOOoOoOoOOOo
0000000000000 oooooooooooooIsMsooono
gbooboobooooboobooobooboobobooooboobobooboboog
gbooboobooooboobooboobobooobooooboboboobooboobo
goboooboooboobobooboobooboobobooboobobobbobooboo
gboooogobobooooboobooooboooooooboobobooobooboog
goooboobooboobooboobobooboobobbobbobooboo

f1000000000D0OO0O00O0

Media and Information Technology Center, Yamaguchi University
t2 000000000000

Center for Information Infrastructure,, Shizuoka University
t3 0000000000000

Graduate School of Engineering, Yamaguchi University

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

goboooooooooboooooooboooooboooooooooobooooobooIT
gooobooboooooooobooooooboobooooooooooboboooooDoOoboOoo
oo0ooooooooOoO0oOoooooooU0oOOooooooOooOoOOoOoIsMsSOoooo
goooooboobooobooooooobooooooooboooooooboboooooDoOoboOoo
oobooooboo

0000oooooooooooo IsMSsOooooOoooooogoog IsMson
gooobooooooooooooooobooboooooboooooooooooobooa
gooobobobooooooboooooooooooooooooooboooooooboaa
0000000000000 000000* 00000000000000000000
goooboboboodboooooooooooooooobooooooooooooooboo
oobooboooobooooooobooooboooooo

2. 00O00OOoOoOoOooOooOoOooooOoIsMSsOoOooooooo

ooooo200400000000000000D0O0OO0OOCOODOOOeOOO1D0OO
gobobooboooooooooooooobooboOooooboobooOoooOooooobooOobOoo
gboboboobooodoooooboebbOOOOOOOOOOOOOOOOOOOODOO
gobooooooooobooooooooOoooooooooboOoooooooOooOoOoOooOoo
goooooobDoOo0ooooooooooobDOoOoOOon0on020040002009000000
gbooooboooooooboooooooooooooooboooooobooOooo oo
gboooooodoooobooooboooobooboOoboOobOoOooOobooboooo
O000oooOo0ooooOo IsMSOO0OoOooOoooooooz2060000000000
O0oooooo 20080 1000 JIS Q 27001:2006 (ISO/IEC 27001:2005) DO O0OOO0O
gooooo

ISMSOOOOoOOooooooo ISMSOOOooooooooooooooooooo
0000o00oo0o0o0o0oUooUo0oooUooUooUoOg (working group, OO
wG)0oooooooooooooUooooooooooooo wGoooooooo
ooo0ooooOoooooooowGUOOoOOooooooooooooooooooo
gboooooooobooooboooboooobobooOoboboOobOOoOoboOoboboOoDo

x1 000000000 (O)ITSCOOO0OO0OODDODODODODOODDDDDDDD0000000D00O0O00000
gooooooooooooo

Vol.2009-10T-6 No.6
2009/6/27

02000000000000000000O0DOOOOWGOOOOOOOOooooooo
(task force, 00 TF) O ISMS OOO0O0OO00D00OO00OO00OO0O0ODO0OOO0OOOOOOO
godoooooooco0oOoooooooooOooooooooIsMSOOoOoD TFOO
gobobooooooooooboobooooobooooooooooboooooooooaa
0000o0o00oooOOoooOooIsMSsOOOoooOoooOooUoOo()ooooooooo
00o0o0o0ooooo(2IsMsSOOooOooOooUoooOoooooooooooo@) ooo
goooooboooooooooooooboooooooboooooooOoooooobooa
gobooboobooooooboooobooooobooooooboooooooboooooooo
gboooooboooooooooooooa

3. ISMSO PDCAOOODOOOODODOOO

ISO/IEC 27001 00D D00 ISMSO PDCAOOOODOOODOOOODOOODOODO
O00O0O0D0O0PDCAOODOD Plan (00: 00)0Do (D0: 00000), Check (0
0: 0000000)0Act (00: 00000)00000000000000000000
00000000000000000000000000000000000000000
00000000 420000000000P,D,C,A000000000000000
00000421000 422000423000 4240000000000000000
0000000000 5000080000000000ISMSOO000O0O0ON00ODO
00000000000000000000000000000000000000000
000000000000 0000000000000000000000000000
00000000000000000000000000000000000000000
ISMSOOOODODO0O00000000000000000000000000000000
000000000000000000000000000000000

O0000O0OPDCAODOOODOOOOOODOOONOOONDNOOONOOODNOOOOO
00000000 ISMSOOODOO00O00O000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000000000000000000ISMSOO0000000000
00000000000000000000000000000000000000000
0000000000000000

PDCAOOOODOOODOOODOOONOOODOOODNOOONOON 1000000000

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

01 PDCAONOONOANOANONONONOANN
oooo oooooo
Plan ISMSO0O00000000000000 | 0000000000000000000
(oo) 000D0000000000000000 | 0000000000000000000
nfulafulafuls 0000000000000000000
ooooo
Do 00000000000 ISMSOOO00 | 0000000000000000
(oo) oo
Check 000D0000000000000000 | 00000000000000000000
(00DO0000) | D000D000D00D000000000 | 0000000000000000000
0000000000000000000
000
Act Check 1000000000000000 | 0000DO00000O0000000000
(Dooon) 000D000000000000000 | 0000000
0oD0000000000o00

00000 ISMSOOODOO0O0O000O000 ADDOOODOOODOODOO0O0OPOODO
0000000000000000000000000000000

3.1 PDCAODOOOOOOODOOODOOOODOODOOO

3.1.1 Plan(00)0000
ISMSOOOODOO000D000000000 (scope) D00 (boundary) 00000
0000000000 (00)000 (00)0000 (000)000000 (00* 000
00)00000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
000000000 421)0 POOOOO0OODO0OOO00O000O000O00O00O0000
00000000000000000000000000000000000000000
000000 (standard) 00000 (procedure) 000000000000000000

*1 00 (asset) 000000000OO0OOOODODOOODOOOODOOOOOOOOOOOODODOOODOOOOO
goooO0o0o000OoOoOO0o0000O0O0O000000O0O0O00000000000O0COO00O000OO0O0OO0
goboO0oO0oO0obO0o0O00O0OO00O00O00DOO0O0O00O0O0COO0DOOO0OOO0OO0DOOOOCOOOO0D0O
goooooo

Vol.2009-10T-6 No.6
2009/6/27

000421)00000000000000000000000 (control) 0000000
000000000DOCOAD 3000000000000000000 4.2.2)04.2.4)
000000000000000000 (00052200000 (000 6000000
00000 (000700000000 (0008)00000000000000000
00000000000PO0OOO0O0OO0D300000000000000000000
000000000000000000000000ISMSOO0000000000000
000000000D000000000000000000000000000 5000
0ooooooo
POOODDOOODOOOODOOODDOOONDOOONDOOONONDOOO (1) 0
00000D0000000000D000(2)00000000(@3) 00000000000
0000D000000000(4) 00000 (risk treatment) 00 00000000000
0000000000000000000Y 00000000000000000000
000000000000 00000000000000000000000000000
0??00000000000000000000000D000000000000000
00000000000
00000000000 A (Annex A) 00000000000000D00000000
000000000D0000D00D00000D00000000000000000000
0ISMSOOOODO0OO0O0O0D000D0000000D00000000000000000
000000000000 D0000000000PO00D00D000000000000
00000ISMSOODOO0O0D0000000000000000000000000000
0000000000
000000000000000000000000000000000000000 C
0000000000000000000000000000000 42.2a)00 4.2.24)
000000000DOD00OO0O0ONOONDN0000DN00N0NDN00DN0000N0ONonaO
00 PODOOOOOODOOODOOODOODOOODOODOOONOOODNOOOO
00000000000000000000000000000000

3.1.2 Do(00D000)0000
DOODOODO0O0O0DOO0O0OO0DNO0OO0OO0DN0O00DN00O00DN0000DN0O00ODn
0000000000000000000000000000000 422)000000
00000000000 (43.3)) 0000000000000000000000000
00000000000000000000000000000000000000000

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

00000000000000000000000000000000000000000
000000000000000000POO0O0O00O0O00000000000000
00000000000000000000000000000000000000000
PO0DOODOODOOODOOOOOO

3.1.3 Check(000O0D000)0000
CO0000000000000000000000000000000000000
0000000000000D00000000D00D000000000000000000
0000 (moniter) D000D000D0000DO0O0DODOONDNODNONOODNOOOOO
0000000000000 0000000000000000000000000000
0000 (internal audit) 00 000000000000 D00000000000000
000000000000 0000000000000000000000000000
000000000000 00000000D00000000000000000000
00000000D00000000000000000000D0000000000000
ISMSOOOO0OO0O0000000000000000000000000D00000000
0000000000000 000000000000000000D0000000000
000000D00000000000000000000000000000000000
000000000D0000000000000000000D0000000000000
00000000000

3.1.4 Act(00DD0O0)0000

AD0DODOD COO0O0OO0O0O0O000 POOOOOOOOOOOOOOOOOO0O
00000CO0000000000000000000000000000000000
0000000000000 0000000000000000000000000000
00000000D000000000000000000000000000000000
000000000000000000000 PDCAOOOOODOOOOD POOODO
000000000 ADODDOODOOOOOODO00000000000000000
00000 PDCAOOODOODOODOODNOONDOONOOONONOONOOOOOOOO
00000000000D000D000 POODOOOOOO0OO0O0 AOOOOOOOO
0ooooooo

3.2 000000000D00000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000

Vol.2009-10T-6 No.6
2009/6/27

gooooooooooooooooooooboooboboooooboooooooooDoobooo
gobooooooooooooooooooobooooooboooooooooDooboooo
000000000000000000000000000000 ISMSOOO (O0)ITSC
gooooooopooooooooOOO PDCAOOOOOOOOOOOOOOODODODOO
gooooooooon
3.2.1 POOOO
pOOODOOOOOOODOOOOOOODOOOOOOODODOOOOOOODODOOOOO
gobobooooooooooobooooobooboooobo:-1.00bo0ooooo0boboooobobooo
0oo0o0o00 )oooOooo0oo@Ooooooo, @yooooooog, (v)yooo
0O,(v)000o00o00oo00oo0ooo0oo0ooU0; 2. 00000000000 0O0OO
o0;3. 0000000ooobooooobooboooooooooooboooooooDobooo
goooooooooooooooooooooooooooboooooooooooDoboo
goboooooooobooooooooDo
gooooooobooobooobobodoooooboobooboobooboobobobogooboo
gooooooboooboooboboooobouooobooboobobobobOoooboboODOo
goooobooooooooboooobooboooooboobooboOobooDbOoOoO
oooo0oooO0oo0ooDO0oo0oLoO0ooOUO00OD (0o PO)ODOOOODOODOO
gooooboooooooooooobooooboooooooobobooooooooooo
goooooooooooooobooooooooboobob0oooooDoobooooooObOoo
oIsMSOOOOQoOoOoOoOoOoOoOoOoOoOoOoOoOoOoOOOODDOOODOODOOOOOOO
goooobooooooooooooobooooooboooooooobbooooboo
goooobooooooobooobooooooobooboobooDoooOobooboooD
goooooboooooobooooooooooooboooobooooooDoobooooooDobOoo
gooooboooooooooooobooooooboooooobbooooooooboOoooo
goboooooobodooooobooboooboboooooobooooonooo
goboooobooboodooobooooooooooboooooooooooooonoa
0oo0* 0000000000000 00000000000000000000000

x1 0000000000000 000000000C0O0O0000O0O0O000O0O000O00O0COOOO0OO00O0O0AO0
goooO0o0o00oO0o000000O0000000000000O0O0O00000000O0OOOO0O0O0G0O0O0AO0
000000 LDAPOOOOODOOODOOOOOODOODOOOOOODOOODOO0OOOOODOOODO
gooooooooooooOoOoO0O0OO0OO0OO0O0000O0O0O0OOOOOOOOOOOOOOOOOOOOOO000

(©2009 Information Processing Society of Japan



IPSJ SIG Technical Report

goooooooooooboobooooooooobooboooooobooboooooDbooDboo
goooboooooooobooooooooboooooooooooobobooooDoboo
gooooooooooooooooboboooooobo0ooobooboooooDobooOoo
goooobooboooooooooooooboooobobOoooooobooooooDoobo
gooooooboooooooobooooooboooboobooobboobDooDboo
gooooooooooobooooooooobooooobooboboOoboooooobo
gbooobooobooooobooooboooboooooooooobooboonooon
gobooobooodooobooodoooobobooboooooooooooooboooa
(0obO)ooUoOooUOOoOOOLOO0oOUOO0oOU0O0ODOO,000000000DO0ODO0ODOO
0000000000000 0Y 00000000000 00000000000000
gooobobooodooooboooooooooooooooooooboooooooboOoa
ooboooobooooboooooooooo

3.2.2 DOOOO

boooooooooooooooooooobooOooooooOoboboboOoooooon
oobooooboooooobooooboooooobooooooooboOoooboboOooon
gooobobooodoooooooooboooooooooooooooooooboooOoo
gdoobobooooooooooooboooooboobooooooobooooooobooa
dooboobooodooooobooooooboooooooboboobOboOoOoooDoOoboOo
oooooobooboooboooooo

3.23 CUOOOO

goooooooooodoooboobooooooboOooooOoobOOoOooobooOoOooooboo
0000000 000o0o0o0oooooooUoooooooo ISsMSOOoOooooooo
udooobobooodooooooboooooooooboooooboooOoooOooOoooooDoobooo
oobooodooooooooobooooooooOooobooooooooOooOoobooOoo
oooooboboooooooboooooboooooouooooboOooooboobo 10000103
goboooooooooooooooooooooooooooboobo 4050000000
ooboooobe9obouobobodoboOoOboOO0obOO0ObObObOOO0ObOOObOOOODO

goooo0o0oooo0o0oO0o0oooOoO0o0o0boOoOoO0o0O0boOoO0000O0O00000O0O0O0O0O0O0O0GBOOO0
gobo0o0o0ooO0o000oO0000000000000O000O0O0000C0O0O00O00O0O0O00O0O0O0O00O00O0AO0
goooooooo0oooboOoO0oO0bOO0OO0O0O0OO00O00O00DbOOO0O0O0DOOO0O0O0DO

x1 00000000000000000000000O0

Vol.2009-10T-6 No.6
2009/6/27

1 gooooo 4.2.1 a)

2 gooooo gooooOoOoooooooOoO0o0oO00ooooooOoon
gooobooooooo 00oo0ooooooooIiIsMsS0DOoo0oooooooooooo
gooboooooooooOoOoOoooooooo

w

4 [ DooDoooOOO 000
I IEEEEEE 000000 03-10ISMSOOO00O000000000000D0
6 | DOOOO oo

7 | oo A(0D)

BIEEEEEEEEE 0000000000000000

9

ooooooo goooo

01 00000000000000: 103000000000000000000;40500000000000
0000000;60900000000000000000(00: 000000000000000000
ooooo)

oo oo

ISMSOOOoooooooo

oooooooo

ooobo0ooOooOoooooaoo gooooooooo

oobooooooo

ooooooo

ooooo

N o|g ke |wN| =

000000000000000000000
@o)

0

ISMSOO0O0O00O00D00000D goooooooooooo

9 | ISMSOOOOO0O0O0O goooooooooo ciooooo

10 oooooOoooooo

11 ooooooo

02 0D0000000000O0D0O0O0

oooobooooooooooboooobooOobooouoobboooboooobooOoooooo
oboooobobooooooooboooobooobooooobooo
oooooooooooooboooooooo v200000 200000000000
Oclooioo0ooooooooooooooooooooooooociooooon
oboodoobooobobodoooooboobooooboooooooooboboOobooOooo
O0000oo0O00ooO0o0o0ooooooooooooooo cloooooooooo
obooboobooooboooboboOoboo 3bo0boooouoboobooobOooboOooon
gobooooooooobooocooooooboOoboO0o0ooobooobooOoCcboOobOoOoonosaoa

(©2009 Information Processing Society of Japan




IPSJ SIG Technical Report

oo oooo oo
1 ISMS O Ooo0ooooooooooo ooooooo Ooboooooobooooooonoo
0oooo oo oooooooo
oooo 0 0o000o00ooo0oooooooo 00o00000000O00O0ooo0oo
0 oooooooooooOoOoOoooooo ooooooooooo
0 00000000000000000000 0 00o000oO0o0ooooo
ooooooono 00o0000o0oO0o0oOobooonoo
ooooooooooooo
0ooo
2 oooo 000000000000000000000a0 0O PDCAOOOODOODODOOOO
oooo 0 ooooooooo ooooo
0 000000000000o0o0000o0o00 Oooo
ooooo 0O PDCAOOOODOODOOOOO
ooooo
3 oooo 0 0o0oo0o0oobooooooooooooo gooooooo
oooo gooooooo
oooo
ooo
03 J0000000000ooo0ooo (1): 000ooooo (00)
oooooon:

e J0:0000O0O0O0O0ODODODOOOOOODOOOODODOOODODOOOODODDODO
oobooo

e J0:000D0O0O0DOOUOOOODOOODDOOODOODODOOO
e J0:000D0OO0O0DOOUOOOODOOODDOODOOODOOOO
e J0:000D0OO0ODOOUODOOODOOODDOO

e I0:00000DODOOO0ODOODOOODOOOOUOODOOODLODOOODODDOOO
gobooobooooooooooon
gooooobboooboboobo 40000
3.24 AOOODO
AJ0O0O0OODOOOOOOODOOOOOOO0O0OOOOCCOOOOODOD PDCAOOOO
ooboo0pO0O000 TFODOOODOOOOOODDO

4. J0O0OOooOoOoOooOd

ISMSOOOO0O0O000O0000O000000000000DoO0oooDo0oooO
goooobooboooooooobooobooooooooboobooodboooooooooa

Vol.2009-10T-6 No.6
2009/6/27

(a) ISMSODOOODOO

00 (wooooooog) goooo gooo

000oo0ooooooooo (1) oo gooooooooOoOoOoO0oOoooooooo
oo
goooooOoO0oO0oOoOoOoOooooooooo
go0ooo0oooo0OoO0o0oO0oOobooOoO0oO00on
goooo
gooooooooOoOoOoooooooooo
oooooooboooo

0oooo IIsMsSOoOoOoOooooooooao
go0ooooOooo0ooOobooOoooobooo
gooooooooooOo0oOoooooooo
gooooooIisMSOO0OO00oO00o0ooD
go0ooo0o0o0000000000000
gooo
gooooooooobooooooooo
go0oOo0o0o0o0oO0o0O00b0O0000D
goooooooooOoOoO0oOoooooooo
g0b00oo0O0000000000000000D

00000000 (1,4) 0o

00000 (4) oo

ISMS OOO00O (6) oo

oooooo (6) oo

oo (6) 0o
oooo (1) 0o

04 0O0O0000O0DDDOOODODOOO (2): 0000 (DOOO)

goooooooooooooooooooooobooooooooobooooooooboo
o000ooO0oOooo IsMSOOOOOooOOoOooOooIsMSOOOOO PDCAODOOO
goooooooooooooooooooboooooooooobooboooooooooDboo
gooooooooocoOoOoOooooooco IsMSOOOoOoOoOoOooooooooooo
0oo00o0ooooooooooooOOoOoOoOoOoOoooooooooOoooOoIsMSooOooOoO
gooboooooooooooboobooboooobooboooooboobooooooDbobooOoo
gooooooooooooooobooooboo

ug o0 0 0

1) o0o0o0oooooU0ooooUooUooooUoOoooUoUoOooDoUoOO
00o00oU0oOooooo ITOO0O0OO0OUOOoOoooooO (2007).

2) 000000000D0OU00O0O0O0O0O0O0O0OO0O0O0ODS004000000 (2004).

3) JIS Q 27001: 2006 (ISO/IEC 27001:2005): 0000 -000000O00 -00O
0000000000000 00000000o0oooOoOo (2006).

4) TR X 0036-3:2001: ITO 000000000000 OOO0OOOOO30:ITOOO
O0o00oUo0o0oUoUooOoooUOoOoooOO (2001).

(©2009 Information Processing Society of Japan





