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An Anomaly Detection of Process Behavior by analyzing
Sensitivity on Information Entropy of System call

KoHEI TATARA, 1 YosHiakl Horg, 213
JuNicHl TAKEUCHIT?3 and KoulcHl SAKURATT2T3

Recently, there are many reports of malwares which intrude and cause dam-
ages to computer systems. Many researchers work on monitoring a process
and its history of emitting system calls and detecting its anomalous behavior
because malwares often take away control from the process in their process
of intrusion. In this paper, we focus on conditional probability of a system
call came from a set of system calls executed at fixed periods and construct a
Markov model by using its conditional probability. Moreover, we compare an
information entropy of the system call and an expected value of the entropy
from the Markov source. If its difference is higher than a threshold, we can de-
cide anomalous behavior of the process. We experimentally show effectiveness
of our proposal by comparing with the existing method.
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local buffer fp ret

‘J attack code ‘ ‘ ‘ ‘ ‘
;‘ high addr.

01 0000o0o000000O00000O0000DOOO0O0O0DOO0

arg.1, 2, ...

low addr.

0d00bOO00O0bO NODDOOOODOODOOoOoOoDODbOoooboOoOooobobooooboooo
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open
stat mmap
mmap stat
write write

0 2 sparse Markov tree 00 6) (4-gram 00O 0)

next state current state

close (6)
stat { close, open, read }
mmap { open, read, stat } open(5) y O—O stat(106)
close { read, stat, mmap } read (3) (X, | 7(X"))
mprotect { stat, mmap, close }
munmap { mmap, close, mprotect } (X ”:ID )= {close, open, read},
socketcall { close, mprotect, munmap }

Xi = stat

gettimeofday { mprotect, munmap, socketcall }

03 000 D=3000000000000000000000000000000O00O

O000oo0o0o0ooo0oonA0O0OOOOOOooOOOOO

H(Xe|n(X{Z)) = E[~log P(X:|r(X;Z1"))] A = E[~log P(Xi|n(X{Z1))]
0D000ADO0DOD ==Y D APXm(X{D)
Xe n(x{=D)
A=~ lim ——log P(XpXi1..Xy) X P(m(X!"P)) 1og P(X:|n(XEZP))}
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Table 1 Details of data sets for experiment

Program # of seq. # of seq. for training # of seq. for testing # of proc.
ftp 181,661 33,440 146,863 (1,358) 5
ps 11,047 4,112 4,477 (2,458) 11

login 18,586 6,128 7,611 (4,847) 13

sendmail 151,395 73,491 69,618 (8,286) 34

named 115,724 33,491 80,443 (1,790) 4
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B, = ket ~ 108 P(Xukn [r(X[Tp 1))
D

(3) |[A-B/>T(T:00)0000000000000000000000O0.

4. DO00OO0OOOO0OOOODOOO0OO0

3000000000000000000000
41 000OOOOOOOOO

Forrest 0000000000000 00000000000OO0O0O0O0O0O0O0O0OO0O
000000000000000000»¥00000N-gram000000000000
0000000000000000000Y. 000000000000000000000
Web 0O0OOOOO0O0O0*000000000000C0C000000000000000
ooooo
00000000000 0500000000 ftp, ps, login, sendmail, named0 0 0 O
00000000000000000000000000000000000000000
0000000000 4ivedata” 000000000000000000000OOOO
“synthetic data” 000 0000000000000 00000000000000000
00000000000000000000000 100000000000000000
000000C00O00000000 N-gramOOOO0OO0OOOOOON=60D =5000
07000000000000000000000000000000000000000

*1 http://wuw.cs.unm.edu/" immsec/data-sets.htm
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Fig.4 The experimental result (ROC curve) using ftp data set(N = 6, D = 5)
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Fig.5 The experimental result (ROC curve) using login data set(N = 6, D = 5)

N-gram 000000000000 000000ON =60007000000 Hofmyer
0000000000000 ROCOOOOOOOOOOOOOOOOOO “live data” O
“syntheticdata” 0 0 0 0000000000000 O0O0CCOOCOCOOO 10000000
gobobooooooooooooooobooooboooDobOonog4,5,6,7, 8000000
0000000000000 000000000000 Hotmyer 00000000000
oooooooono

0D408000000000ftp0 named 000000000000 O0O0OODOOOOO
OOO0O00O0D00OO0O0OOlogin, psO True positive 0000 000O0O0CCOOODOOOO
go0b00o0obO0000 NgramOOOOOOO0OOODOOODOOODOOOOODOOOOO
oooooOOo0oooobOOO00000O00000obooooOoOO0OO00O00oooooOoODn
OO0OO0Onamed, sendmaild000000000000CODOOOOOOOOOOOOOOOO

DDDDDDDDDDDDW(X::P)DDDDDDDDD X;0ooooooooooooo

Vol.2009-SE-164 No.28
Vo0l.2009-EMB-13 No.28
Vo0l.2009-CSEC-45 No.28
2009/5/29

0.12

T T
our proposal —+—
Hofmeyr etal. ---x---

01 | ]

0.08 |- 1

Average true positives rate

0 L L L L L L L L L
0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0.0035 0.004 0.0045 0.005
Average false positive rate

06 ps0000000000OO0O0ODDOODOOOROCOOMMN =6,D =50
Fig.6 The experimental result (ROC curve) using ps data set(N = 6, D = 5)
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Fig.7 The experimental result (ROC curve) using sendmail data set(N = 6, D = 5)

gbooobooooboooooboooboobooobooooboOobooboOoooobooooo
gooooooooooooooboooooobooboOoobooboobOoboOoooooobooOboOoo
gooboboboodooooobooooooboooooboboooooooooooobooo
goboooooboooooooobooobobooo

Wagner 00 0000000000000 0O0O0O0O0OCOOOOOOOCOOOOOODOO
EII:IDDDDDDDDDDDDDDDDDDDDDQ>.DDDDWagnerDDDDDDDDD
0000000000000 00000000000000Y000000000000
goooboooooooooboooooboooooooboboobobooboobooooo
gooooooooooooooooooobooooooboooobooooooooboo
goobooooooooboocoooooobooooooooobooooooooOooooobooOoon
goboobooboooooootooooooooooOoboOoooobobooOooOooobUoooDbbooo
gbooobooodooooobodooboobooooboooobooooooobooooa

Vol.2009-SE-164 No.28
Vo0l.2009-EMB-13 No.28
Vo0l.2009-CSEC-45 No.28
2009/5/29

T
our proposal —+—

Average true positives rate

0.04 0.06 0.08 0.1
Average false positive rate

08 named 0000000000 DO0O0OOOODODOROCOOMMN =6,D =50
Fig.8 The experimental result (ROC curve) using named data set(N = 6, D = 5)
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