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Abstract An internal security problem means the problem about security matters caused by users on the inside
rather than outside intruders. In particular, the one caused by system administrators would bring grave conse-
quences. We have proposed an automatic administration system to solve the problem. This system consists of
recognition function, decision function and response function. In particular, this paper focuses on the decision
function and formalizes it. Knowledge on computer network is established by administrator and the process of
improvement is shown in order to indicate the validity of the formulation of the knowledge.
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Table 3 Knowledge about observable events K,

command message value
ping OWN_IPADDR succeeded X1 =1
no answer X1 =0

ping 127.0.0.1 succeeded Xo=1
no answer Xo=0

ping OWN_HOSTNAME succeeded Xs=1
not resolved X =0

no answer | (X1 =0)N(Xe=1)

ping localhost succeeded | (X2 =1)N (X9 =1)
not found X =0

no answer (X2=0)N(Xg=1)
grep OWN_HOSTNAME succeeded Xr=1
/etc/hosts not found X7=0
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Table 2 Knowledge about causal relation between events K,

event | name

child

X1 | ping OWN_IPADDR is succeeded

XoN XzN Xy

X IP network function is installed —

X3 | NIC is available

X4 | setting of OWN_IPADDR is proper -

K, = {a17 az, a3}7

a1(X2) = 1, GQ(X4) = 1, a3(X7) = 1 (6)
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NEZLENS. MW TIE U & K, 520118 a € K,
FERTNE XD EHET S, HlE, P as 2358
RUTET DL, TNZIEEBRMIERAIT 5. JEERNTL
MEN, XD TBNEMTENMTDNS. COBIDRRE,
ping QWN_HOSTNAME no answer] MREENIzLd%. 2D
LEX| (Ko, K,), U BRDES KB,

X | (KOJKG') = (07 ¢7¢7 ¢7 07 17 1707 ¢)7
U=1{1,2,34,5) (7)
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R
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[ grep OWN_HOSTNAME ]
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[not found] (X7 = 0)
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X | (KO,KT) = (0, 11¢70707 11 11071)7

U={1,3,4,5} (8)
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ping OWN_IPADDR is succeeded M E 1,

X | (Ko, K;)=1(1,1,1,1,1,1,1,0,1),

U=20 (9)

Lo, HEETE Ky Ziicd &5 IdEEENS.

X5 | ping OWN_HOSTNAME is succeeded X1 N Xeg

Xe | OWN_HOSTNAME is resolved properly X7 U Xg

X7 OWN_HOSTNAME is descripted in /etc/hosts —

Xg | setting of DNS is proper -
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