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Kenji OTSUKA® Kiyoyuki KODAMA® Yuuki KINUGASA® Kazuyuki YOSHIDA '
"Department of Computer Science and Intelligent Systems, Oita University
" Center for Academic Information and Library Services, Oita University

There are a lot of scan attacks which look for state of the server or check on service. Scan attacker send
TCP connection request to random destination address, so there are seldom answer for them. For this reason, we
can detect scan attack by count the number of failed connection request. However if we refuse detected IP
address with firewall etc, a problem may occur for attacks like TCP half open attack with fake source IP address.
We implement the system which detected scan attacks that we confirm source IP address is not camouflaged for
TCP connection demand, and connection successfully or not establishes. In this paper, we describe this attack
detection technique and its effect.
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attack sipb263148.144
sp3932 —>dip133.37. 30 dehd060 state EXIST Sun Feb 8 06:29:58 2009
sp3713—>dip133.37. 30 dpbhd4060 state EXIST Sun Feb 8 06:27:11 2009
sp3bE2—>dipl133.37. 30 debhd060 state EXIST Sun Feb 8 062442 2009
so3397—>dip1 33327, 30 dpbhdlE0 state ABSENT Sun Fek 8 06:232:068 2009
spd3d9—"dip1 23337 30 dehd060 state EXIST Sun Feb 8 05:40:44 2009
sl 96—2dip1 3337, 30 dehd060 state EXIST Sun Feb 8 053826 2009
spdl1 3—>dipl133.37. 30 debhd060 state EXIST Sun Feb 8 053615 2009
sp387d—">dip1 3337, 30 debhdlE0 state ABSENT Sun Fek 28 05323434 2009
sp3699—">dip1 33237, 30 dpbhdlE0 state ABSENT Sun Fek 28 05:31:328 2009

4 VAThAuy
attack sipb0 238.93.161

sp2287—rdip133.37. 133 dpb3 state:RSTSCAN Sun Feb 8 00:33:31 2009
sp2282—rdip133.37. 133 dpb3 state:RSTSCAN Sun Feb 8 00:33:31 2009
sp22 2—>dip133.37. 133 dpb3 state:RSTSCAN Sun Feb & 00:33:31 2009
sp2dd—>dip133.37. 133 dpb3 state:RSTSCAN Sat Feb 7 235510 2009
sp2D3l—rdip1 3337 133 dpbs3 state:RSTSCAN 5at Feb 7 235510 2009
sp2D2o—rdip1 3337 133 dpb3 state:RSTSCAN Sat Feb 7 235510 2003
5 DNS~D7T 7 k&R
attack_sip 7 7.202 102 253
SpEE3IZ2—>dipl 333 F. 83 dpl 729 state BEXIST Sun Felbh S 091 0258 2009
SpE307F—>Fdipl 3337 83 dpl 729 state ABSEMT Sun Felbh 8 052925 2009
Sttack_sSipB0.39.1 35 723
spl F1E58—>dipl 333 7. 83 dpl 7209 state BEXIST Sun Febh S 0543501 4 2009
spl G27a—>dipl 3.3 7. 83 dpl S728 state  ABSEMT Sun Felbh S8 051 950 2009
Sttachk_=sip:E1 2.1 4221
Sl S0 —>dlpl S5 57 850 dpl S 7258 state EXIST Sun Feloh S o911 a: 55 2005
spEa3R=Z—>dipl 3337, B3 dpl V29 state  ABSERT Sun Fekbh S O4:00:42 2005
attack _sipE1 32 109 85
spd593—>dip:1 33.37. 83 dpl 57259 state BEIST Sun Fehbh 8 OS:259 a1 Z200s
sp3824—2dip:1 33 .37. 83 dpl 57259 state BEEIST Sun Felhbh 8 08 0O58 23 Z200S
attack_sip81 43 58 228
sl 8581 4—>dip1 33.37. 83 dpl 57258 state EXIST Sun Febh 8 O4:22 00 2005
spl S099—>dipl 3337 83 dpl 7209 state BEXIST Sun Felbh 8 O3S 0:350 2009
attack_SsipES1 9217547
spE715—>dipl 33 .37 83 dpl 5728 state BEXIST Sun Feb 8 05221 4 2009
SpA0s7TA—>dipl 3337 83 dpl 5728 state  ABSEMT Sun Feb 8 O7:1 31 0 2003
attack_ SipEB3. 34073195
spl A0E—>dipl 3357 83 dpl ST29 state EXIST Sun Fehbh S 031 6353 2003
sSspES7FIa—>dipl 3337, S35 dpl STE9 state EXIST Sun Fehbh S 0O=2Z:351 40 2003
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[2] Snort : http://www.snort.org

[3] Bro : http://www.bro-ids.org

[4] J.Postel, “Transmission Control Protocol”, RFC 793,
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