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Scan Attack Detection using the Counting of TCP Connection Request 

with Pseudo SYN-ACK Reply. 
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There are a lot of scan attacks which look for state of the server or check on service. Scan attacker send 
TCP connection request to random destination address, so there are seldom answer for them. For this reason, we 
can detect scan attack by count the number of failed connection request. However if we refuse detected IP 
address with firewall etc, a problem may occur for attacks like TCP half open attack with fake source IP address. 
We implement the system which detected scan attacks that we confirm source IP address is not camouflaged for 
TCP connection demand, and connection successfully or not establishes. In this paper, we describe this attack 
detection technique and its effect. 
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