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Abstract Botnet hosts, which can be controlled by malicious operators for executing DDoS attacks or spamming,
have been one of the major concerns of Internet security. One of the promising approaches for detecting those hosts
is monitoring DNS traffic and detecting botnet-infected hosts by using black domain names. However, black domain
name lists obtained through these methods may have a problem in their accuracy in that they do not cover all
domain names caused by botnets. In addition, they may contain domain names that are not involved with botnet
activities. In this paper, we propose a method to improve the accuracy of a black domain name list by using a DNS
query graph, which composed with nodes of hosts and domains edeges representing query-relationship. Intuitively,
domain names resolved by hosts that resolve many black domain names are also expected to be black, and domain
names resolved by many hosts that do not resolve any black domain names are expected to be white. Thus, the
DNS query graph indicates to us which domain names might be black or white. We also propose approximating a
graph kernel value with random walk sampling because calculating a graph kernel requires operation of adjacency
matrices of graphs, which may be difficult for huge graphs. We experimentally applied the proposed method using
a black domain name list and DNS traffic. The result shows that most of the white domains mislisted as black can

be removed.
Key words DNS, Botnet, Graph Kernel
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1 DNS Query Graph
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# 1 Score ratio of domains not in the black domain name list

# 2 Score ratio of domains in the black domain name list (top20)

(top20) Rank | b(4) | w(y) s(j) | Domain (j)
Rank | b(j) | w(j) | s(4) | Domain (j) 1 1.259 | 558.330 | 0.002 | wpad

1 0.089 | 1.200 | 0.069 | nadsam0.info 2 1.100 | 232.460 | 0.005 | www.google.com

2 0.062 | 1.110 | 0.053 | proxim.ntkrnlpa.info 3 1.064 | 153.730 | 0.007 | download.windowsupdate.com

3 0.043 | 1.010 | 0.041 | qualitydrug-store.com 4 1.171 1 93.470 | 0.012 | time.windows.com

4 0.041 | 1.000 | 0.039 | £bi32.cheapdf.com 5 1.176 | 64.900 | 0.018 | www.microsoft.com

5 0.041 | 1.040 | 0.038 | d.Felony-Productions.net 6 1.010 | 19.730 | 0.049 | crl.microsoft.com

6 0.037 | 1.060 | 0.034 | ksacoool.com 7 1.067 | 17.870 | 0.056 | checkip.dyndns.org

7 0.037 | 1.080 | 0.033 | tassweq.com 8 1.013 | 10.820 | 0.086 | download.microsoft.com

8 0.027 | 1.040 | 0.025 | pop.comcom?2. com 9 1.009 | 10.650 | 0.087 | csc3-2004-crl.verisign.com

9 0.027 | 1.050 | 0.025 | 20.20.140.59.1in-addr.arpa 10 | 1.005 | 9.240 0.098 | google.com

10 | 0.029 | 1.150 | 0.025 | jns.dns02.com.ar 11 | 1.024 | 9.010 0.102 | crl.verisign.com

11 | 0.037 | 1.470 | 0.025 | smtp3.google.com 12 1.008 | 8.230 0.109 | www.yahoo.com

12 | 0.037 | 1.480 | 0.024 | smtp2.google.com 13 | 1.016 | 6.680 0.132 | windowsupdate.microsoft.com

13 | 0.028 | 1.160 | 0.023 | jns.dnsO1.com.ar 14 | 1.003 | 4.830 0.172 | msn.com

14 | 0.041 | 1.730 | 0.023 | smtpl.google.com 15 1.017 | 4.050 0.201 | mx1.hotmail.com

15 | 0.025 | 1.090 | 0.022 | ovbijkbqgr.hn.org 16 | 1.013 | 3.770 0.212 | mailin-03.mx.aol.com

16 | 0.025 | 1.120 | 0.022 | oegona.hn.org 17 | 1.016 | 3.580 0.221 | mailin-01.mx.aol.com

17 10.022 | 1.030 | 0.021 | webipcha.cn 18 1.062 | 3.580 0.229 | mailin-04.mx.aol.com

18 | 0.022 | 1.010 | 0.021 | fumegb.yi.org 19 |1.014 | 3.220 0.239 | mailin-02.mx.aol.com

19 | 0.024 | 1.100 | 0.021 | nnkpuji.hn.org 20 | 1.019 | 1.340 0.432 | microsoft.com

20 ] 0.022 | 1.020 | 0.021 | ufyimtttqwh.afraid.org
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(1] J. Kristoff, “Botnets, detection and mitigation: DNS-based

techniques,” Information Security Day, Northwestern Uni-
versity, July, 2005.
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# 3 Score ratio of domains in the black domain name list (top20) (NLC2004-126),2005 4 2 A.

Rank b(]) w(]) s(]) Domain (_]) [7] /J:B]\I#’ :’Eﬁgﬂ:ﬁ, %ﬁ'{%{:, M}Zf%ﬁ(ﬁ:, “ﬁ“*’{bifé;&mbz::%i*ﬂq
1 0.204 | 0.001 | 0.997 | £bi32.cheapdf.com ﬁ!%iiz\% };OZS ﬂi\;\}g ZOJE?.UD Reft,” BRI 14
2 0.205 | 0.001 | 0.996 | d.Felony-Productions.net
3 0.142 | 0.001 | 0.996 | czyzmd.dynserv.com
4 0.155 | 0.001 | 0.996 | qualitydrug-store.com
5 0.146 | 0.001 | 0.995 | ufyimtttqwh.afraid.org
6 0.144 | 0.001 | 0.995 | fumegb.yi.org
7 0.126 | 0.001 | 0.995 | fynfrmil.hn.org
8 0.127 | 0.001 | 0.995 | wmzztcd.3-a.net
9 0.125 | 0.001 | 0.995 | zgptrlup.dynserv.com
10 | 0.157 | 0.001 | 0.995 | ksacoool.com
11 | 0.127 | 0.001 | 0.995 | hhviuirfg.hn.org
12 | 0.127 | 0.001 | 0.994 | svoawdtq.afraid.org
13 | 0.126 | 0.001 | 0.994 | kbgapiqvmp.afraid.org
14 | 0.123 | 0.001 | 0.994 | gojzqd.1dumb.com
15 | 0.127 | 0.001 | 0.994 | zibjyomx.hn.org
16 | 0.126 | 0.001 | 0.994 | shgkbrhyq.dynserv.com
17 | 0.156 | 0.001 | 0.994 | tassweq.com
18 | 0.144 | 0.001 | 0.994 | yotppbxot.yi.org
19 | 0.126 | 0.001 | 0.994 | wsytggh.afraid.org
20 | 0.126 | 0.001 | 0.994 | awohxoxhz.afraid.org

# 4 Score ratio of domains in the black domain name list (top20)

Rank [ b(j) | w(y) | s(j) | Domain (j)
1 0.385 | 1.256 | 0.235 | download.windowsupdate.com
2 0.387 | 1.257 | 0.235 | www.google.com
3 2.718 | 8.492 | 0.242 | wpad
4 0.038 | 0.113 | 0.249 | crl.microsoft.com
5 0.013 | 0.039 | 0.251 | csc3-2004-crl.verisign.com
6 0.008 | 0.021 | 0.267 | google.com
7 0.243 | 0.590 | 0.291 | time.windows.com
8 0.030 | 0.067 | 0.312 | download.microsoft.com
9 0.178 | 0.366 | 0.327 | www.microsoft.com
10 | 0.025 | 0.051 | 0.331 | crl.verisign.com
11 | 0.002 | 0.004 | 0.351 | msn.com
12 | 0.012 | 0.020 | 0.386 | www.yahoo.com
13 | 0.044 | 0.050 | 0.471 | windowsupdate.microsoft.com
14 | 0.002 | 0.002 | 0.520 | mailin-03.mx.aol.com
15 | 0.003 | 0.002 | 0.559 | mailin-02.mx.aol.com
16 | 0.004 | 0.002 | 0.597 | mx1.hotmail.com
17 1 0.003 | 0.002 | 0.601 | mailin-01.mx.aol.com
18 | 0.001 | 0.001 | 0.619 | www.whatismyip.org
19 | 0.231 | 0.122 | 0.654 | checkip.dyndns.org
20 | 0.003 | 0.001 | 0.804 | www.showmyip.com
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