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Abstract: MyJVN is framework for exchange of security information and automation of vulnerability countermeasure.
Currently, MyJVN has a Web service API that is based on CPE (Common Platform Enumeration) as a structured naming
scheme for products. And most of security information of MyJVN is deployed as human readable documents.

It is necessary to improve the security information service environment for automation of vulnerability countermeasure.
In this paper, firstly we will explain the specification and applications of MyJVN. Secondly, we will introduce our
feasibility study of OVAL (Open Vulnerability Assessment Language) for MyJVN.
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EBETDHT7VL—LU—ITHD. 2008 4F 10 AFF
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® JVNRSS (JVN RDF Site Summary)[13]
® mod_sec (Qualified Security Advisory

Reference)[14]
® VULDEF (The VULnerability Data publication and
Exchange Format data model)[15]
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OVAL TANE Y TRFITEETD
EE-ERE OVAL E&— %% XML TRE
getOvalList 3.
http://jvndb.jvn jp/myjvn?method=get
OvalList& cpeName=cpe:/a:;jvn*
OVAL M9 D OVALEET —¥ & XML
EET—FRE X TERET 5.
getOvalData http://jvndb.jvn jp/myjvn/MyJVN ?me
thod=getOvalData&ovalid=oval:jp.ac
.chuo-u.ise.jvnrss.oval:def:9009

5 740481 U5 BERIREY—ERD
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RETIE, 740VEY) U IRIFEREHRY—E 2D
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SWEF N—YavrFxyZY—lii Web 7T 7%
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<states>
<file_state id="oval:jp.ac.chuo-u.ise.jvnrss.oval:ste:1001" version="1“
xmins="http ://oval.mitre.org/XML! ] definition:

<version datatype="version“ operation="equal">10.0.12.36</version>
<[file_state>
</states>

2 :Flash "\—Y 3 Y OVAL B& T — 4 (kFY)

K 3:SWFNN—TavFxylY—LORRKER
(A= 3 B OHE)
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STWBEEIITE, VIR R F—
"NoDriveTypeAutoRun" DfEIZ OxFF 2338 E ST
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EEO—EMZIRTT 5 L IEIZ, JavaX—R D GUI
Y= NEEEY A DY 2 REMCTS.

<objects>
<registry_object id="oval:jp.ac.chuo-u.ise.jvnrss.oval:obj:3002" version="1%
'NoDrive Typ value Is not xFF“
xmins="http //oval.mitre.org/XMLSchema/oval-definitions-5#windows">
<hive>HKEY_LOCAL_MACHINE</hive>
<key>SOFTWARE¥A
< NoDrive Typ
<Iregistry_object>
</objects>
<states>
<registry_state id="oval:jp.ac.chuo-u.ise.jvnrss.oval:ste:3002" version="1"
drive Typ value is not xFF"
xmins="http://oval.mitre.org/XML! definitions-5#
<value>256</value>
<Iregistry_state>
</state s>
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FIV)

MyJVN Web APIDHLIR R ¥ » KT 5 getOvalList
L getOvalData # /1 L THf& L7 OVAL BE&ET — %
ZAVWT VOR NI REBEOTF =y 7 2 EMHTS.
LURAMUREMBDPDA VR F—LENTNG L ¥
ELEHEITE, A VA =V ENRTWHRED—
BHERTTD.
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<?xml version="1.0" encoding="UTF-8" ?>
<Result xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://jvndb.jvn.jp/myjvn/Productlist"
xmins:status="http:/jvndb.jvn.jp/myjvn/Status’
xsi:schemalocation="http://jvndb.Jvn.jp/myjvn/Productlist
hﬂp.ll]vnrsslse chuo-u.ac.jp/jtg/apis/productlist_2.0.xsd

Jvn
http.ll]vnrs&laa chuo-u ac.jp/jtg/apis/status_3.0.xsd">
<Vendorinfo xml:lang="en">
<Vendor vname="Sun Microsystems, Inc." cpe="cpe:/:sun" vid="1">
<Product pname="JRE" cpe="cpe:/a:sun:jre" pid="266">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002003" />
</Product>
</Vendor>
<Vendor vname="mozilla.org contributors' cpe="cpe:/:mozilla" vid="27">
<Product pname="Mozilla Firefox"
cpe="cpe:/a:mozilla:firefox" pid="170">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002007" />
</Product>
<Product pname="Mozilla Thunderbird"
cpe="cpe:/a:mozilla:thunderbird" pid="504">
<definition-item oid="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002008" />
</Product>
</Vendor>
<Vendor vname:"OpenOﬂlce org" cpe="cpe:l:openafﬂcs" Md="214">
<Product pname=" OpenOfﬂca org"
cpe= fice.org" pid="602">
<definition-item md-"oval ]p ac.chuo-u.ise.jvnrss.oval:def:1200900002009" />
</Product>
</Vendor>
</Vendorinfo>
<status:Status xmins:status="http://jvndb.jvn.jp/myjvn/Status' \ersion="3.0"
method="getOvalList" lang="en" retCd="0" retMax="10000" errCd="" erMsg=""
totalRes="7" totalResRet="7" firstRes="1" />
</Result>

B 6: OVAL E&E—E DL 2R 24

getOvalList TiZ, 6ICRT LD T =y s Oxt
L 2BEDOVAL ER—REBRBT 2. iz,
getOvalData TiX, K 712R”$ X S IZBfh A > & h—
NEHETDLVIR N REMET —F 2RET 5.
10%HE, VORI F—DFEL,
<registry_object>% AV THERT 5.

POITA DA =3 NTVW5H YD MO = PEIRBL TMVNIC
TORALEY
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e |

<?xml version="1.0" encoding="UTF-8" ?>
<Result>
<oval_definitions>
<definitions>
<definition id="oval:jp.ac.chuo-u.ise.jvnrss.oval:def:1200900002007"
class= ility" version="1">
<metadata>
<title>Mozilla Firefox is installed</title>
</metadata>
<criteria comment="Mozilla Firefox">
<criterion comment="Mozilla Firefox Is installed"
test_ref="oval:Jp.ac.chuo-u.ise.jvnrss.oval:tst:2007" />
<[criteria>
</definition>
</definitions>
<tests>
<registry_test id="oval:jp.ac.chuo-u.ise.jvnrss.oval:tst:2007"
version="1" comment="Mozilla Firefox Is installed"
check_existence="at_least_one_exists' check="at least one"
xmins="http://oval.mitre.org/IXMLSch loval
<object object_ref="oval:jp.ac.chuo-u.ise.jvnrss.oval:obj:2007" />
</registry_test>
</tests>

<objects>
<registry_object id="oval:jp.ac.chuo-u.Ise.Jvnrss.oval:obj:2007"
version="1" comment="Mozilla Firefox is installed"
xmins="http://oval.mitre.org/XML. loval
<hive>HKEY_LOCAL_MACHINE</hive>
<key>SOFTWARE¥Mozilla¥Mozilla Firefox</key>
<name xsi:nil="true" />
</registry_object>
</objects>

</oval_definitions>
<status:Status xmins status=' jvn., version="3.0"
method="getOvalData" lang="en" reth"‘O” retMsx "10000" erCd="" erMsg=""
totalRes="1" totalResRet="1" firstRes="1" />

</Result>

X 7: OVAL B&T — ¥ BED L AR 24

(2) MEBsHER RMBEFRERT (K 8DFH /R
—ERLBRUBMRBDOCPEAEZ T A VE Y v T4k
HELTREL, WBHETREEFRERELE
RSS+mod_sec TR I 7z XML RO R % FR
3 5. W%%‘E%T%%E‘Fiﬁ@—%# HIER Z&RY

Macromedia / FlashPlayer

iAdobe / Adobe Acrobat
lJavaSoft f Java Runtime Environment
Microsoft/ Office

Mozilla / Mozilla Thunderbird

My VNIESS TR SRR DURL

Ipttp:/7]vndb. jvn. Jp/myjvn? =
met hod=get YulnOverviewlist&rangeDatePubl ic=nkrangeDatePubl | shed=nkcpeName=cpe
aimozilla:firefox

5L, T UV RICYRIARB O RS R
ARFTH.
HE
MyJVNIESSIE I 1ASR
JYNDB-2008-002240 2009-02-03T12:24:28+09:00 -

FEREOD Mozilla WS0) CSS ) 1—H1THIF DY =2 BB FERES N DI
JVNDB-2008-002239 2008-02-03T12:24:08+09:00

O Mozilla WS THIT HB > - URLAARTA N DIESEE

JVYNDB-2008-002238 2008-02-03712:23:43+09:00

O Mozilla 8IS0 loadBindingDocument BEBNITESIT 57— 2T P 2R 3 M HIESE
JVYNDB-2008-002237 2008-02-03T12:23:18+09:00

O Mozllla MR THIF DT -2 DB 7o 223N DR
JYNDB-2008-002236 2009-02-03T12:23:02+09:00

LD Mozilla B THIF DB F A OBV T U EREN DM
JVYNDB-2008-002235 2008-02-03T12:22:40+09:00

Mozilla Firefox| 28513 5 20— LB THERO JavaScript #RIT2 W DIESEHE
JVYNDB-2008-002234 2009-02-02T15:47:16+09:00

O Mozilla BSITHIT S 9 — B ERNSE (DoS) OIS

JYNDB-2008-002233 2008-02-02T15:47:06+09:00

HERO) Mozilla ®RITHIF DY — 2 EAISE (DoS) OIS

JYNDB-2008-002232 2008-02-02T15:46:55+09:00

RO Mozilla M THIF D — L ERBSE (DoS) DIESsHE

JYNDB-2008-002231 2008-02-02T15:46:43+09:00

Mozilla Firefox Dtz v & a ARTAERICHIT 5 VARTA PRI U T 1 o 5OMIEHE

JVYNDB-2008-002230 2008-02-02T15:46:28+09:00
#EREO) Mozilla WS THIF 18O JavaScript #RITA N DISEHE
JVNDB-2008-002229 2008-02-02T15:46:16+09:00

HEREOD Mozilla WSITHIF D JORYA FRIVIT 1 O IOMSEYE
JVYNDB-2008-001956 2008-12-12T12:29:57+09:00

#EREO) Mozilla EITHIT D AppendAttributeValue BERKOY — E 2 EFISE (DoS) DM |

P T AN ) 7 R EREMN S RAOEBESRERTF = v 7Y
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BELETe b2 A TV RT AIZDOWTHRE L.

MEFR e BRI B 4o B ALER DL 2 HEET BT H
720, MESEREROMBEROER, iz, &
HL TV Web—E X APIDIERANEETHD &
EZZTW3.

S%1%, B 9ITRT L D72 Web —E R APITEA
REDT-DDBREEL T LN, MEFMEEIC
b3 0BOEMILEZ BT 7L —2 00—
MyJVN DY RHEEZED TV FETHS.

HtEe
AFREED B HE > CHRTBE L B HEE
W, BIFCEKZ SONT, TIPA OEMRE RIS
RSB LET.

BE I

1) SFE, ML, "REIEEREROME R EE
MyJVN DIZZ", CSS2008 (2008)

2) BMEIFMERRE]F CVE B
http://www.ipa.go.jp/security/vuln/CVE.html

3) HBHEBMFTAME S 2T & CVSS v2 3
http://www.ipa.go.jp/security/vuln/SeverityCVSS2.htm]
4) LBMEEIM S 4 7 —B CWE it
http://www.ipa.go.jp/security/vuln/CWE.html

5) @7 T v b7 4+ — 21— CPE 7k
http://www.ipa.go.jp/security/vuln/CPE.html
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