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Secure Software Development Environment DFITS
(Data Flow Isolation Technology for Security)
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We propose a development environment DFITS for developing secure softwares against illegal
analysis and modification, where the softwares are running on security processor architecture
which supports a secure and an non-secure memory areas. DFITS analyzes data flows of
source code focusing on the cryptographic operations, detects the confidential data, and
assigns the confidential data to the secure area, and the other data to the non-secure area
automatically. By supporting such a work which only the programmers with specialist
knowledge of security can do, DFITS provides easier development of secure software.
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