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Improvement of Transaction Authentication and Usability

Shoji Sakurai
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In transactions over the Internet, a problem that transactions which are not intended by
user are done illegally by the man-in-the-middle attacks and Trojan horses on terminals is
pointed out. This paper proposes an improved protocol for protection against these illegal
transactions. This protocol prevents these illegal transactions by offering encrypted
transactions information from user’s mobile phone to a server side, and by confirming
information from the server on user’s PC before execution of transactions. This paper also

discusses the security and usability of this proposed protocol.
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