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A Method for Identifying a Source of Anomalous Flow in Anomaly
Intrusion Detection

Kiyoto Kawauchi Shigeki Kitazawa Hiroyuki Sakakibara Seiji Fujii
Information Technology R&D Center , Mitsubishi Electric Corporation

Abstract When using anomaly detection techniques for monitoring enterprise network, it
must not only detect anomalous network events, but also identify the cause of them,
especially their source terminal in order to react them rapidly. However, it costs too much
computational resource to monitor network traffic occurred from each terminal individually.
In this paper, we propose a method for solve this challenge. We evaluated our method by a

simulation using real traffic data, it resulted more than 90% identification accuracy.
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