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Abstract

Although image-based user authentication systems have gotten a lot of attention recently to reduce the burden of
memorizing password, they are usually vulnerable against shoulder surfing attacks. To overcome this problem,
shoulder-surfing resistant image-based authentications with indirect-image-selection had been proposed. However,
these schemes have problems that "it is difficult for authorized users to find out their pass images among a wide space",
because a large number of images are randomly arranged in authentication window to implement
indirect-image-selection. Therefore, this paper proposes to fix the placement of pass-images and decoy-images at every
authentication, in order to eliminate user’s burden to find out pass-images. To realize that, we tries to introduce the
concept of a “AMIDA-lottery” into image-based authentication. By using the lottery, we can produce different response
at every authentication trials, and thus its shoulder surfing resistibility will be maintained. We conduct fundamental
experiments to estimate the feasibility of the proposed scheme.
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