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A Design of User-Interface for Manual Network Access Control
of Malware Sandbox Analysis

Hitoshi Shibata Katsunari Yoshioka Junji Shikata Tsutomu Matsumoto
Yokohama National University

ABSTRACT Recent malware rely on networking when they propagate, talk to their herder, update themselves,
and expose sensitive information from the infected host. Therefore, a sandbox for malware analysis should be
connected to the real Internet otherwise important behaviors may not be observed. On the other hand, it is a risk to
connect the sandbox to the real Internet as malware’s attacks may exit the sandbox. In this study, we propose a
malware sandbox system whose network access control can be easily configured by an analyst. As it is often a heavy
task to control network access, we deploy an enhanced access control utility called Graphical Gatekeeper for
Malware Sandbox analysis (GGMS). With the analysis of use cases as well as the requirements of the proposed
system, we show an external design of GGMS. In the design, we propose functions such as traffic summary
visualization, drilldown of relative information, and interactive access control.

Keyword Malware Sandbox Analysis, User-Interface, Access Control, Visualization
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