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Proposal of detection method using search engine against manipulation attack
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Abstract Recently, the manipulation attack to website embedding malicious script using SQL injection
vulnerability is increasing. Purpose of this attack is to infect users PC which browse the site with the
malware. It is difficult for users to protect this attack because source of infection is website that gets high
evaluation. In this paper, we discovered automatic process of detect unknown malicious script, based on
characteristics from an investigation. Moreover, we propose a method to detect in manipulation website and

malicious script using the process.
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