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Evaluation of a scheme for checking the believability of location-dependent
information generated by isolated vehicles in VANETSs

DaAIKI FUukAYaf! and Susumu ISHIHARAT2

Dissemination of location dependent information is one of the important applications of
vehicular ad hoc networks (VANETS) which will be used for avoidance of traffic congestion,
traffic accident etc. If a position attached to such information is forged, many problems, e.g.
vehicular traffic control by malicious users, will occur. Thus evaluation of the credibility of
location dependent information is important. One solution for this is to obtain the same infor-
mation by multiple nodes which can communicate each other. However, the solution can not
applied for a case that an isolated node generates a location dependent data item. In this pa-
per, we propose a Malicious Isolated Node Detection using Mutual Observation (MIND-MO)
scheme for evaluating credibility of location dependent information generated by an isolated
node in VANETS. In the scheme, the credibility is checked by estimating the possible location
of the isolated node using records of encounters generated before and after the isolation. The
simulation results showed that MIND-MO is useful for evaluating credibility of false location
dependent information generated based on rational reasons by isolated nodes.
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