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The Internet has been used for providing various information and many ser-
vices, and has been becoming one of infrastructures. As a result, out-of-service
by malicious users and viruses inflicts the serious damage on the company. Fire-
wall and IDS have been ordinarily used to protect the service from the attacks.
In order to decide the policy, it is important to know the attacks, and is imper-
ative to collect data on the Internet and to analyze attack trend. We propose a
network defense system using address migration protection service and attack
trend analysis. In this paper, we describe the design of address migration pol-
icy by analyzing the cache state on DNS and the implementation of network
defense system using address migration.
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Fig.1 Design of the network defense system.

goood
() ODOOOODOUOODOOO
gobooooooooooooboooobooon

00000000000000000000000000000UD00 1(a)00D000
0000 1(h)00000D0000000000000O0000DO0O00DOO0OUoDOOO
gooobooboooooooobooooooobooboooooooboooooobooooDboo
ooooOoOoOD DNSOOOooooooOOooOoOoOoOoOoooopoooooooooooOo
goooooboooooooooooooooooobobooooooobooooooDoDbooo
gooobooboooooooobooooboooooobobooooooDboboooooDboOBbo
gooobobooogooooboooooooboboooooboobooooooooooDooo
gooobooooooooobocoooooboooooooboooooooboooooooo
gobobooooooboooobooood

goboobooodoooooooboooooooboobooooboOoboOoobooDooOoOooooDooon
gooooobooodoooobooOoooobooboOoooboboooooobooOoOooooOboOoo
gobobooodooboooooooooobobobboooboooo0ooooOoboO0oooooo
000000000000 00000000000O0 DNSOOOO0OOOO DNSOOOO
goooooooooooooobooooooboOoooobobooobooOoboOoOooooooDooboo
gooobobooouoooboooooooooooooobooooooboooobobooooooDooo
goooobooooooooooooooooboooOooooooOooooDOboooooDoo
gobooooboooooooooboo

(© 2009 Information Processing Society of Japan



26 OJO00O0OO0O0OOOOOOCOOOOOOCOOOOO

5. DNSOOOOOOOOOoooood

DNSOOOOOOOOO0OOoO00o0ooo0ooo0oooooooooooooooo
0000000000000 00000WebOOOOOOOODOOOOO DNSOOOO
000000000000 0oooooDbNSOOOOO TTLOOOOODODOOOOO0OO0O
0WebO0OOOODDOOOOODOOOOODOO®Y000000000000OO0OOOOOON
gooooboobooooooooooooobooboooOoooobOobocOoooobOOobOobooobo
gooooboooooooooooooobooooOoooobOoOobocOobooOoooooDoODObo
gobobooboboooooooooooooobooooooobooOooooobooooooDoboo
gooboooooooooooooboobooooboOooobOooOooooDobooooooDooboo
gooooooooooooooboooooooobooboooooooooooooobooboonoo
OoooOO0O0O0000000 DNSOOOO0OOoooooooooooooooboooooo
O00O0DNSOOODOOOOoOoooooooo

DNSOOOOCOOOOOOODNSOOOOOOOOOOO0O0O00O00O0O00000 DNS
O0000000000OoobNSOOOOODOOOOOOoOOOoOOoOOOOOOO DNS
gooooooooooboooobooooboooooooboooobooooooboboooDoo
O0O0O0O0DODNSODOOOOOO DNSOODOOO TTLOOOOOOoOoooooooo
oot 2000000000o0b0o0ooooooooOOO0bbObObOOoOoooo 20000
O000D0000Omaster DNSOO DNSOOOOOTTL =60sec0 0000000 DNS
ooobooooooooboooboboboOoooboooboooooooooOoboOoOoooooon
gbobooboooobooodoboooodoooobooooooooboooooooond
OooootoddtemetOD0OO0OO0OO0OOOOOOCOO 30000000000000O00OO
0000000000000 0O0 DNSOOOO0O00oooooooAOBOOOOOOO
O0000000000000Omaster DNSOOOOOOOOOOOOOOOOOOOO
O00000o00oo0oODNSOOOOOO DNSOOOOOO TTLOODOODOooooooo
000000000000 0oo0o00o0o00oooo0oooooo DNSO TTLOO
gobooooooobooooooobooboo

O0000O000oO00oO0o00ooo0ooOo0ooOoDoOOooD DNSOOooOOooo
oooboooooooooOoDODOOODODDOO WebODOOOOODOOOOOOOOOOO
000000000 DNSOOOODOO0OO0OOO00oO0ooooooooooooooo
DNSOOOOOOOOoooOoOooOoOoOoooooOooOOoOooooO0oooOoooooooon

000000000 0obDOoooDOoooooog Vol 2 No.o1o 23-32 (Mar. 2009)

client @ 5 , 5 < | master
S . ! = ; DNS

delegation
DNS
02 DNSOOODODOOOOOoOOoOoO
Fig.2 Experimentation environment of DNS cache propagation.
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Table 1 The specification of the evaluation environment.
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Fig.3 DNS propagation delay on cache servers (Linux, telnet).
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Fig.4 DNS propagation delay on applications.
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Fig.5 DNS propagation delay on applications (Internet Explorer, meta reload, registory setting).
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Table 2 Delay time of changing access address (meta reload).

ooooo 0100 0200 0300 0400
ooo omoo omoo omoo omoo
20 194 133 41 220
300 110 91 42 23
90 O 39 15 145 56
120 O 3 124 75 56

0000000000000000000000Microsoft 0100000000 000
gooOoOoOoOoOoOoOoOoCoOo DNSODOOOoooooooooooooooooooooo
0000000000000000* 0000000000 60000000000000
0000000000 500000000OInternet Explorer 000000 DNSOOODOO
gobooooooooooooo

OO0O0OFirefox 00000000 0DO0OO0O0O0OOO0O0OOO0O0O0OOO0OOOOOOO
000000000 0O0000O0SO 5000000000000 DNSOOO0DOOOOO
000000000 MacOSXOOOOOOOUODO 4(c)00000OOooOoOooOo 200
jogoogodolzooboooooooboooooooooono 2000000000000
goooobooooooooboooooooboobooooooobOoooooboboOoooobooboo
goooooobooooooooooooooobooOooboOoOoboooboOoCOoOoboOoDbOoboOonn
O000000000000000000 2400000 DNSOOOOOOoOOOOoooOoOo
0000000000000 00000009 000000000000 00 DNSOOO
O00000O0O000O000O001200000000 DNSOOOOOOOOOOO9000

+x1 00000 Internet Explorer 7000000000000

(© 2009 Information Processing Society of Japan



28 O0OO0OO0OO0O0O0OOOOOOOOOOOOOCOOOOO

0120000000000 0000D0O0000O0O000O00O0OOOOOOODOOODDOO
O000000000000000000 DNSO TTLO1200024000 300000
ooooooo

6. DOoooado

4000000000000000O0000000O00O0000O0O0O0O0O0O000000
gobooooooboooobobooouoooOooooboooooOoOoOoobOoO0O0DOdproxy
000 pound 00000000000 OOODOOOOOOOOOODOOOOOOO
Ruby 00O00O000OCOCOOO0O0O0O0O0O0COODOOODOOO RbyOOOOoOoOoOOOO
00 Ruby/Pcap 000000000000 0UOOOOOOO tecpdumpO000000OO0
gobooboooboooooooooOoooobOOoobOoOobooOobooOoOoOooOo0oennOO
0000000 RebyOODODODOOOO0O0OO0O0O0O0O0O0O0O0OO

goboooooooobobooooboooboooooooboOoOooboboooooooDoooo
gooooooooooooboobooooooboooooooooobooboooboooDoooOooo
goboooooooooooooooooooboo0o wobooboooooobooooboboo
goooooooooooooobooooooboooooooboobooooooboooobo

proxy(pound)

™™ Tcollector ™ 7
| address migrationl WEB

1 server | server

client g} 2

delegation
DNS

06 DOO0OO0OOOODD
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