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Worm Containment Using Traceback from
Dummy Addresses

TArO INABA,T NoBuTaka KawacucHif!
and KENICHI OKADA?

Most of existing network worms have used address scanning to find vulnera-
ble hosts. Recently, however, worms with more effective propagation strategies
have emerged. Among the worms, we focus on the worms that exploit address
lists obtained from infected hosts to find other vulnerable hosts effectively. In
this paper, we propose a method that detects and contains such worms that try
to infect all hosts in an enterprise network. In our method, a detection system
inserts some dummy addresses into the address lists of hosts in the network.
Then, the system detects the existence of worms when a host tries to open a
connection to a dummy address, and then traces back the connection logs to
find potentially infected hosts and removes them from the network. Computer
simulation results showed our method detected and contained worms with less
than 1% infected hosts and less than 5% removed hosts.
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