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Recent years, many succeeded web companies shows that the personal infor-
mation such as histories of searching or histories of purchasing of a person is
valuable. Such kinds of personal information is also valuable for various public
services like a local traffic control system. However, it is difficult to manage

personal information safely for ordinal private companies or organizations. We
have been developing an integrated personal information management system
which we call ‘Identity Shelter.” We intend for our Identity Shelter to be a kind
of the social information infrastructure for privacy protection. The peculiar fea-
tures of our Identity Shelter are (1) application independent authentication and
authorization, (2) identity protection by pseudo identity based authentication
and authorization, (3) user centric private information control, (4) anonymous
communication with Place and Agent model, (5) Limitation of distribution of
the personal information and logging of access history with Place and Agent
model. In the former part of this paper, we explain the overview of Identity
Shelter and our traffic control system for a local area which requires the location
and the destination information of passengers as an application of Identity Shel-
ter. In the latter part of this paper, we report the results of the experimentation
with a prototype of our local traffic control system.
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Fig.8 Login sequence for Identity Shelter.

oooOoboOooooooooO0ODO0000000 PlaceDO0O0O0O0OOOODODO
0000000000 Agent00O0O0ODO

(3) DOOO0OOOOOOOUOUOUOOOOOODOUOOOOOOOOOOOOOOnoO
0000000000000 Agent 0000000 O0OOOODOO

(4) DOOOODOOOODOO PlaceOODO AgentO0O0O00OO0OOoooooono
oobooooooobooooobooooboboobooOoobooOoooOooOoooOooon

(5) OO0 Agent00 00000000 OOOOUDOUOOOUDOODOULDOUDOOO
0000000000 PlaceOO0O0O

(6) D0OOOOUOODOO Agent 00000 0OUOODOOUOODOUOODDOOO
000 Place00OO0OO0O0O0O0DODOODOOOOODOODOOOOODOOOOOOODO
oono
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4.3.2 Place Agent 10000000
Place Agent OO DO0O0O0O0O Agent 0 0000000000000 DOOODODOODODO
Place 00000 Agent 0000000000000 O0OO0ODOODOOOOOOOOO
O00000000000000 Agent 000000 PlaceDOOOOOOOODOOOO
ooooooooooooooooooooooOOoObOboobooboobooo
0000000000000 000000000Carriero 00 1980 0000000
Linda'® 00000000000 Linda0 Ruby 000000000 RindaOOOOO
OO00ORinda00000000O0C0OO0O0COOO0OC0DOOCOOOCODOOOO writeOtake
OLindaO0 inOoutDO00O0O0000O0O0DOCOOO0O0OOODOODOOOOOODOOOOO
ooooooooooooooooOoooOooOoooOo0oooOobOOob0O0O00oooOoo00o0oo
000000 Agent 000 0000000000000 Agent 000000000000
0000000000000 0000040000000000 PlaceOOO0OOOO0O0O
goooooooooooooooooooooobooOooouUrRLOODOOOOOOOO
001000000000
tuple = [{type}, {controller}, {action}, {params}]
4.3.3 00 Agent 00000000000 O0OOOO
00000000000 00000 Agent 0000000000 OOOOOOOOODO
0000000000000 oooooooo APIOO0O0O0Ooooooog
oooooooo
gooooOoOoOooOo0oOoOooooOooOOOoO0oOoOoOoOoooooooooDooooOoO
ocoooooooooooooooooboOobOOoOoOoooOooooooboooooOooOoOooOooOO
000000000000000 Agent 0000000000000 O0DBDOOO0O0O
O00000000000000000OpenlDO AXODOOOOODOOOOOODOODO
0000000000000 0000000000000000 Agent0O0O0O0OO0O0OOOO
Agent [] [ openid.ax.type.agent=passenger
00O 0O openid.ax.value.psudo_identity=4423
00O 0 openid.ax.value.location.lat=32.1234
00O 0O openid.ax.value.location.lng=135.1234
0000 openid.ax.value.destination=kahogekijo
00000 openid.ax.value.time_of_arrival=14:00
O0000MO0O000 Agent 00000000000 O0OOOOOOOODODOOODO
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Fig.9 The local traffic support system over the Place and agent model.
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4.5 00 Agent 00O O0O00OOODOODODO

Place OO DOO00OO0O00ODOODOOO0OODOODODOOD Agent 0000 OOOCODODOO
0000000000000000 PlaceOOOOO0OO0OOO0O0O00OO0OO00 AgentO00O0O
goboodoobooooooooobod

OO0 Agent 000000000 OOOOCOO 2000000000
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goooobooooooooooooooooobooOoooOooboooobooOoboOooooDboOno
0000000000 Place000000000O0OO
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Fig. 10 Private message object exchange.
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Fig. 11 Routes of community bus and demand of traffic for principal points.
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Fig.12 Cellphone with GPS and the terminal for investigation.
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